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Abstract

Steganography, the art of concealing secret information within seemingly innocuous cover media, poses
significant challenges for digital security and forensic analysis. With the increasing use of digital images
as carriers for hidden data, the need for efficient and accurate steganalysis techniques becomes imperative.
This research compared several machine learning models including K-Nearest Neighbor, Gaussian, Multi-
Layer Perceptron, Stochastic, Random Forest, aa non-pre-trained Convolutional Neural Network, and a
pre-trained Convolutional Neural Network model called ResNet-18 in their effectiveness at detecting
images that have a steganographic message embedded in it. The study found that the convolutional neural
network was the best model in detecting steganographic content with 99% accuracy.
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Introduction

Steganography is the art of concealing secret messages within various media and poses significant
challenges for digital security and forensic analysis. Steganography conceals a message's existence in media

content such as image, audio, video, and text by methods such as invisible inks, microdots, character
arrangement, digital signatures, covert channels, and spread spectrum communications (Johnson & Jajodia,
1998). It can be used as an additional layer of security in transmitting sensitive information but can also be
used by cyber criminals to conduct secret and malicious communication. Steganography has also been
found useful in hiding code inside multimedia objects, mostly images with the goal of infiltrating malware
(stegomalware) into organizations or personal devices (Pérez, Rosales & Cruz-Cortés, 2016). There is an
increasing use of digital images as carriers for hidden data, thereby increasing the need for efficient and
accurate steganalysis techniques. This research compares the effectiveness of various Al machine learning
models in performing image steganalysis to detect hidden messages in images.

Background

This research builds on previous research at the institution where a steganographic message was added
using StegHide software to a set of 400 images that did not have a uniform size. A Convolutional Neural
Network (CNN) from the FastAl library was used to try to detect the hidden messages with a result of
roughly 50% accuracy. This paper presents research that was focused on trying various Al machine learning
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models on a larger dataset of images to see which models would perform best at detecting images embedded
with steganographic messages (i.e., messages containing a hidden message). Additionally, the research
focused on examining the previous work on how the images were formatted, sized and labeled to see if
these factors influenced the poor accuracy of detection and determining any possible improvements.

Initially a review was done of which Al models might be most effective at processing a dataset of images
with steganographic content. The first model that was looked at was a transformer because of the recent
popularity of generative Al using Generative Pre-Trained Transformer (GPT) models for chat applications.
According to Rick Merrit at NVIDIA, “Any application using sequential text, image or video data is a
candidate for transformer models.” (Merritt, 2022). Since the focus was only images, this was a possible
candidate, but was ruled out because of the way transformers process the input data. Transformers are
designed to process sequential data such as natural language text. Since messages were being embedded
into images, the Convolutional Neural Network used in the previous study was revisited. Transformers
were ruled out since CNNs are designed to process data that has a grid-like structure, such as images. CNNs
do this by applying a series of convolutional filters to the input data, which are designed to detect specific
features in the image. The filters are typically small and move across the image in a sliding window style,
creating a feature map that encodes the presence of the features detected by the filter [Pratap, 2023].

The previous project that looked at detecting images with steganographic messages had a poor result using
CNN. We looked back at what was done in the previous project to try to determine why CNN performed
poorly. There were a few possible reasons for the previous poor performance which included the use of a
small dataset of 800 images used for training (400) and testing (400), a mix of images with different sizes
and possible labeling issues. Additionally, models that were able to do something like CNNs such as K
Nearest Neighbor (KNN) were looked at and decided as a candidate for this research project. A KNN was
available using the scikit-learn library (Pedregosa, 2011) as were other models that we decided to try such
as the multilayer perceptron. The multilayer perceptron is an artificial neural network that organizes the
data in at least three layers. The multilayer perceptron has an activation function which is used so that the
model can learn. This was thought to be a good candidate model where it could be trained to learn the
difference between a photo without steganography and a photo with steganography.

A significantly larger library of images needed to be identified that could be used to provide a large training
set for the models. The CIFAR10 dataset was found to be a good source for images. Using this library a
dataset of 120,000 photos was built to train and test the models to be used in this study.

Literature Review

A variety of papers discuss the use of neural networks for performing image steganography such as Georges
and Magdi (Georges, Magdi, 2020), Shelke, Dongre and Soni (Shelke, Dongre & Soni, 2014), and Marwaha
and Marwaha (Marwaha, & Marwaha, 2010). The following papers focus on performing steganalysis of
images using neural networks which was also the focus of this research.

Bhattacharyya (Bhattacharyya, 2011) presents a survey of steganography and steganalysis techniques.
Specifically in the area of image steganalysis techniques include: 1) video steganalysis using the temporal
correlation between frames, 2) video steganalysis based on asymptotic relative efficiency (ARE), 3) video
steganalysis based on spatial and temporal prediction, and 4) steganalysis methods using neural networks
and support vector machines to detect hidden information by exploring spatial and temporal redundancies.

Jarusek, Volna and Kotyrba (Jarusek, Volha & Kotyrba, 2019) used a steganographic method StegoNN
based on neural networks. If an image is signed by this technique, then the detection of any modifications
does not need any external data, such as a database of non-modified originals. The quality of the signature
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in various parts of the image serves to identify modified parts of the image. The study was performed on
photographs from the CoMoFoD dataset, and its results were compared with other approaches that used the
database based on standard metrics. The study showed the ability of the StegoNN method to detect
corrupted parts of an image and to mark where most probably the image was manipulated.

Berg et al. (Berg et al., 2003) did some early work on the feasibility of using machine learning to detect
stegged images in both content-based (GIF) and compression-based (JPEG) image formats. They used an
error back-propagation neural network to distinguish clean and stego-bearing files. The dataset consisted
of 150 images consisting of 50 each of flowers, mountains and trees. The results showed accuracy of 51%
- 81% on JPEGs depending varying in accuracy depending on the image in the file. They found an 85.5%
accuracy in stegged GIFs. The results reported here show that ML algorithms can work in both content-
and compression-based image formats.

Pérez, Rosales, and Cruz-Cortés (Pérez, Rosales & Cruz-Cortés, 2016) present a stegananalysis method
based on an Artificial Immune System (AIS), to detect JPEG images modified with three steganographic
tools: F5, Outguess, and Steghide. Their research used Haar Wavelets to extract a feature vector that best
described the analyzed image. For characterization purposes a small set of features are extracted to describe
the image using the two-dimensional Haar Wavelet Transform. After the transformation, the obtained
matrix has coefficients 1) containing average changes (AC) that include information about the global
properties of an image, 2) horizontal changes (HC) that include information about the horizontal lines
hidden in an image, 3) vertical changes (VC) that contain information about the vertical lines hidden in an
image, and 4) diagonal changes (DC) containing information about the diagonal details hidden in an image.
The horizontal coefficients HC reached the best steganograph detection rate of 94.33%. In contrast the
coefficients VC and DC reached a detection rate of 85.71% on average.

Mohamed, et al. (Mohamed, Rabie, Kamel & Alnajjar, 2021) used a transform domain-based steganalysis
scheme that utilized the architecture of AlexNet is an eight-layer deep convolutional neural network that
was designed for object classification. The network was trained using over one million images from the
ImageNet database. Some modifications were performed on the existing AlexNet architecture to enhance
the detection performance of the model on stego images. Experiments showed that the FB-GAR
steganography scheme was successfully detected with an accuracy of 74.72% using AlexNet. Other older
papers by Zhi and Fen (Zhi & Fen, 2004) and Kerr (Kerr, 2004) address steganalysis, but do not use neural
network techniques.

Even though there has been use of neural network techniques for the application of steganography in images
there has been limited content on using the latest neural network techniques for the detection of messages
in images. This research focuses on looking comparing both conventional non-Al and Al (neural network)
techniques for performing steganalysis in images.

Statement of the Problem

Steganography has been used to hide code inside multimedia objects, mostly images with the goal of
infiltrating malware into organizations or personal devices (Pérez, Rosales & Cruz-Cortés, 2016). It has
also been used by cyber criminals to conduct secret and malicious communication. This increasing use of
digital images as carriers for hidden data requires efficient and accurate steganalysis techniques to detect
the hidden content. There is limited work in using neural network techniques to improve detection. This
research compares the effectiveness of various classification methods and neural network models to
perform image steganalysis to detect hidden messages in images.
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Research Question and Scope of Study

The research question for this study was “Can a current machine learning model accurately detect
steganographic content in images?”. The scope of the study was 1) to select seven to eight machine learning
models, 2) select a large dataset of images that could be used in training and testing the models, 3) embed
steganographic content into a portion of the images, 4) train the models to attempt to predict whether an
image has steganographic content or not, and 5) test the models using a large dataset of images. The end
goal was to try to find methods and a neural network that can perform hidden message detection in images
with high accuracy.

Methodology

To get a larger set of images to train and test with the machine learning models that were to be evaluated
in this study, the CIFAR10 dataset was downloaded from the TensorFlow catalog. The dataset consisted
of 60,000 color 32 x 32 images in 10 classes representing airplanes, cars, birds, cats, deer, dogs, frogs,
horses, ships, and trucks. The images in the CIFAR10 dataset were resized to 100 x 100 pixels. The reason
the images were resized was so that steganography could be added since the photo needs to be large enough
to be able to add the actual text message into it. All the images in the dataset that were used in the study
were the same size after processing. There was no additional data cleaning or preparation done on the
images to extract any additional features. The only image preparation was resizing the images for a fixed
and identical image size. See Figure 1 for the script to resize the images.

import os

def resize_images(input_dir, output_dir, size):
if not os.path.exists(output_dir):
os.makedirs(output_dir)

for filename in os.listdir(input_dir):
if filename.endswith('.jpg'):
image_path = os.path.join(input_dir, filename)
output_path = os.path.join(output_dir, filename)
image = Image.open(image_path)
resized_image = image.resize(size, Image.ANTIALIAS)
resized_image.save(output_path)

input_dir = 'photos’
output_dir = 'resized cifarl@_images
target_size = (168, 168)

resize images(input_dir, output_dir, target_size)

Figure 1: Code for resizing the CIFAR10 dataset.
Steganography

The next step was to add a steganographic message to the resized 100 x 100 images. A script was created
to add a message (message was in a file) into half the images in the dataset using Steghide software. See
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Figure 2 for the bash script used in adding the steganographic message to the images. The same message
was added to all the images that were getting steganographic content.

GNU nano 4.8 steghide script.sh
#!/bin/bash

# Specify the directory containing the image files
IMAGES DIR=

# Specify the directory to save the stegged files
OUTPUT_DIR=

# Specify the directory to save the cover images
COVER_IMAGES_DIR=

# Initialize counter
count=0

# Change to the images directory

cd || exit

# Create the output directory if it doesn't exist
mkdir -p

mkdir -p

# Iterate over each image file in the directory
for image file in *.{jpg,jpeq, io
# Check if the file is a r

if [ -f
echo
# Hide data in the image using Steghide
steghide embed -ef /home/seed/secret/secret.txt -cf -sf -p

# Check if embe
if [ $? -eq 0 ]
# Increment
( (count++))

# Copy the cover image to the cover images directory
cp
fi
fi

echo
echo

Figure 2: Script used in adding steganographic message to images.
Setting up a Remote Jupyter Notebook
To run the models, the computer to be used had the following specification:

- GPU: NVIDIA 4090
- CPU: Intel 19 14900k
- Memory: 32gb DDR5

To utilize the GPU to its fullest potential, a remote Jupyter notebook was set up so that all the members of
the research team could access it. Tailscale, a VPN service, was used to allow remote access to the computer
desktop using SSH. The Windows “task scheduler”” was used to start the Jupyter notebook on startup of
the computer and run it in the background. Computers with Tailscale client software were able to SSH into
the computer and run the Jupyter notebook.
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Machine Learning Model Selection

An evaluation was performed to determine which Al machine learning models were to be selected for use
in this study. The models that were selected from the scikit-learn library were K-nearest neighbor (KNN),
Gaussian, Multilayer perceptron (MLP), Stochastic, Random Forest, and a non-pre-trained Convolutional
Neural Network (CNN). Additionally, a pre-trained CNN called ResNet-18 was used which was
downloaded from a professor’s Github account.

Additionally, other libraries were needed to work with the Al models. These included PyTorch,
TorchVision and Cuda. Cuda is a python library from NVIDIA that allows a GPU to be used when running
the models to speed up processing. PyTorch is a framework for building and deploying deep learning
models that use Cuda. TorchVision is a library with datasets, model architectures, and image
transformations for computer vision that provides capabilities such as semantic segmentation which
classifies specific pixels into categories.

Training and Testing the Models

During the implementation of the different models, there were a few problems that needed to be resolved.
There was an issue regarding labeling of the images where an improper labeling system resulted in training
only being able to read about half the images. Initially, all the images were in one folder, with the labeling
coming from the filename of the image. For example, an image file of a truck with a hidden message in it
would be named “stegged truck1234”, while a non-stegged image would be named “truck1234”. This
initial organization of image files and the file labeling did not properly work with the models, leading to
improper training which led to poor accuracy. This problem was resolved by putting the images with
steganographic message content in a separate folder and non-stegged images in a separate folder. This
allowed for proper training and made a significant difference in terms of accuracy, F-1 measure, precision,
and recall.

Another problem encountered was memory issues when loading the dataset into the GPU. When
implementing the models, the study began with 120,000 images from the CIFAR-10 dataset; 60,000 normal
images and 60,000 images with steganographic content (all of the images were resized to 100x100).
Loading that amount of data was a problem due to the large amount of video memory needed. The 120,000
images required 37-40GB of video memory to load into the Jupyter notebook causing an error when
running. The NVIDIA 4090 GPU that was used only had 24 GB of video memory so a dataset size needed
to be found that the GPU could handle. The dataset size that was able to work with all of the models
consisted of 20,000 images from the CIFAR-10 dataset: There were 10,000 images with steganographic
content and 10,000 images without steganographic content. All the images were sized at 100 x 100
resolution. Keeping the dataset uniform at a 100 x 100 image size was important when running the models.
Resizing images with steganographic content would degrade the integrity of the steganography itself.

In preparing the datasets for training and testing, the dataset was randomly split into 20% for training and
80% for testing. See Figure 3 for the code to split the dataset into training and test sets. Since the d

images = DataBlock(
blocks = (ImageBlock, CategoryBlock),
get_items = get_image_files,
splitter = RandomSplitter(valid_pct=0.2, seed=42),
get_y = parent_label

)
Figure 3: Code for randomly splifting the dataset into training and test datasets.
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dataset consisted of 20,000 images, splitting the data at 20/80 created a training dataset with 4,000 images
and testing dataset with 16,000 images. The epoch size, learning rate, and the batch size were also set. The
model libraries would be imported into the Python program, and the 20,000 images loaded into the Jupyter
Notebook. Testing would run through the images to predict if the image had steganography content or not.
It would compare the predicted image with what the image was and calculate the accuracy, F-1 measure,
precision, recall, error rate, training loss and valid loss.

Results

ResNet 18 and ResNet 101: ResNet-18 is a Convolutional Neural Network (CNN) pretrained with millions
of images and compares them to the dataset that is loaded into the model. ResNet also uses FastAl which
is a library built on top of the PyTorch library. FastAl is an open-source library that helps with deep
learning. The “18” in ResNet-18 represents the number of layers in the neural network. Table 1 below
shows 10 different runs with different variables. The variables include the number of Total Epochs, Total
Layers, Batch Size, Photo Size and Learning Rate. The comparison statistics are F1 Measure, Accuracy,
Precision, Time to Finish(minutes) and Recall.

Table 1: ResNet 18 and 101 results.

Amount of Pictures  Epochs Time to Finish  Layer Amount  Batch 5ze  LeamingRate  F1Measwe  Accwracy Precision Racal Phato Size
~20000 4 10 18 10 01 047 0497 0497 0.97 100x100
~20000 10 33 18 10 01 098 0.98 0.98 0.93 100x100
~20000 10 108 101 10 01 098 098 093 098 100x100
~20000 4 4a 101 10 0.1 097 097 09r 0.97 100x100
=~20000 20 45 18 10 01 099 099 099 0.99 100100
~60000 4 70 18 10 01 03 03 035 0.5 512x312 (resized to 100x100)
~20000 30 116 18 10 01 099 099 099 099 100x100
~20000 4 15 18 20 01 047 097 097 0.97 100x100
=~20000 4 13 18 32 01 098 098 098 0.98 100100
~20000 4 15 18 64 01 097 097 097 097 100x100

The best results using the pre-trained ResNet was a 0.99 F-1 Measure, or 99% detection rate. The variables
were set to 20 epochs, 18 layers, batch size of 10, learning rate of 0.1, and the image size was sized at
100x100 for all images. That run took longer than most ResNet-18 runs because of the epoch size being
greater. Table 2 shows the confusion matrix for this run. The top left and bottom right represent the images
that were identified correctly by the model, while the bottom left and top right represent the images that
were not correctly identified by the model. This model produced very good results for finding the hidden
message within the images with 99% of the training dataset images being correctly identified.
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Table 2: Confusion matrix for the best ResNet run.

Confusion matrix

10NormalPhotos

Actual

105teggedPhotos

10NormalPhotos
105teggedPhotos

Predicted

The worst result using the ResNet models was for 60,000 512 x 512 images with 4 epochs, 18 layers, batch
size of 10, and a 0.1 learning rate. It had a 0.5 F-1 measure and accuracy due to the image size - essentially
a coin flip. Image size played a significant role in the result. From these tests, it was determined that
resizing was impossible in terms of detecting steganography. Table 3 shows the confusion matrix for this
run. Because the dataset had roughly 60,000 images, the training set had roughly 12,000 images. Out of the
6,000 images with steganographic content, only about 3,066 were detected. While 3,013 images were not
identified correctly.

Other observations that were made for ResNet-101 were that it takes significantly longer to run in
comparison to ResNet-18. Both were given 10 epochs, 10 batch size, learning rate of 0.1 and the same
dataset. Both models performed similarly to each other, around 0.97-0.99 F1 Measure respectively, but
ResNet-18 would run faster by 85 minutes when given the same parameters. Another observation that was
found was that batch size did not affect time-to-finish. ResNet-18 was given identical parameters besides

Table 3: Confusion matrix for the worst ResNet run.

Confusion matrix

normal

Actual

steg

steg

=
E
2

Predicted
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batch size and found that the time-to-finish did not change at 15 minutes. The 3 batch sizes that were
compared were 20, 32, and 64. A batch size of 32 did yield a better F-1 Measure than the other 2 tested
with a score of 0.98 (batch sizes of 64 and 20 had an F-1 Measure of 0.97).

Gaussian Model: The Gaussian model is a “non-parametric, supervised learning method used to solve
regression and probabilistic classification problems” [Supervised learning. (n.d.-b). Scikit-learn] and is part
of the scikit-learn library. The Gaussian model was trained on 20,000 images (same as ResNet). Unlike
ResNet, there were no variables that could be changed to determine if there would be an impact on detecting
the hidden messages in the images. Table 4 shows the results from the Gaussian model. All 10 runs ended
with 0.46 for F-1 Measure, Accuracy, Precision, and Recall.

Table 4: Gaussian model results.

Amount of Pictures Time to Finish  Layer Amount  Batch Size Learning Rate F1 Measure Accuracy Precision Recall Photo Size
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100
~20000 1 min N/A N/A N/A 0.46 0.46 0.46 0.46 100x100

Table 5 shows the confusion matrix from the results of the Gaussian model. The labels for this confusion
matrix are slightly different in comparison to the others but have the same concept. The number 0 on the
top left y-axis represents predicted images with steganographic content that were actually images with

Table 5: Confusion matrix for Gaussian model.

Confusion Matrix

1100

1075

1050

- 1025

True Label

- 1000

-975

- 950

-925

Predicted Label
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steganographic content. The number 1 on the bottom left y-axis represents the images that were predicted
incorrectly. The top and bottom on the right represent images that were predicted incorrectly vs correctly.
This model had little success in identifying steganographic content. There is a less than 50% detection rate.
The majority of images in the dataset were not correctly identified, out of roughly 2,000 images that had
steganographic content, only 930 images were detected correctly.

Convolutional Neural Network (CNN): The key difference between the ResNet model and this CNN is that
the CNN had to be trained - it was not pre-trained with any images. Table 6 shows the results from the

Table 6: Convolutional Neural Network results.

Amount of Pictures  Epochs Activation Functions Time to Finish (MIN) Layer Amount  Batch Size Learning Rate  F1 Measure Accuracy Precision Recall Photo Size
~20000 100 Functional ReLU 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional ReLU 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional ReLU 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional ReLU 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional ReLU 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional Leaky Relu 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional Leaky Relu 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional Leaky Relu 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100
~20000 100 Functional Leaky Relu 10 3 32 0.0001 0.98 0.98 0.98 0.98 100x100
~20000 100 Functional Leaky Relu 10 3 32 0.0001 0.99 0.99 0.99 0.99 100x100

CNN model. Out of the 10 runs, half use the activation functions of ReLU, while the other half use
Functional Leaky ReLU. The CNN was very effective at identifying the dataset images properly with a
0.99 F1-Measure, Accuracy, Precision and Recall result. One run had a result of 0.98 for Functional Leaky
RelLU.

Table 7 shows the confusion matrix for the CNN. It shows very good results in identifying the hidden
messages with steganographic content. The top left and bottom right represent the images that were

Table 7: Convolutional neural network not pre-trained

2000

1750
18 1500

1250
1

Confusion Matrix

1000

750

500

250

o
- 21
0

identified correctly by the model, while the bottom left and top right represent the images that were not
correctly identified by the model. Images without steganographic content were correctly identified 1,962
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times and incorrectly identified only 27 times. The images that contain steganography had even more
success with 2,008 images being correctly identified, and only 18 incorrectly identified.

Stochastic Gradient Descent (SGD): The Stochastic Gradient Descent model finds the best fit using the
parameters provided. The model runs efficiently with an average processing time of around 4 minutes. The
results from 10 runs using the SGD model are shown in Table 8. Using the same dataset as the other models,
except for a few different variables, the SGD model did not perform well averaging about a 0.4 F-1 measure
(40% of images with steganography). Adjusting the epochs did not change the results very much, and
increasing the epochs would worsen the results due to over training of the dataset. The best results were
found using 75 epochs that produced an F-1 measure of 0.42, accuracy of 0.43, precision of 0.42 and recall
of 0.43.

Table 8: Stochastic Gradient Descent results.

Amount of Pictures Time to Finish Epoch F1 Measure Accuracy Precision Recall Photo Size
~20000 3 100 0.4 0.45 0.42 0.45 100x100
~20000 3 25 0.37 0.48 0.43 0.48 100x100
~20000 3 50 0.33 0.48 0.4 0.48 100x100
~20000 3 75 0.42 0.43 0.42 0.43 100x100
~20000 4 125 0.38 0.44 04 0.44 100x100
~20000 4 150 0.36 0.47 0.41 0.47 100x100
~20000 4 175 0.42 0.43 0.42 0.43 100x100
~20000 5 200 034 0.45 0.37 0.45 100x100
~20000 7 225 0.37 0.47 0.41 0.47 100x100
~20000 8 250 0.41 0.44 0.42 0.44 100x100

Table 9 shows the confusion matrix for SGD. It had pretty good success at predicting images without
steganographic content, correctly identifying 1,621 images correctly and 359 incorrectly. However, there
were a lot of false positives with the steganographic images. 1,838 images were incorrectly labeled as
images without steganographic content while only 197 were correctly predicted as images with
steganographic content.

Table 9: Stochastic Gradient Descent confusion matrix.

Confusion Matrix
1800

- 1600
2% 1400

1200

- 1000

True Label

- 800

197 - 600

- 400

-200

Predicted Label
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Random Forest Classifier Model: The Random Forest Classifier Model operates by creating multiple
decision trees during training and outputs the mode. The randomness in the algorithm comes from two
sources: random sampling of the training data points when building each tree, and random subsets of
features considered when splitting nodes. This randomness helps to reduce overfitting and improves the
generalization ability of the model. The results of the Random Forest Classifier model are shown in Table
10. Overall, it did not perform well when trying to predict the images in our dataset. The same datasets
were used as in previous models. In the test runs, max depth was adjusted to see if it would make a
difference. Max depth refers to the maximum depth allowed for each individual decision tree in the forest,
with a higher number indicating more depth. Adding more depth produced worse results. The highest F-1
measure was associated with a max depth of 1.0. The depth was increased one by one, to determine if the
model performance decreased. The worst result resulted from a max depth of 10.

Table 10: Random Forest model results.

Amount of Pictures Time to Finish Max Depth F1 Measure Accuracy Precision Recall Photo Size
~20000 3 1 0.42 0.45 0.43 0.45 100x100
~20000 3 2 0.4 0.4 0.4 0.4 100x100
~20000 3 3 0.37 0.37 0.37 0.37 100x100
~20000 3 4 0.31 0.31 0.31 0.31 100x100
~20000 3 5 0.27 0.27 0.27 0.27 100x100
~20000 3 6 0.22 0.22 0.22 0.22 100x100
~20000 3 7 0.19 0.19 0.19 0.19 100x100
~20000 3 8 016 0.16 016 016 100x100
~20000 3 9 0.14 0.14 0.14 0.14 100x100
~20000 5 10 0.12 0.12 0.12 0.12 100x100

The confusion matrix for the Random Forest model is shown in Table 11. The results are completely
inverted where most of the images are incorrectly identified with 1,731 of the total 1,980 images without

Table 11: Confusion matrix for Random Forest when the depth is
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steganography being labelled as images with steganographic content. While only 249 were correctly
identified as images without steganographic content. Random Forest classification struggled with both
images with steganographic content and images without steganographic content when increasing the depth.

True Label
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The results showed that the ResNet 18 / 101 Convolutional Neural Networks and the non-pretrained
Convolutional Neural Network (CNN) models were best at determining whether an image had
steganographic content (a hidden message). The F-1 measures for the CNNs beat anything else we tried
with the other models. It did not matter whether the CNN was pre-trained or not. Both models yielded
very good results regardless of the comparison statistics. The confusion matrices for the CNN models
showed their performance at differentiating images. About 99% of images in the dataset were properly
identified. The dataset was a key factor in the success of the model. As long as the images were uniform in
size, the model worked very well. Most other models that were tried had an F-1 measure around 0.5 F-1.
The worst model was the Random Forest Classifier. As depth was increased to the forest, it progressively
got worse to where it was only accurately predicting the images at 12% accuracy. The poor performance of
the other models (non-CNN models) may be attributed to the models not being built for image classification
and that the models may not have been properly trained on the dataset.

Conclusion

This research project has concluded that it is possible to accurately detect steganographic content in images
by the use of Convolutional Neural Networks. Proper labeling of the image files and organizing the files
in separate directories played a significant role in creating a good training dataset. Also formatting the
images to have a uniform image size had a significant role in improving the accuracy of the results. Future
work can explore if there are ways to have multiple image sizes within a dataset and still get an accurate
result in detecting steganographic content. Additionally, including multiple different types of hidden
messages in the image dataset would make it more broadly applicable across real-world scenarios. Even
though this research used a GPU, using cloud resources from Amazon, Microsoft, or Google to build a
machine learning architecture for this type of application would be beneficial. Having more computing
power available would help get through runs faster, which would enable more tests to be run over time.
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