Issues in Information Systems
Volume 25, Issue 1, pp. 42-57, 2024

DOI: https://doi.org/10.48009/1 iis 2024 105
Stress implications of compliance with information security policies

Seung C. Lee, University of Minnesota at Duluth, slee@d.umn.edu

Abstract

It is paramount to underscore the importance of a robust information security policy within an
organizational framework, even though the attainment of absolute information security remains a
challenging endeavor. Extensive scholarly research has illuminated that employees' adherence to an
information security policy can lead to heightened stress levels, subsequently exerting a detrimental
impact on their overall productivity. The present research undertakes an in-depth investigation into the
determinants of heightened employee stress levels in the context of information security compliance, with
a specific focus on distinguishing between managerial security compliance activities and their technical
counterparts. This study has meticulously identified information security overload and breaches of privacy
as primary factors that induce elevated stress levels among employees. Notably, it has been observed that
managerial security compliance activities are more susceptible to the influence of security overload, while
technical security compliance activities tend to generate greater stress through privacy invasion.
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Introduction

The criticality and potential business risks associated with information security breaches have prompted
business organizations to implement advanced technical and managerial information security measures and
to establish more robust information policies. However, the mandatory requirement for employees to adhere
to these stringent measures and policies has emerged as a significant stress-inducing factor for them (D'Arcy
and Hovav, 2022; Posey and Shoss, 2022). Prior research has underscored the adverse effects of stress on
employees' morale and job satisfaction, ultimately exerting a negative impact on organizations (Ragu-
Nathan et al., 2008; Singh et al., 2023). D'Arcy and Teh (2019) found that the interplay of security-related
stress, emotions, and neutralization can influence employees' compliance with information security
policies. This suggests that employees' emotions and their ability to cope with stress can play a significant
role in their compliance with security policies. This underscores the importance of organizations gaining a
comprehensive understanding of the gravity of Information Security Stress (ISS) and the contributing
factors.

Moreover, numerous studies have explored the job-related stress experienced by information security
officers (Moore, 2000) as well as the technostress encountered by employees due to the adoption of new
information technology (Moore, 2000; Ayyagari et al., 2011). A systematic literature review discusses stress
in the cybersecurity profession and its focus on information security policy (ISP) compliance issues (Singh
et al., 2023). The review highlights that InfoSec stress (ISS) research primarily focuses on policy
compliance issues, leaving an unexplored area of investigation in studying the influence of stress on other
employee productivity and turnover. A survey (Klein, 2023) revealed that 94% of Chief Information
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Security Officers (CISO) suffer from work-related stress, with 65% admitting that their stress puts the entire
organization at risk. The survey also found that 77% of CISOs said their job was affecting their physical
health. Gartner (2023) predicts that by 2025, nearly half of cybersecurity leaders will change jobs, with
25% moving to different roles entirely due to multiple work-related stressors. The research firm also found
that a Gartner survey conducted in May and June 2022 among 1,310 employees revealed that 69% of
employees would be willing to bypass cybersecurity guidance if it helped them or their teams. However,
there remains a dearth of research focusing on the perspective of employees when it comes to understanding
ISS and its antecedents.

This study endeavors to investigate the extent to which two significant stress factors, namely security
overload and invasions of privacy, contribute to ISS. Additionally, it seeks to identify the antecedents that
can mitigate these two stress factors. The Person-Environment Fit (P-E fit) theory serves as the foundational
framework for hypothesizing the factors that alleviate these stressors. Furthermore, we aim to explore
variations in the strength of relationships and causality within the research model across two distinct
organizational groups: one characterized by a greater emphasis on managerial security compliance activities
and the other primarily focused on technical security compliance activities. Subsequent to this introductory
section, we provide a comprehensive elucidation of information security compliance activities, sources of
stress, and other research variables incorporated within the research model. This is complemented by an
extensive review of literature pertaining to the Person-Environment Fit (P-E fit) theory. Following the
theoretical groundwork, we elucidate the research model and methodology employed in this study. Finally,
we engage in a discourse concerning the theoretical and practical implications stemming from the findings
of our research.

Relevant Literature and Theoretical Background

Information security compliance refers to the adherence and alignment of an organization's practices,
policies, and procedures with established information security standards, regulations, and best practices
(Dhillon and Backhouse, 2001; Boss and Kirsh, 2007). It involves ensuring that an organization's
information security measures are in line with legal requirements, industry standards, and internal policies
to protect sensitive and confidential information effectively.

At the heart of organizational information security is information security policy (ISP). An information
security policy encompasses a collection of guidelines, regulations, protocols, and procedures that govern
how an organization handles, safeguards, and disseminates information. When making these
determinations, managers encounter challenging choices involving resource allocation, conflicting
priorities, and alignment with the organization's strategic goals, all in the context of safeguarding technical
and informational assets and influencing employee conduct. Managers across different hierarchical levels
make decisions that can impact policy, and the extent to which the policy applies depends on the manager's
level of authority (Herath and Rao, 2009). The ISP plays a pivotal role in enhancing an organization's
security posture by thwarting any potential exploitation of information assets by employees and minimizing
the recurrence of security incidents (Bulgurcu et a, 2010). Consequently, the ISP serves as a comprehensive
security guideline for employees while they perform their duties (Whitman et al., 2001).

Traditionally, the focus of information security within organizations has predominantly revolved around the
implementation and enforcement of technical security measures, such as application security and network
security, paralleling the predominant emphasis in academic research on the development and utilization of
these measures (Vronlefski et al., 2003; Fernandez-Medina et al., 2006). However, the paradigm has shifted
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towards managerial security measures tailored for authorized personnel using information systems and
facilities (Dalal et al., 2022). Managerial security measures refer to the strategic and administrative actions
taken by managers and leaders within an organization to establish, implement, and oversee policies,
procedures, and practices aimed at safeguarding the organization's information assets. This shift is
necessitated by the recognition that employee ignorance, errors, and intentional actions can lead to security
breaches within organizations (Durgin, 2007; Gordon et al., 2006). It is now widely acknowledged that
organizations must invest in both managerial and technical security approaches to achieve the highest levels
of information security.

Information Security Stress and Stressors

Information security stress (ISS) refers to the psychological strain or tension experienced by individuals in
response to the challenges, demands, and pressures associated with maintaining information security in
various contexts, especially within organizations. It can manifest when individuals perceive threats to the
confidentiality, integrity, or availability of sensitive information and data. ISS can have a significant impact
on an individual's well-being and work performance (D'Arcy et al., 2014; D' Arcy and Teh, 2019). In general,
stress can be defined from three distinct viewpoints: stimulus, response, and transaction (Bartlett 1998;
Burchfield, 1979; Cohen et al., 1995; Hobfoll, 1989).

According to the stimulus viewpoint, stress is seen as a result of external events or stressors that exert
pressure or demands on an individual. These stressors can include situations, events, or conditions that are
perceived as threatening, challenging, or disruptive to an individual's equilibrium. In this perspective, stress
is primarily attributed to external factors or stress-inducing stimuli. The response viewpoint focuses on how
an individual reacts or responds to stressors. It emphasizes the psychological and physiological reactions
that occur when an individual perceives a stressor. Stress, in this context, is characterized by the body's
physiological responses, emotional reactions, and cognitive processes when confronted with stress-
inducing situations. The transaction viewpoint takes a more dynamic and interactive approach to stress. It
suggests that stress is a result of the ongoing interaction or transaction between an individual and their
environment. Stress is viewed as a product of how an individual appraises or evaluates stressors, their ability
to cope with these stressors, and the meaning assigned to the stressful situation. This perspective
acknowledges that individuals may perceive and respond to the same stressor differently based on their
unique experiences and coping resources.

In adopting a transactional perspective on ISS and building upon the findings of Moore (2000), Ayyagari et
al. (2011), and Trang and Nastjuk (2021), we have pinpointed two significant stressors within the realm of
information security: security overload and the invasion of privacy. Security overload occurs when an
Internet Service Policy (ISP) imposes additional administrative responsibilities on employees as part of
their daily tasks. The accumulation of burdensome constraints and inconveniences stemming from ISP
compliance transforms into security overload, inevitably impacting the productivity of employees (Tarafdar
and Ragu-Nathan, 2021). Concurrently, a significant aspect of ISP involves close monitoring of employees'
information security compliance activities. The implementation of surveillance control techniques has
become commonplace in workplaces. This heightened level of scrutiny can potentially intimidate
employees and be perceived as an invasion of their privacy.

Person-Environment Fit Model and Stressor-Mitigating Antecedents

The Person-Environment Fit (P-E fit) model, deeply rooted in the principles of interactional psychology,
offers insight into how a specific interplay between an individual's attributes and external environmental
stimuli shapes their behavior like job satisfaction, work performance, and mental health (Rauthmann, 2021).
This model has evolved from the theory of work adjustment, which posits that individuals and their
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environments experience mutual satisfaction when individuals' capabilities align with the requisites of the
environment (Rounds et al., 1987). While the P-E fit model can be categorized into various sub-models
based on how the environment is defined (Cooper et al., 2001; Rindt et al., 2002), it fundamentally
recognizes the delicate equilibrium that exists between the individual and the environment. Stress arises
when this equilibrium is disrupted. From the P-E fit perspective, stress occurs when this relationship
becomes incongruous. Such incongruity can stem from a disconnect between an organization's demands
and an individual's capacity to meet them. When an organization's demands surpass an individual's
capabilities, a misalignment occurs, subjecting the individual to stress. Conversely, when an individual's
capabilities align with the organization's demands, stress is either diminished or averted. Consequently,
Information Security Stress (ISS) can be mitigated when employees possess the requisite capabilities to
fully comply with the Internet Service Policy's (ISP) protocols.

This study contemplates personal attributes, including adaptability, attitudes toward ISP compliance, and
perceived security threats, as antecedents that ameliorate security overload and invasion of privacy, which
are the principal stressors associated with ISS. Introducing an ISP's protocols entails organizational change,
necessitating employees to embrace novel work practices and procedures. Adaptability, defined as the
capacity to adapt one's behavior to align with the requisites of a new environment, has been identified as a
pivotal factor in alleviating adverse effects, such as employee stress induced by organizational change
(Dahl, 2011). Simultaneously, attitudes and perceived security threats have been acknowledged as crucial
factors that positively influence employee compliance with ISP requirements. These factors can serve to
alleviate the stress experienced by employees in the context of ISP compliance.

Research Model and Hypotheses

Figure 1 illustrates the research model, which incorporates the types of information security compliance as
a moderating variable. The necessity for employees to engage in the types of compliance varies depending
on an organization's focus, whether it is on managerial or technical security aspects. In this study, all the
paths within the research model are initially examined using the entire sample. Subsequently, the sample is
bifurcated into two distinct groups based on the type of compliance types, facilitating the assessment of
structural disparities between the managerial and technical sub-models.

The concept of perceived security threat, akin to perceived vulnerability as defined by Ifinedo (2012), refers
to an individual's subjective evaluation of security threats and incidents resulting from noncompliance. In
the context of the Protection Motivation Theory, which effectively elucidates employees' willingness to
engage in information protection, their behaviors hinge on two crucial appraisals: threat appraisal and
coping appraisal, as outlined by Anderson and Agarwal (2010). Within threat appraisal, individuals make a
personal assessment of the level of risk posed by a threatening event, comprising both perceived
vulnerability and perceived severity. When employees perceive a higher level of security threat, they are
more inclined to actively participate in security-related activities. Additionally, perceived security threat
also positively influences a manager's intention to implement security technologies within an organization
(Siponen et al., 2014).

45



Issues in Information Systems
Volume 25, Issue 1, pp. 42-57, 2024

Mitigators Stressors

Security
QOverload

N
Perceived

Security Threat
e

£ i ey
Attitude toward

Information
Security Stress

Compliance
with ISP
 EE—
HGa
Adaptation
R Types of Information
Security Compliance
(Managerial and Technical)

Figure 1: Research Model

Furthermore, perceived security threat has been observed to have a positive impact on an employee's
intention to adhere to information security policies (Ifinedo in 2012). This, in turn, leads to a reduced
perception of security overload and a diminished fear of privacy invasion. Consequently, concerning
Person-Environment (P-E) fit, the gap between an individual's perception and their environment is expected
to decrease when employees accurately recognize security threats and exhibit an increased intention to
comply with the Information Security Policy (ISP). Therefore, the following hypotheses are postulated:

H1la: Perceived security threat is inversely related to security overload.

H1b: Perceived security threat is inversely related to the invasion of privacy.

Attitude toward Compliance with ISP

The concept of an individual's attitude towards compliance with an Information Security Policy (ISP) can
be defined as the favorable disposition or positive sentiment that employees hold towards adhering to such
policies. This attitude plays a crucial role in how individuals adapt to their surrounding environmental
conditions. Notably, a positive attitude towards ISP compliance has been observed to reduce both an
individual's response to stress and the level of stress itself (D'Arcy and The, 2019). Within the realm of
information systems, extensive research has been conducted to explore the connection between personal
attitudes and behavioral intentions, consistently revealing that a positive attitude exerts a constructive
influence on behavioral intentions. In this context, employees exhibiting a positive attitude towards
complying with ISP can be seen as an antecedent that effectively mitigates the stressors associated with ISP
compliance. Consequently, employees' favorable beliefs and values regarding ISP contribute to a
willingness to adhere to the rules and requirements set forth by their organization (Bulgurcu et al., 2010;
Herath and Rao, 2009). In summary, fostering a positive attitude towards ISP compliance among employees
enhances their behavioral intentions to comply with these policies, ultimately contributing to a harmonious
Person-Environment (P-E) fit. This proposition is formally outlined in the following hypotheses:

H2a: A positive attitude towards compliance with ISP is inversely related to security overload.
H2b: A positive attitude towards compliance with ISP is inversely related to invasion of privacy.

In preceding studies, the term "adaptation" has been delineated through various conceptual lenses,
encompassing constructs such as adaptive performance (Jundt et al., 2015), role flexibility (Kossek et al.,
2021), and proficiency (Sony and Mekoth, 2016). Within the context of this discussion, adaptation pertains
to an employee's predisposition and readiness to conform with an organization's Information Security
Policy (ISP). The ambit of adaptation encapsulates a broad spectrum of individual behaviors aimed at
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harmonizing with a multitude of task requirements, and it has been scrutinized in relation to numerous
facets pertinent to organizational dynamics. Pulakos et al. (2000) have delineated dimensions of adaptation,
including but not limited to 'handling work stress,' 'learning work tasks,' 'adapting to technologies and
procedures,' and 'demonstrating cultural adaptability.' In situations characterized by a substantial workload,
adaptation equips employees with the resilience to maintain equanimity and adopt a constructive problem-
solving approach, rather than resorting to assigning blame. Furthermore, adaptation empowers employees
to willingly recalibrate work processes and procedures while adhering to the prevailing organizational
culture. An individual's capacity to adeptly adapt to the evolving culture and milieu within the organization,
encompassing learning objectives and values, exerts a substantial influence on their overall performance
(Chen, 2019).

Moreover, adaptation emerges as a pivotal determinant facilitating the seamless integration of employees
into a new organizational milieu through the comprehension and voluntary engagement with the
organization's policies (Pulakos et al., 2000). Berry (2006) provides a definition of adaptation as the
phenomenon whereby individuals strive to resolve conflicts and bridge the cognitive dissonance between
environmental exigencies and their behavioral responses. Consequently, the successful realization of
adaptation connotes the attainment of a state of equilibrium, thereby engendering a balanced mental state
among individuals (Torbiorn, 1982). Furthermore, the alignment between the Person-Environment (P-E) fit
and individual attributes contributes to a reduction in stress levels and an amplification of work efficiency.
In light of the aforementioned premises, it is posited that as employees become more adeptly prepared for
the measures of information security compliance, the dissonance between their personal characteristics and
the organizational environment diminishes, giving rise to the following hypotheses:

H3a: Adaptation exhibits an inverse relationship with security overload.
H3b: Adaptation manifests an inverse relationship with invasion of privacy.

Numerous scholarly investigations pertaining to occupational stress and technostress have posited the
existence of affirmative correlations between security overload, encroachments on privacy, and the
engagement in information security compliance activities (Ayyagari et al., 2011; Chen et al., 2018; D'Arcy
and Hovav, 2022; Moore, 2000; Posey and Shoss, 2022). Consequently, we put forth the following
hypotheses:

H4: Security overload exhibits a positive association with information security stress.
HS5: Invasion of privacy demonstrates a positive relationship with information security stress.

In the realm of information security, there exists a clear distinction between managerial security and
technical security (Soomro et al., 2016). Managerial security primarily focuses on the human and
organizational aspects of information security. It encompasses policies, procedures, and practices related to
managing and overseeing security within an organization. Conversely, technical security is primarily
concerned with safeguarding critical information assets through established security measures like
encryption. This demarcation is significant in both content and operational mechanisms. Historically,
research in the field of information security primarily concentrated on the development and implementation
of security technologies. However, the landscape has evolved, with security breaches initiated by insiders
emerging as substantial concerns. As a result, the importance of managerial security in managing human
resources within organizations has grown significantly. Consequently, organizations have begun to allocate
resources to both managerial and technical security, albeit with varying emphases. For instance, financial
institutions, given the increasing reliance on online banking services, prioritize technical security measures
to counter online threats effectively. Conversely, consulting firms, whose core business revolves around
knowledge services, place a stronger emphasis on managerial security concerning their human resources.
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The influence of stressors on ISP may diverge based on the nature of security tasks assigned to employees.
Kuo et al. (2024) substantiated the role of task characteristics as moderators in the relationship between
emotional labor and stress. Similarly, Jimmieson and Terry (1999) discovered the moderating influence of
task characteristics in shaping individuals' responses to stressful work simulations that induce stress. Prior
studies in various contexts have also examined the moderating effect of task characteristics. For instance,
Graen and Uhl-Bien (1995) examined how task characteristics moderate the relationship between leader-
member exchange and subordinate performance. The moderating influence of task typology was
empirically established in the context of team structure and performance (Stewart and Barrick, 2000). In
the present study, we posit that the nature of information security compliance may have a discernible impact
on the interplay between stressors and information security stress, albeit in varied manners. In the current
context, we hypothesize that the types of information security compliance would impact the relationship
between stressors and information security stress in a nuanced manner.

Héa: The positive effect of security overload on information security stress will vary depending on the type
of information security compliance activity.

H6b: The positive effect of invasion of privacy on information security stress will vary depending on the
type of information security compliance activity.

Research Design

Within the scope of this study, we evaluated the research constructs by employing well-established survey
items that were drawn from prior research endeavors. To ensure alignment with the specific research
parameters, certain measurement items were adjusted accordingly. Additionally, this study introduced a
novel conceptualization for the construct associated with information security compliance type, as validated
measures from prior research were not available. A comprehensive presentation of operational definitions,
survey items, and their respective origins is provided in Table 1.

Table 1: Definitions and survey elements related to research constructs

Construct Operational Definition Survey Item Reference
Perceived Employee's evaluation of | 1. If I fail to comply with the ISP, it may result | Ifinedo (2012);
Security Threat the security threats arising | in security vulnerabilities for my organization. | Siponen

from noncompliance 2. If I fail to comply with the ISP, it could lead | (2014)

to a security breach in my organization.
3. If I fail to pay attention to security
measures, it could put my organization's
information at risk. (1=strongly disagree;
7=strongly agree)

Attitude toward | Employee's positive 1. I believe that complying with the ISP is Ifinedo (2012);
Compliance with | attitude toward worth undertaking. Siponen
ISP compliance with the ISP 2. I believe that employees need to comply (2014)

with it.

3. I believe that employees' compliance with
the ISP contributes positively to the
information security of their organization.

4. T hold a favorable perspective on complying
with the ISP. (1=strongly disagree; 7=strongly
agree)
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Construct Operational Definition S Reference
urvey Item
Adaptation The level of preparedness | 1.1 assume responsibility for adhering to the Chen et al.
in employees for new ISP. (2018); Chen
complying with the ISP 2. I make efforts to rectify shortcomings in the | (2019)
ISP. (1=strongly disagree; 7=strongly agree)
Security The situation in which 1. I feel that the security-related tasks create Ayyagari et al.
overload insufficient time is an increased workload in addition to my (2011); Chen

Invasion of
Privacy

allocated for the
completion of designated
tasks as a result of
additional work mandated
by the ISP

The situation in which an
employee feels that their
privacy is not sufficiently
protected as a
consequence the ISP

regular job responsibilities.

2.1 feel that the security-related tasks keep me
occupied.

3. I feel pressured due to the security-related
tasks of my organization. (1=strongly
disagree; 7=strongly agree)

1. I feel uneasy about the possibility that my
IT usage may be readily monitored in the
context of information security.

2. I feel that my privacy might be at risk
because my activities involving IT could
potentially be traced for the sake of
information security.

3. I feel that my employer might compromise
my privacy by monitoring my IT activities in
the name of information security.

4.1 feel that my use of IT increases the
potential for privacy intrusion for the sake of
information security. (1=strongly disagree;
7=strongly agree)

et al. (2018);
D'Arcy and
Hovav (2022)

Ayyagari et al.
(2011); Chen
et al. (2018);
D'Arcy and
Hovav (2022)

Information
Security Stress

The situation in which
employees' emotional and
psychological resources
become depleted due to
the demands of
complying with the ISP

1. I feel exhausted from the tasks associated
with the ISP.

2. I feel tired from the tasks associated with
the ISP.

3. I feel stressed when I have to adhere to ISP
measures throughout the entire day.

4. 1 feel burnout as a result of dealing with ISP
measures. (1=strongly disagree; 7=strongly
agree)

Ayyagari et al.
(2011); Chen
etal. (2018);
D'Arcy and
Hovav (2022)

Types of The degree of focus on Is your organization more oriented toward
Information technical and managerial | managerial security or technical security?
Security security within the ISP (1=strong emphasis on technical security;
Compliance 7=strong emphasis on managerial security)

Collection of Data and Characteristics of the Sample

The study conducted an online survey among employees in various organizations, utilizing a sample frame
generated by a reputable online research company. Email invitations containing the survey URL link were
randomly distributed to potential participants. Subsequently, 429 responses were collected and subjected to
comprehensive statistical analysis. The summary of sample characteristics can be found in Table 2.
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Model for Measurement

We conducted confirmatory factor analyses and path analysis using SmartPLS 4 as part of our research
methodology. In the context of structural equation modeling with the PLS method, we assessed convergent
validity through the examination of factor loadings and AVE (average variance extracted), while construct
reliability was gauged using composite reliability (Chin 1998, Hancock and Mueller, 2001). Generally,
convergent validity and internal consistency are deemed satisfactory when factor loadings and AVE values
exceed 0.5 and composite reliability values are above 0.7 (Gefen et al. 2000). Discriminant validity was
established by comparing item-latent construct loadings to cross-loadings and ensuring that the square root
of AVE for each construct exceeded the correlation coefficients with other variables (Chin 1998; Gefen et
al. 2000, Kelley and Pornprasertmanit, 2016).

Table 2: Sample Characteristics (N=429)

Attribute Frequency Percentage
Male 260 61
Gender
Female 169 39
20-29 167 39
30-39 192 45
Age
40-49 48 11
50-59 22 5
Professional 76 18
Office worker 270 63
Job
Customer service 30 7
Public service 53 12
Focusing on managerial 185 43
Type of Information :
Security Compliance Conducting both equally 89 21
Focusing on technical 155 36

Following the confirmatory factor analysis (CFA) carried out with SmartPLS 4, it was observed that all
items exhibited factor loadings greater than 0.7, except for adaptation 3. Detailed results are presented in
Table 3, where the AVE values for all latent variables exceeded 0.5, and the composite reliability values
exceeded 0.7, confirming both convergent validity and reliability. Additionally, we confirmed the
discriminant validity of all latent constructs by comparing item-latent construct loadings to cross-loadings
and ensuring that the square roots of AVE exceeded the correlation coefficients with other variables.

Table 3: Descriptive Statistics, Reliability, and Validity of Research Model Constructs
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Mean | SD CR ADT ACI PST SOD I0P ISS
Adaptation (ADT) 4.91 1.13 0.88 0.88

Attribute toward Compliance

with ISP (ACI) 6.21 0.89 0.94 0.61 0.87

Perceived Security Threat (PST) 6.00 1.05 0.86 0.57 0.50 0.84
Security Overload (SOD) 4.84 1.35 0.91 -0.10 | -0.14 | -0.03 | 0.89
Invasion of Privacy (IOP) 4.87 1.41 0.93 -0.03 -0.10 -0.12 0.47 0.86
Information Security Stress (ISS) 4.04 1.45 0.96 -0.12 -0.26 -0.01 0.68 0.63 0.93

Average Variance Extracted (AVE) 0.78 0.76 0.71 0.79 0.75 0.87

Given the significant correlation identified between security overload and information security stress (0.68),
as well as between invasion of privacy and information security stress (0.63), we conducted a
multicollinearity test. A linear regression analysis was conducted with the two mediating variables as
independent variables and information security stress as the dependent variable. The results of the test
indicated that all variance inflation factors (VIF) were below 1.28, and all condition indices were less than
8.94. These findings align with Mason and Perreault's rule (1991), which asserts that multicollinearity exists
when the VIF exceeds 10 and condition indices surpass 30, thereby suggesting the absence of
multicollinearity among the constructs.

Structural Model

In our study, we employed the bootstrapping method within the Partial Least Squares (PLS) framework to
assess the significance of path coefficients. To rigorously evaluate our proposed hypotheses, we generated
490 subsamples for analysis. The findings are concisely presented in Figure 2. The results of our hypothesis
testing revealed strong support for most of the proposed hypotheses. Specifically, we found substantial
evidence in favor of the following hypotheses: H2a, H2b, H4, and HS. These findings underscore that an
individual's attitude towards compliance with ISP significantly reduces both security overload and invasion
of privacy (H2a, H2b), and that security overload and invasion of privacy are antecedents to information
security stress (H4, HS). However, it is noteworthy that Hla, H1b, H3a, and H3b did not garner the same
level of empirical support in our analysis.
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Figure 2: Structural Model Testing

Multi-Group Analysis Based on the Types of Information Security Compliance

To investigate the moderating effects of different types of information security compliance, we employed
a method for assessing variations in path coefficients as outlined by Henseler and Chin (2010). To examine
hypotheses H6a and H6b, we stratified the samples into two distinct groups based on the median score (4)
for the types of information security compliance. One group consisted of employees from organizations
that prioritize managerial security (N = 185, mean = 5.83, S.D. = 0.73), while the other group comprised
employees from organizations with a primary focus on technical security (N = 155, mean = 1.84, S.D. =
0.81). We excluded 89 individuals whose scores precisely matched the median. Subsequently, we conducted
multi-group analyses using Chin's equation, and the detailed results are presented in Table 4. A

fter conducting group comparisons, it became evident that the association between security overload and
Information Security Stress (ISS) was more pronounced among the groups characterized by managerial
security compliance, thereby confirming the validity of H6a. Conversely, the impact of invasion of privacy
on ISS was more conspicuous within the groups aligned with technical security compliance, corroborating
Ho6b. Consequently, both H6a and H6b have achieved statistical significance.

Table 4: Results of Multi-group Analyses
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Path Coefficient Managerial | Technical Result
Security Security
(N=185) (N=155)

H6a Security Path Coefficient | 0.527 0.478 Managerial
Overload. Standard Error | 0.067 0.048 Security >
Information Technical
Security Stress | t-value 6.242 (p <0.001) Security

H6b Invasion of Path Coefficient | 0.365 0.441 Managerial
Privacy. Standard Error | 0.086 0.060 Security <
Information Technical
Security Stress | t-value -9.858 (p < 0.001) Security

Discussion and Conclusion

The research has identified security overload and invasion of privacy as significant stressors in the realm
of information security. Moreover, within the context of security-oriented organizations, our findings
indicate that security overload exerts a more pronounced influence on Information Security Stress (ISS) in
managerial settings, whereas invasion of privacy has a greater impact in technical security-oriented
organizations. Another noteworthy result from this study is that an individual's attitude towards compliance
with Information Security Policies (ISP) is the sole precursor for alleviating both security overload and
invasion of privacy. These findings underscore the importance of an information security investment
strategy that encompasses enhancing protective measures while simultaneously minimizing the stressors
associated with security overload and privacy concerns.

This research yields practical implications. Firstly, it highlights that security overload significantly affects
ISS, particularly in managerial security-focused organizations. Consequently, employees may experience
an overwhelming workload as additional security-related responsibilities are layered onto their existing
duties. Managerial security inherently demands more resources and direct employee participation, leading
to higher stress levels compared to technical security-oriented organizations. Secondly, invasion of privacy
has a substantial impact on ISS, particularly in technical security-oriented organizations, where the
intensive monitoring for security incidents may infringe on employees' privacy. Employees in such settings
are more likely to experience stress compared to those in managerial security-oriented organizations. To
address this, organizations should consider implementing security software based on employees' roles and
permissions rather than applying it indiscriminately.

Thirdly, our research underscores the role of attitude towards ISP compliance in mitigating security
overload and invasion of privacy. Effective communication, rather than coercion, is vital to convey the
importance of ISP. Furthermore, providing a clear explanation of the scope and purpose of ISP is essential
to educate employees that its intent is not invasive monitoring but safeguarding critical information.
Cultivating a positive attitude towards information security policies requires ongoing education and internal
campaigns.

However, this research has certain limitations. Firstly, it primarily examines stress-mitigating factors from
an individual perspective, necessitating future studies to explore the role of organizational support, a
significant mitigating factor in IS stress-related research. Organizational initiatives and support can
effectively reduce employee stress. Secondly, a comprehensive approach to stress management should
consider both mitigating and inducing factors. Future research should encompass investigations into
organizational factors that contribute to information security stressors, alongside the ones that alleviate
them.
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