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Abstract

Despite several mitigating measures, crime continues to disrupt and destabilise processes and activities in
the financial sector. Detective analytics is increasingly explored as an additional mitigative solution by
many financial institutions, to respond to the growing crime activities creatively and innovatively. This
study aimed to examine how detective analytics can be used to follow the actors of crime activities. Actor-
network theory (ANT) is employed as a lens to gain a deeper understanding of how activities can be traced,
and tracked, to mitigate financial crime in institutions. The interpretive approach was applied. The findings
revealed Seamless integration of incidents, Cybersecurity detection, In-house fraud detection, External
infiltrate detection, and Image-matching data into one cohesive system. The study highlights the need for
gaining a deeper understanding of networks of actors, following the actors, and passage points within an
organisation. The findings have significant implications for improving the efficiency and effectiveness of
detective analytics, from both technical and non-technical perspectives.
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Introduction

Financial institutions play a very vital role in the economy of any country. Financial institutions include
banking agencies that assist individuals and organisations with carrying out transactions at both national
and international levels (Ericson, 2021). The transactions include exchanging of forex and assets, from
small to large volumes (Sunio & Mendejar, 2022). Some of the transactions have severe implications and
consequences for the actors or the representing agents involved. For example, when a transaction goes
wrong on a large scale, an entire organisation can be declared liquidated, which affects the livelihoods of
the employees and others connected with the organisation. It is therefore critical, to always guide against
the transactions by being precautionary with the enabling facets, primarily, which are people, data and
technology.

Financial institutions rely on data for the processing of millions of transactions daily (Hasan & Rizvi, 2022).
The data is enabled and supported using information technology (IT) solutions (Bataev, 2018).
Furthermore, the manipulation, use and management of the data and IT solutions are carried out by people
(Sahar, Safie & Bakar, 2019). Thus, financial institutions continue to build the security and protection of
their assets and finances around these three facets. According to Li et al. (2020), financial institutions
analyse data, to gain a better understanding and make better financial decisions and help prevent processing
of suspicious transactions. Despite the preventative, detective, precautionary and security measures,
processes and transactions are often in danger because of fraudulent activities, from unprecedented
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circumstances (Yamen et al., 2019). Some of the activities are from internal and external entities and agents
including humans’ actions, consciously or unconsciously.

In the last ten years, South Africa has been one of the most hit countries in the world by financial crime
(Kempen, 2020). Achim, Borlea and Vaidean (2021) argue that financial crime is double in low-income
countries than it is in high-income countries. This could be attributed to the sophistication of preventative,
detective, and other security measures in high-income countries, using IT solutions (Hope, 2020). Some
financial crimes are detected by financial institutions (Gombiro, Jantjies & Mavetera, 2015). There are
loopholes in the current methods and approaches, hence, the rate of financial crime in South Africa is
increasing. Thus, a different mechanism is required, to advance protection and security against financial
crime in the country. This should allow and enable early detection of the crime before and as it happens,
using the most appropriate mechanism such as detective analytics.

Detective analytics is in the family of data analytics, which includes diagnostics, descriptive, predictive,
and prescriptive (Vanani & Shaabani, 2021). Data analytics are widely used to combat financial crimes and
the most used analytics are predictive, prescriptive, and detective analytics (Menezes et al., 2019). Although
there is closeness and a bit of overlap among the analytics tools (Lee, Cheang & Moslehpour, 2022),
detective analytics uniquely focuses on identifying a problem in data, as and when it occurs (Menezes et
al., 2019; Poornima & Pushpalatha, 2020). In its advancement, detective analytics focuses on performing
the diagnostics on big data and small data (normal), uncovers and rectifies infeasible events and occurrences
(Empl & Pernul, 2023; Aliguliyev, Imamverdiyev & Abdullayeva, 2016). The few organisations that are
using detective analytics do so because it is considered advanced analytics (Al-Banna et al., 2023; Menezes
etal., 2022).

However, there remain two fundamental issues. Firstly, not many financial institutions use and know how
to fully utilize the capabilities of detective analytics (Liu, Shin, & Burns, 2021). Secondly, despite its
advancement, challenges persist. Thus, this study sets out to conceptualise how a sociotechnical theory,
actor-network theory (ANT) can be complementarily applied with detective analytics, to trace, track, and
prevent financial crime in a financial institution.

This paper is organised into six main sections. The first section introduces the study, respectively. A review
of the literature focusing on the core aspects of the study is presented in the second section. In the third
section, the theory, ANT that underpins the study is discussed. The methodology applied in the study is
covered in the fourth section. The analysis and discussion are presented in the fifth section. A conclusion
is drawn in the final section.

Literature review

This section presents the literature reviewed. It focuses on the core aspects of the study, which are financial
crime in institutions and detective analytics.

Financial crime in institutions

Most financial institutions rely on data, and the growth of data is drastic throughout the whole world
(Bataev, 2018). Hasan, Popp and Olah (2020) state that hundreds of millions of financial transactions occur
in financial institutions each day and all these transactions lead to data creation. In this age of innovation
and machine learning, data is seen as one of the most vital contributors in decision-making for most
financial institutions. Consequently, financial institutions have been targets for financial crimes both
internally and externally (Yamen et al., 2019). Internally by individuals who have access to transaction data
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and externally by individuals or organisations that target specific individuals’ information to commit
financial crimes. Financial institutions have seen a high rise in financial crimes over the past ten years
which negatively impacts the development and reliability of information systems (Hope, 2020). Achim,
Borlea and Vaidean (2021) argue that financial crime is double in low-income countries than it is in high-
income countries. South Africa has been one of the leading countries exposed to financial crime (Kempen,
2020).

Financial crime is a widespread problem and has been reported to be very aggressive in African countries
due to the high rate of poverty. The economic development minister in South Africa has claimed that over
76000 jobs are lost every year due to financial crime (Hope, 2020). The South African government has tried
their best to implement strategies to combat crime in general and these strategies also include the regulation
of laws relating to financial crime (De Koker, 2007; Kshetri, 2019). Macdonald (2019) states that financial
crime activities such as money laundering have been considered the new way of making a living for most
South Africans and a very profitable business to most. According to Van Niekerk (2017), most South
African financial institutions have experienced a much higher rate of financial crimes due to the high
demand for online transactions. Notwithstanding that most institutions have implemented technological
enhancements to combat financial crime, Coetzee (2018) argues that technology is the main driver of
financial crime.

Detective analytics

The use of data analytics has grown exponentially in the financial sector (Cockcroft & Russell, 2018). This
can be attributed to its strengths of accurate reporting, cost reduction, enhanced decision making and
operational benefits (Alsghaier et al., 2017; Kumar et al., 2020; Lazarova-Molnar, Mohamed & Al-Jaroodi,
2018; Ifenthaler, 2017; Wang &Hajli, 2017). Data analytics in the financial sector creates opportunities to
advance financial management for both customers and organisations (Giebe, Hammerstrom & Zwerenz,
2019; Nobanee, 2021). Andriosopoulos et al. (2019) state that most financial problems that exist can be
solved by examining the available data, which can be done using data analytics. However, some researchers
argue that the advancement of data analytics in the financial sector has not been thoroughly explored
(Lopez-Rables et al., 2019; Samuel, 2017; Sun, Shi & Zhang, 2019). The most explored data analytics
methods in the financial sector are descriptive analytics, diagnostic analytics, predictive analytics and
prescriptive analytics. However, detective analytics has little to no research conducted in finance literature.

Detective analytics focuses on the analytics (or analysis) of data, like other tools such as descriptive
analytics, diagnostic analytics, predictive analytics, and prescriptive analytics. Descriptive analytics is used
to understand what had occurred in the past using historical data (Janakiraman & Ayyanathan, 2021). While
diagnostic analytics focuses on historical data, to gain a deeper understanding of the reason behind certain
outcomes (Balali et al., 2020), hence it is mostly used to build insights into why certain events occurred in
the way they do (Deshpande, Sharma & Peddoju, 2019). Predictive analytics is used to determine patterns
and themes to understand what could happen in the near future (Jeble et al., 2018; Selvan & Balasundaram,
2021). From an organization’s perspective, De Jesus Liriano (2019) states that prescriptive is to forecast a
problem or a solution.

For many years, financial institutions have been using data analytics to derive patterns that lead to financial
criminal activities (Andriosopoulos et al., 2019; Derindere Koseoglu, Ead & Abbassy, 2022; Ravi &
Kamaruddin, 2017). Fosso Wamba (2017) states that data analytics help to collect relevant data, to access
and integrate the data in providing reports of deeper insights into business operations and productions. Thus,
like other sectors, the use of data analytics has enhanced and enabled the financial sector in making better
decisions (Ranjan & Jeyanthi, 2021). Increasingly, many organisations can use data analytics, to explore
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and visualize data to a simple representation that can be easily understood by both users and managers
(Khedr, Kholeif & Saad, 2017).

Despite the benefits that data analytics offers organisations, the financial sector continues to experience an
increase in financial crimes (Holzenthal, 2017; Yeoh, 2019). Detective analytics is used to diagnose and
detect a problem immediately as and when the problem occurs (Vanani & Majidian, 2021). However, not
many financial institutions use and know how to fully utilize the capabilities of detective analytics (Liu,
Shin, & Burns, 2021). Therefore, detective analytics should be critically explored in the financial sector to
help combat crime activities within the institutions.

Among other things, detective analytics is used by organisations, to detect fraudulent activities (Abdallah,
Maarof & Zainal, 2016). To detect means to discover and identify a problem before it occurs. The use of
detective analytics is not only advantageous for future purposes but could also be used to detect traces and
track incidents using historical data (Sun, Huang & Gong, 2011). Menezes et al. (2019) describe detective
analytics as the combination of predictive analytics and prescriptive analytics in the sense that it forecasts
and recommends solutions to problems as and when they occur. Thornton et al. (2013) state that fraud
detection is used mostly to detect unknowns and known unknowns. Verma, Taneja & Arora (2017)
emphasize the need for financial institutions to adopt effective fraud detection techniques such as detective
analytics to reduce the number of fraud instances. The use of detective analytics is a needed mechanism for
financial institutions due to most processes being data-driven (West & Battacharya, 2016).

Underpinning theory

This study is underpinned by a sociotechnical theory, actor-network theory (ANT). The theory is selected
to underpin the study based on three main reasons. Firstly, the nature of the study requires a sociotechnical
view because, from technology alone, the challenges remain with the phenomenon. Secondly, in financial
fraudulent activities, negotiations occur between humans, technologies, or humans and technology actors.
One of the main focuses of ANT is understanding negotiation shifts among actors, consciously or
unconsciously (Callon, 1986). Thirdly, the mantra ‘follow the actors’ of the theory helps to connect (or
link) non-humans (activities) with humans through rules and networks including the tools used. The
complementarity of ANT and detective analytics bridges any possible gap, either in the analysis of the data
or interpretation of the findings. lyamu (2021) provides a comprehensive justification and offers a guide
for complementarily employing theories.

Actor-Network theory

The ANT is a sociotechnical theory that is used by researchers to explain the relationship between humans
and non-human objects (Couldry, 2008). Sage, Dainty and Brookes (2011) further state that ANT is mostly
focused on the formation of networks, the relationship between actors, and shifting negotiation within the
actor-network. This helps to understand how human and non-human actors are involved in an activity or
incident (Gao, 2005). According to Walsham (1997), an actor-network is formed immediately when the
actors have aligned interests. Actor-networks are formed consciously or unconsciously, based on an allied
interest (Latour, 1996). In summation, the theory focuses on how networks are built, maintained, and what
makes the network dissolve (Michael, 2017; Shim & Shin, 2016).

Applying ANT allows the researcher to follow the actors in their heterogeneous networks. This is because

the theory offers methodological steps in the activities, actions and interactions between actors in a network
(Heeks & Stanforth, 2015; Callon, 1986). According to lyamu (2021, p. 73), “ANT provides a platform
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which allows for the analysis of both human and non-human interaction in a network. This means that ANT
is a resource for understanding the actions of humans”. Lefkowitz (2022) draws on ANT, to trace
information pathways that enable human to access actions and connect with needed resources. Kumar and
Tissenbaum (2022) employ ANT to provide an underutilized post humanist lens to understand the creation
of collaborative connections between action-based interaction.

Another strength of ANT that is critically useful in this study is the concept of translation. The translation
in ANT is the process of creating a relationship with things, which did not exist, previously (Lezaun, 2017).
Translation occurs when the human actors’ interests are aligned with their actor-network (Walsham, 1997).
The use of ANT has gained popularity in areas of IS research, in areas such as the adoption of technology,
examination of healthcare systems, and assessment of IT solutions that support and enable engineering,
finance, and education activities. Also, ANT is increasingly applied to gain a deeper understanding of
processes and innovation of technology (Shim & Shin, 2016).

Methodological approach

In this research, assumptions were made, which are aligned with existing philosophies, ontology and
epistemology. This is not new, studies are consistently based on assumptions and guide inquiries (Endjala,
2022), that certain realities exist (Neuhaus, 2017) and knowledge can be gained (Hajek & Hartmann, 2010;
Titchen & Ajjawi, 2010). In ontology, there are many realities to the existence of artefacts (Walliman,
2017), such as events and technology (Poli & Seibt, 2010). The Events and realities of this study are the
existence of financial institutions, financial crimes, and detective analytics. Ontologically, detective
analytics is understood and viewed from different perspectives. For example, detective analytics was used
with the Internet of Things (IoT) to generate new insights (Empl & Pernul, 2023). Another reality is that
detective analytics has been used to obtain accurate predictions by organisations (Menezes et al., 2019).
Also, there are various ways or approaches to the implementation or adoption of detective analytics. This
includes the use of frameworks, policies, and models (Broeders et al., 2017; McKee, 2017; Pramanik, Lau,
& Chowdhury, 2016). Some of the approaches have been employed by organisations across the world.

Based on the ontological assumption, a subjective stance is taken in this research, which allows us to employ
our creative reasoning and interpretations (Coats, 1983), to conclude this research. After all, there is no
universal ‘fit” in providing the solution, in the use of detective analytics. Thus, subjectively, the researcher
can induce from data, how to develop an instrumentation and apply detective analytics to mitigate financial.
From the epistemology perspective, subjectivism is the stance for this research. primarily, this is because it
allows different interpretations, which enables learning and gaining knowledge from various standpoints
(Tolmen, 2020; Titchen & Ajjawi, 2010; Walsham, 2006).

Data collection

Existing materials (documents) were gathered using the document analysis technique. The technique allows
the rationalisation of materials from the heap available in the forms of books, newspaper articles, peer-
reviewed articles, and organisational reports (Morgan, 2022). The data was collected using a set of criteria
that included areas of focus, publication timeframe, and credible sources. The areas of focus were crime in
financial institutions, detective analytics, and ANT, which are the core aspects of the study. The timeframe
was Vita, thus, papers published within ten years were considered, to gain insights into critical aspects such
as the historical background and meanings associated with the phenomenon over time (lyamu, Nehemia-
Maletzky & Shaanika, 2016). Based on the newness of the approach, detective analytics only a small sample
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of the most appropriate and relevant literature could be gathered. This is not new as it has been experienced
and argued in many IS studies Nyikana & lyamu, 2023; Brereton et al., 2007; Glass, Ramesh & Vessey,
2004). Materials published in Journal outlets, books, conference proceedings and the internet between 2013
and 2023 were gathered. A total of 255 papers were collected from database sources such as Ebscohost,
IEEE, AIS, and Emerald. The sources were important because they instilled credibility and reliability in the
data (Nyikana & lyamu, 2023). Based on the focus and objective of the study, only 77 papers were relevant
and used for the study.

Data analysis and discussion

As presented in the section that follows including Table 1. ANT is used to gain an understanding of how
networks of actors (humans and non-humans) can be linked together in a crime-related event. This is
primarily because ANT proposes and allows actors to be followed, to establish their roles in the processes
and activities in finance transactions within an organisation. Table 1 reveals how ANT helps to gain a
deeper understanding of the relationship that exists between the actors in the process of executing finance
transactions. This includes committing a financial crime or attempting to mitigate the financial crime.

Table 1: ANT as a Lens

ANT Translative view Factor
| Actor. | Detective analytics integrates multiple operations, scales, |
Actor- . : T Seamlessl|
scenarios, and layers (Al-Banna et al., 2023). The multiplexity ) y
network is made up of actor-networks, of humans and non-humans. they Integrates
are interwoven, which means that they cannot be separated in incident
their diagnostics. The actor-networks imbibe leverages
automation of processes based on centralized data, to detect
crime patterns across enterprise-wide.
Follow the Detective analytics enacts operations for detecting incidents of Cybersecurity

compromise in real-time and offline. Detective analytics )
actors generates new insights as non-human actors transform. From a detection
cybersecurity perspective, some non-human actors commonly
transform are signatures, processes, and rules (Empl & Pernul,
2023). The operations link various compromises to an incident
by following the actors. This enhances the power of connecting
disparate data across enterprise wide.

; This obligatory passage point infuses tacit knowledge into In-house
Obligatory ) e
members of an actor-network, which helps to maintain the fraud
passage translation of fraud-related actions and gain an understanding of | detection
points the traces. Walton (2013) argues that the OPP facilitates and

filters the appropriateness of action that is congruent with the
agreed superordinate goals. The OPP is the result of
“translations”, in which the actors have no choice but to accept
the dedicates (Callon, 1986). It is thus, an essential glue that
brings together various links.

OPP brings a different dimension that supports the unfolding of
participatory including an understanding of actors’ roles and
identities through recognition. The translation of obligated
processes and rules helps, to follow the actors (Minniti &
Magaudda, 2024). This is a crucial dynamic in the use of
detective analytics for the diagnosis of events, to indose
consistency towards increased accuracy.
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ANT Tenet ‘ ANT Translative view Factor
Following the actors can lead to opening a black box, from External
Blackbox . L . . . .
which new insights are gained from the translations of the links infiltrate
and interactions between human and non-human actors. Silvis detection

and Alexander (2014) suggest that following the actors over
time and across a multitude is an important means of analysis,
to gain explicit insights. Opening the black boxes and
examining the ontology of the actor-networks that led to their
construction (Latour, 2005).

Actor- Detective analytics expands the accuracy capability of IT. Image-
According to Menezes et al. (2022), detective analytics induces matching data

network a level of preciseness in its operations on veracity, volume, into one
variety, and velocity of data. Advances the analytics to detect cohesive
inconsistencies including image recognition in big data, from system

feasible to its smallness.

From ANT, a social context perspective, five factors were found to be crucial points in following the actors,
to mitigate financial crime in an organisation. The factors are (1) Seamless integration of incidents, (2)
Cybersecurity detection, (3) In-house fraud detection, (4) External infiltrate detection, and (5) Image-
matching data into one cohesive system.

Correspondingly, some activities and actions involved unregulated and unprecedented movements (Riddel
& Hales, 2018). Consequently, organisations are increasingly employing detective analytics to manage and
promote their business efficacy (Boodhun & Jayabalan, 2018). Islam et al. (2021) however, suggest that it
is challenging to identify some hidden characters that manifest in many environments. Thus, the analysis
of fraudulent or suspected incidents should not follow a fixed process (Silvis & Alexander, 2014). In our
attempt to gain a deeper understanding of how to employ detective analytics in the qualitative world for
analysis purposes, we focus on the notion of ‘actor-network’, ‘follow the actors’, ‘obligatory passage point’
(OPP), and black box from ANT perspective.

Relationships between actors, humans and non-humans are informed by processes of association and
translation that can be, according to Michael (2017, p. 41), “material as well as social, physical as well as
semiotic”. ANT’s mantra is “to follow the actors” (Latour, 2005, p. 12) that are not exclusively human but
non-human parts of interactions within networks. Stalph (2019) argues that actor-networks need to be
unfolded and the inherent black boxes offer insights into their ontologies and allow detailed accounts of
these inner workings. The OPP characterizes the dynamics convergence of the processes of network
constitution and highlights crucial participatory roles and identities of various actors (Minniti & Magaudda,
2024).

Detective analytics focuses on performing the diagnostics on big data and small data (normal), uncovers
and rectifies infeasible events and occurrences (Empl & Pernul, 2023; Aliguliyev, Imamverdiyev &
Abdullayeva, 2016). From this standpoint, OPP, in a detective analytics operation, helps to gain insights
about actors’ roles in activity by recognizing their identities, how they transformed, and consolidating their
alignments. Also, ANT proposes a relational ontology, to gain a deeper understanding of networks and
existing syntax as enactments of associations between actors, human and nonhuman (Stalph, 2019).

The syntax Is discovered as we follow the actors (Silvis & Alexander, 2014). Complementarily, using
detective analytics, explicitly, ensures the timeliness, consistency, and integration of big data, in
recognizing activities and traces of events in an environment (lyamu, 2022; Menezes et al., 2022). In
detective analytics, constraints are reduced, and the diagnosis eliminates and rectifies inappropriate values.
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Across the world, governments of countries are trying various approaches to combat financial crimes in
financial institutions. Yet, the situation has not eased, instead, it has increased. Hope (2020) cites evidence
of a financial crime and argues that until corruption channels such as embezzlement, theft, bribes,
kickbacks, money laundering, and illicit financial flow are thoroughly investigated financial crime will
continue to increase. The approach, “follow the actor” is consistently useful, as it spears the traces of the
minds, processes, and occurrences, towards a fundamentally constructive decision. Among other things,
this provides nuance and an in-depth assessment of the interrelatedness that exists between human actors
and nonhuman actants along with their translation and participatory power. In 2021, during the lockdown
caused by Covid-19, which resulted in more reliance on online transactions, financial crime in South Africa
increased by 15.1% (Ferreira & Koko, 2022).

The perpetrators of financial crimes in organisations are either internal or external personnel. From the
internal perspective, the crimes are usually intended or unconscious (human error) by employees who have
access to internal procedures and data, while the external factors include fraudsters, phishing and money
laundering (Nakajima, 2007). The increase in financial crime is due to the emerging technologies that
institutions adopt to enhance processes (West & Battacharya, 2016). Thus, there is a need to explore how
the use of detective analytics as a mechanism can be used to detect financial crime.

Conclusion

This study highlights the critical challenges faced by organisations in mitigating financial crime due to the
constrain of following the actors. The findings reveal that Seamless integration of incidents, Cybersecurity
detection, In-house fraud detection, External infiltrate detection, and Image-matching data into one
cohesive system are major barriers to effectively mitigating financial crime in organisations. An
understanding of these factors has the potential to address these challenges. However, the implementation
of detective analytics would require significant efforts in terms of understanding the implications from both
technical and non-technical perspectives. However, the study also has some limitations, such as the focus
on a non-empirical or case study approach. Future research should aim to validate the findings in
organizational settings and explore the feasibility and impact of implementing detective analytics in a
financial institution.
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