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Abstract

In this bibliometrics review, we explore how quantum computing has impacted cybersecurity to help offer
insights to researchers for future studies in this realm. We first briefly touch on the history of quantum
computing and trace its theoretical and practical journey which includes advancements like Shor’s and
Grover’s algorithms. We then dive into the challenges posed by quantum technologies to our current
cybersecurity measures which include its effects on traditional cryptographic systems and so on. We also
discuss the trends in publications, geographical authorship, and thematic focus of the existing literature.
Lastly, we look at what is needed for future studies in this realm, where emphasis is placed on the need
for innovative strategies to secure our cybersecurity systems in the quantum era and the importance of
collaboration between researchers of different fields due to the vast application of quantum computing.

Keywords: quantum computing, cybersecurity, cryptography

Introduction

Quantum computing has been recognized as a leading field in computer science because of its capabilities,
which have brought about a significant shift in computational power. It functions based on the principles
of quantum mechanics like superposition, where quantum bits can exist in different states simultaneously
and are then utilized, making it able to process information that defies classical computing norms. Because
of this, it has thus led to advances in computational power (Nielsen & Chuang, 2010; Gill et al., 2020).

Richard Feynman and David Deutsch first introduced the idea of quantum computing in the early 1980s.
By the 1990s, experimental advancements started to take place. It was also at this time that Peter Shor's
guantum algorithm for factoring large numbers and Lov Grover's quantum search algorithm came to fruition
(Shor, 1994; Grover, 1996). Since then, the advancement of quantum computing technology has been
shown to be promising in tackling complex problems that classical computers would struggle with, such as
factorizing large numbers efficiently or simulating quantum systems (Preskill, 2018).

Cybersecurity, which places safeguards in computer networks, systems, sensitive data, and critical
infrastructure (Untawale, 2021) in the quantum era, has also since become increasingly threatened. This is
particularly true for classical encryption algorithms, which are heavily relied on by cybersecurity to secure
sensitive information (Ghosh et al., 2023). These algorithms now face massive vulnerabilities when
exposed to the computational power of quantum algorithms. For instance, the potential to efficiently
factorize large numbers threatens the security of widely used encryption methods, making quantum-
resistant cryptographic solutions highly important (Mosca, 2018).

305


https://doi.org/10.48009/1_iis_2024_125
mailto:ztan1@students.kennesaw.edu
mailto:apatel937@gatech.edu
mailto:xtian2@kennesaw.edu
mailto:zli8@kennesaw.edu

Issues in Information Systems
Volume 25, Issue 1, pp. 305-316, 2024

Additionally, because of the expansion of quantum computing and its impact in various industries including
finance, healthcare, and logistics, it has become essential to address the aforementioned cybersecurity
concerns. Therefore, this bibliometrics review undertake a detailed examination of the existing literature
by evaluating the present status of research in cybersecurity within the realm of quantum computing,
highlighting the current pertinent issues, and offering guidance for future research endeavors.

This bibliometrics review first provides a high-level summary of the existing literature in the background
section, then explains the methodologies used to conduct the review. It then presents the key findings and
results, and lastly, ends with a conclusion section summarizing this review.

Background

Existing literature on quantum computing and cybersecurity intersects with other computing fields like
cryptography, education, machine learning, neural networks, healthcare, big data, blockchain, and Internet
of Things (10T). Researchers have in their papers emphasized the threat that quantum computers will pose
to traditional cryptography and have proposed quantum-inspired models to secure vulnerable
systems (Fernandez-Carames & Fraga-Lamas, 2020). Researchers have explored new ways in using
guantum walks to enhance security, authentication, encryption, and blockchain frameworks to protect the
transmission of data between 10T devices (Abd El-Latif et al., 2021).

Further, researchers see the importance of how quantum computing can be used to tackle new cybersecurity
challenges, including traffic flow optimization (Neukart et al., 2017) and encryption key management
systems that are able to resist quantum attacks (Edwards et al., 2021; Perumal & Nadar, 2021). Additionally,
researchers have proposed solutions to tackle the impacts of quantum computing on security protocols in
5G networks so that there is a smooth transition to post-quantum-secure systems (Althobaiti & Dohler,
2020; Mitchell, 2019). Lastly, researchers have also emphasized how bringing quantum cryptography into
fields like Unmanned Aerial Vehicle (UAV) communications (Ralegankar et al., 2022), the future internet
(Zhou et al., 2018) and information hiding (Abd El-Latif et al., 2018) can improve their security
significantly.

Methodology

To understand the recent innovations in the quantum era and security, following the procedures of
established systematic literature reviews (Donthu et al., 2021; Upama et al., 2022), we analyzed the current
trends of research between cybersecurity and quantum computing. Additionally, we formed our research
around two thesis questions: how do the security measures taken towards classical computing compare to
that of quantum computing, and what pros and cons of digital security are acquired from the implementation
of quantum computing?

Specifically, we answered the following questions by conducting a literary review of sources to consider
different quantum computing applications in varying Computer Science fields and their effects on
cybersecurity. Lastly, we compared the results of the differing sources to interpret the numerous ways
guantum computing affects the field and its digital security.

To gather evidence and sources for review, we used the following key steps:

1. Data Search using defined keywords.

2. Testing relevancy of sources based on Inclusion Criteria I.

3. Evaluating and studying relevant sources based on Inclusion Criteria Il and the paper’s goals.
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Table 1: Inclusion Criteria(s

Inclusion Criteria I: Inclusion Criteria I1:
The Discovered Source MUST The Studied Source MUST

Have a full text available

Not be a Book

Be a Peer-Reviewed Academic Journal

Have relevant up-to-date data

Be a Literature Review

Have a common theme which matches a studied
research cluster

1. Have atitle that matches the selected keywords
2. Be published after 2010
3. Be published in English

cukrkwnE

Data Search using defined keywords. First, we began our study by gathering sources using the Zotero and
Publish-or-Perish tools. Zotero is an open-source reference management software that helps to manage
references, generate citations and facilitate collaboration in research. Publish-or-Perish is a software
program that analyzes academic citations using data from sources such as Google Scholar to provide metrics
that are useful to assess the impact of a researcher’s work.

Additionally, we utilized specific keywords for data gathering, which served crucial in helping our
understanding of quantum computing and enhancing our goals for the project. Particularly, we adopted
keywords in the following combinations: “Cybersecurity + Quantum Computing + Review,” Cybersecurity
+ Quantum Computing + Survey,” and “Quantum + Security + Analysis.”

By adopting these specific keyword combinations, we discovered 318 original documents using the Google
Scholar Search Engine. These 318 counts of sources helped broaden the study by opening our data to many
databases, namely IEEE Xplore, ScienceDirect, MDPI, and SpringerLink.

Testing relevancy of sources based on Inclusion Criteria I. Then, we minimized the data and used Inclusion
Criteria I, listed above, to reduce the source count from 318 to 171 by analyzing the generics of each source.
First, we started by comparing the source title to our keywords to validate if the source’s data was pertinent
to cybersecurity and quantum computing. Then, we ensured the relevancy of sources by eliminating
obsolete sources published before 2010 to guarantee our goal of analyzing current, up-to-date trends is
preserved. Lastly, to avoid translating threats, we also eliminated sources not published in English from the
original 318 search count.

Evaluating and studying relevant sources based on Inclusion Criteria II and the paper’s goals. Likewise,
we used Inclusion Criteria I, listed above, to break down the source count from 171 to 4 by assuring each
source is an accessible full-length article and then analyzing the supporting ideas of each paper. First, we
established a requirement for sources not to be books, but rather peer-reviewed academic journals to certify
that each study was completed research with a strong background and evidence.

Then, to meet our goals of reviewing existing ideas on the correlation between digital security and quantum
computing and writing a bibliometric literary review, we only included sources that were also existing
literature reviews and surveys. Finally, to meet our objectives of finding applications of quantum
computing, we included papers in our final breakdown that described the practical approaches of quantum
in underlying fields of study and the effects of quantum on that field’s digital security and privacy. In this
final breakdown, we extracted 42 sources from the 4 selected literature reviews and surveys, of which we
conducted a bibliometrics analysis. Below is a table listing the number of selected sources in each of the
four selected literature reviews and surveys:
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Table 2: Number of selected sources extracted from each of the four selected literature reviews and surveys
Number of

Four selected Literature Reviews and Surveys Selected Sources
Extracted

Hossain Faruk, M. J., Tahora, S., Tasnim, M., Shahriar, H., & Sakib, N. (2022). A
Review of Quantum Cybersecurity: Threats, Risks and Opportunities. 2022 1st
International Conference on Al in Cybersecurity (ICAIC), 1-8.
https://doi.org/10.1109/ICAIC53980.2022.9896970

2. Upama, P. B., Faruk, M. J. H., Nazim, M., Masum, M., Shahriar, H., Uddin, G., 7
Barzanjeh, S., Ahamed, S. I., & Rahman, A. (2022). Evolution of Quantum
Computing: A Systematic Survey on the Use of Quantum Computing Tools.
https://doi.org/10.48550/ARXI1V.2204.01856

3. Chawla, D., & Mehra, P. S. (2023). A Survey on Quantum Computing for Internet 11
of Things Security. Procedia Computer Science, 218, 2191-2200.
https://doi.org/10.1016/j.procs.2023.01.195

4. Ur Rasool, R., Ahmad, H. F., Rafique, W., Qayyum, A., Qadir, J., & Anwar, Z. 6
(2023). Quantum Computing for Healthcare: A Review. Future Internet, 15(3), 94.
https://doi.org/10.3390/fi15030094

Total 42

The processes described in this Methodology are further demonstrated and clarified in Figure 1 below.

Defined
Thesis Question

-

Searched in Total Number of
Google Scholar Library Sources Extracted from the
To find academic 4 Literature Reviews
sources through and Surveys:
|EEE Xplore, ScienceDirect, 42 Sources
MDPI, and SpringerLink [

Using Keywords:
"Cybersecurity + Quantum

Computing + Review," Total Number of
"Cybersecurity + Quantum Literature Reviews
Computing + Survey,” and and Surveys Studied:

"Quantum + Security + Analysis." 4 Sources

l

Total Number of
Sources Discovered:
318 sources

Applied
Inclusion Criteria Il
to simplify sources
based on research goals

l [
Applied
Inclusion Criteria |

to remove non-relevant
sources

Total Number of
Sources Studied:
171 sources

v

Figure 1: Process of gathering sources for Literature Review
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Data Analysis

We utilized Google Cloud Natural Language API to conduct text analysis of the 42 extracted articles. The
analysis has identified several categories and their respective percentages. First there is Computer Science,
which comprises 21 articles, accounting for 50% of the total articles. There is also physics, which comprises
11 articles and constitutes 26.19% of the total. Network security was also a significant focus, with 8 articles
comprising 19.048%. Additionally, there were 2 articles that relate to Machine Learning and Artificial
Intelligence, representing 4.762% of the selected articles. The following is a histogram representing the
above data.

25
50%
20
15
26.19%
10
19.05%
5
4.76%
; ]
Computer Science Physics Network Security Machine Learning and
Artificial Intelligence

Figure 2: Categories of the 42 selected sources

Looking at the data distribution of articles across various years and types of publications, in 2009, one
article was published as a journal. As for 2016 and 2017, two and three journals were published,
respectively. In 2018, there was a rise in publication with six articles in total, five in conferences and one
in a journal or book chapter. In 2019, there were two articles published, one in a journal and one in a
conference. Another increase happened in 2020, with nine articles published, five in conferences and four
in journals. In 2021, the trend continued with 15 articles published, 11 in conferences and four in journals.
As for 2022, there were four articles, 2 in conferences and 2 in journals. Below is a histogram representing
the above data.
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Figure 3: Publications by Publication Year and Source Type

Looking at theme count analysis, Quantum Computing appears 18 times, followed by cybersecurity 15
times, showing its strong connection with quantum computing. The Internet of Things (IoT) appears 9
times, followed by Cryptography and Healthcare 4 times each, indicating applications of quantum
technologies in different disciplines. Education is addressed in 3 articles, whereas Machine Learning,
Neural Networks, Big Data, and Blockchain are each mentioned once. The following is a histogram

representing the above data.
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Figure 4: Theme Count for each Publication

We also conducted a citation analysis of 42 selected articles. The analysis shows the significant influence
of Quantum Computing with its 488 citations, followed by Cybersecurity with its 466 citations. Internet of
Things (IoT) also stands out with 390 citations, while Healthcare and Cryptography show noteworthy
impact with 138 and 352 citations, respectively. Education, Blockchain, and Big Data have moderate
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citation counts, whereas Machine Learning and Neural Networks have 10 and 14 citations, respectively,
signifying their emerging intersections with quantum computing.

Number of Citations

550

500
450
400
350
300
250
200
150
100

50

Field of Study

Figure 5: Field of Study vs. Number of Citations of Each Source

As for the geographic analysis of authors that have contributed to the 42 selected articles on quantum
computing and cybersecurity, it shows that the United States and India are both major contributors, with 11
and 13 articles, respectively. China and Canada have contributed noticeably with 6 and 5 articles,
respectively. European countries, including the United Kingdom, Germany, Hungary, Netherlands, Spain
and others, as a collective region, have also contributed considerably. Authors from regions such as
Singapore, Japan, South Korea, and Australia have also contributed. The following is a histogram
representing the above data.
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Figure 6: Authors' Geographic Location
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Results
Publication trends

Beginning from 2018, there was a surge in publications, especially in 2020 and 2021. This trend can be
caused by different factors. Firstly, researchers are continuously making significant progress in the
theoretical and practical understanding of quantum computing and quantum technologies (Gill et al., 2020),
this has in turn motivated and helped give directions to researchers on what to study next, resulting in more
publications. Moreover, with the emerging threats on cybersecurity caused by quantum technologies,
researchers are conducting more extensive studies on the same so that strong cybersecurity defense
mechanisms and strategies are created to combat these threats (Kilber et al., 2021; Libicki & Gompert,
2021). In addition, because of the growing significance of these areas in the future direction of technology
and cybersecurity, there has been an increase in the backing from universities, governments and industry
players (Lee, 2021; (Scanlon, 2023), further expanding the publication trend in recent years. Also, because
of the potential advantages offered by quantum computing, this has helped sped up research and
development in the quantum computing sector (Sood & Pooja, 2024), resulting in more discoveries and
findings worthy of publication.

Thematic analysis

Using the thematic analysis that we have conducted, we can see how researchers highly emphasize the
theme of Quantum Computing. This can be an effect from the increase of interest in utilizing quantum
principles for the advancement of computational abilities (Han, 2020). There is also a substantial focus on
Cybersecurity and Cryptography, showing the importance of the intersection between quantum computing
and cybersecurity, this especially so with the challenges that are brought upon conventional cryptographic
methods by quantum computing, warranting an extensive exploration and development in cybersecurity
advancements (Vaishnavi & Pillai, 2021). Researchers have also highlighted the theme of Internet of Things
(IoT), showing how quantum computing is transforming interconnected devices and systems so as to bring
forth IoT ecosystems that are more efficient and secure (Chawla & Mehra, 2023). Furthermore, looking at
the theme of healthcare, this highlights how quantum technologies is applied to advance matters of medical
diagnostics and advancing drug discovery (Ur Rasool et al., 2023). Focus is also placed on Education,
where there is a growing interest in integrating quantum principles into academic curriculum, preparing our
future generation for the nearing quantum era (Seegerer et al., 2021). Other themes such as Machine
Learning, Neural Networks, Big Data, and Blockchain have also been highlighted, again showing quantum
computing’s potential to revolutionize a range of different domains.

Author geographic location analysis

Looking at the author's geographic location analysis, certain countries have contributed more to the research
on quantum computing and cybersecurity which may be due to several reasons. Firstly, the United States,
China, Canada, India and other European countries are well recognized as leaders in the scientific research
domain (Woolston, 2023), where advanced research facilities have been established and maintained. With
this, researchers in these countries are equipped with the necessary tools to conduct advanced studies in
guantum computing and thus the ability to publish their noteworthy works. Also, because of the universities
and research institutions that are leading in technology and cybersecurity research that are present in these
countries, they further attract top researchers and students from all over the world to conduct their research
in these countries (Clotfelter & Rothschild, 1993), bringing about groundbreaking discoveries. Lastly,
because of the importance of quantum computing and cybersecurity and their implications on matters of
national security, economic competitiveness, and societal well-being, as well as to retain their leadership
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position, this has prompted governments and institutions in these countries to also prioritize research in
these areas, this is so that they can enhance their countries’ resiliency against these potentially detrimental
implications (Lee, 2021).

Future studies

The rapid advancements of quantum computing are posing a significant threat to the existing cybersecurity
systems. This thus necessitates continuous vigilance to safeguard post-quantum cryptosystems against
potential attacks (Fernandez-Carames & Fraga-Lamas, 2020). This includes implementing mechanisms
such as soft forks, optimizing key generation, and overcoming hardware limitations to adopt
computationally intensive post-quantum schemes (Fernandez-Carames & Fraga-Lamas, 2020). Mosca also
stresses the need to implement interdisciplinary collaboration for in-depth research into post-quantum
cryptography to develop efficient quantum-safe cryptographic tools and that it is important to conduct
practical deployments and to subject them to real-world conditions in order to refine their efficacy (Mosca,
2018). There is also a necessity in evaluating security models to mitigate emerging threats to both current
and post-quantum environments, and establishing a standard security model that is resistant to future
guantum attacks is essential (Althobaiti & Dohler, 2020). Also, assessments should be made on the efficacy
on various cryptosystems in resisting attacks from large-scale quantum computers in order to secure 10T
infrastructure. (Althobaiti & Dohler, 2020). Lastly, the need to conduct studies on quantum machine
learning for software supply chain cyber-attacks, as well as the evolution of quantum computing tools, is
also emphasized (Hossain Faruk et al., 2022). As such, key questions for future research may include: (1)
How can post-quantum cryptosystems be optimized to resist large-scale quantum attacks? (2) What
interdisciplinary collaborations are essential for developing efficient quantum-safe cryptographic tools? (3)
How effective are current cryptosystems in securing loT infrastructure against quantum threats? (4) What
strategies can be implemented to overcome hardware limitations in post-quantum cryptography?

Conclusion

As we have seen previously, publications of studies on quantum computing and cybersecurity are on the
rise due to advances in technology and emerging threats. Our thematic analysis also underscored quantum
computing’s effects on other industries. Further, the United States, India, China, and other European nations
are contributing more to quantum computing and cybersecurity studies. This is due to the advanced
scientific facilities available to them and government initiatives to expand research because of the other
pressing matters discussed previously. In terms of future studies, researchers place emphasis on
interdisciplinary collaboration and focus needs to be placed on safeguarding post-quantum cryptosystems.
This includes assessing various cryptosystems’ efficacy against large-scale quantum computers. This
should also be done alongside optimization endeavors and creative strategies to tackle progress in quantum
technology.
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