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Abstract 
 

  

In the past few years, thanks to the widespread accessibility of broadband network connectivity and 

advanced sensing technology, the Internet of Things (IoT) has become a source of diverse smart services. 

For instance, sensors not only offer environmental monitoring but also serve to alert the public to swiftly 

unfolding real-time events. The data collected from these sensors plays a crucial role in enhancing the 

overall quality of life for the public. As one of the wireless communication technologies that provide IoT 

services, LoRa has garnered considerable attention. However, in practical IoT services, there is a demand 

for diverse multimedia data, including images, in addition to small-sized sensor data. While LoRa is 

optimized for transmitting various small-scale sensor data, it has limitations when it comes to transmitting 

large-volume multimedia data. In this paper, we present a reliable method for transmitting image data in 

the LoRa network. In this scheme, the source image data is initially resized to decrease the volume of 

transmitted data and reduce transmission time. Additionally, the application of a retransmission scheme 

helps guarantee reliable data transmission. We successfully tested a new scheme in a simple LoRa 

network. 
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Introduction  
 

In the past few years, thanks to the widespread accessibility of broadband network connectivity and 

advanced sensing technology, the Internet of Things (IoT) has become a source of diverse smart services. 

For instance, sensors not only offer environmental monitoring but also serve to alert the public to swiftly 

unfolding real-time events. The data collected from these sensors plays a crucial role in enhancing the 

overall quality of life for the public. 

 

Most of all, one of the factors that have made IoT services possible is the development of various wireless 

transmission technologies. These wireless communication technologies can be categorized in diverse ways 

depending on several factors. Assume that we categorize them based on coverage, they can be classified as 

follows: short-range, medium-range, and long-range wireless technologies. For instance, Bluetooth, Zigbee, 

and Z-Wave fall under the category of short-range technologies. Wi-Fi HaLow is considered a medium-

range technology. Cellular and Low Power Wide Area Network (LPWAN) are classified as long-range 

technologies. Specifically, Narrow Band IoT (NB-IoT) represents the cellular technology category, while 

Long Range/Long Range Wide Area Network (LoRa/LoRaWAN) represents the LPWAN category.  

 

Especially, the LoRa/LoRaWAN stands out among LPWANs for its extensive coverage, extended battery 

life, and cost-effectiveness, making it a premier choice for IoT solutions. However, as the IoT applications 
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continue to expand, simple sensor data no longer meets the demands of various applications. As a result, 

there is an increasing demand for transmitting diverse multimedia data. One notable instance of this rising 

need is evident in visual IoT applications, which have a substantial requirement for image data. 

 

Visual IoT, as defined by (Staikopoulos, Kanakaris, & Papakostas, 2020), refers to a specific subset of IoT 

focused on transmitting multimedia data, including videos or images captured by devices equipped with 

image or camera sensors. Establishing a functional visual IoT involves considering various factors such as 

advanced multimedia transmission technologies and multimedia processing capabilities.  

 

In general, the LPWAN network such as LoRa/LoRaWAN encounters limitations that impede its suitability 

for visual IoT applications, primarily due to the narrow bandwidth of its physical layer. However, there 

have been previous research efforts to address this challenge by proposing and implementing new 

technologies. These advancements include enhancements to the physical layer, improvements in MAC 

(Medium Access Control) layer protocols, the development of new transmission protocols, and strategies 

for reducing the amount of transmitted image data. 

 

Jebril et al, (2018) conducted an experimental study involving image transmission over the LoRa physical 

layer. The authors introduced a novel technique aimed at overcoming the bandwidth limitations inherent in 

LoRa networks. In their approach, an image file generated from monitoring mangrove forests is divided 

into multiple LoRa packets and transmitted in hexadecimal format from the sender node. Upon reception, 

the packets are then reconstructed and assembled at the receiver node. To evaluate the quality of image 

transmission, the study measured parameters such as Packet Loss Ratio (PLR), Peak Signal-to-Noise Ratio 

(PSNR), and Structural Similarity (SSIM). 

 

Ji et al. (2019) introduced a novel monitoring approach tailored for agricultural monitoring systems. 

Operating under the assumption that agricultural areas typically exhibit static environments with infrequent 

changes, their proposed scheme involves dividing images into small grid patches. Instead of transmitting 

entire images, only grid patches with notable changes are transmitted, thereby reducing bandwidth 

consumption. This strategy enables efficient use of resources while facilitating effective monitoring of 

agricultural areas. 

 

Wei et al. (2020) proposed a time division multiplexing (TDM) scheme for image transfer over LoRa 

networks. In this scheme, a gateway disseminates different timing information to end devices, allowing 

them to transmit packets only at specified intervals. They also presented an image transmission method 

over LoRa and assessed its effectiveness using the WebP image compression scheme (Wei, Su, Chang, & 

Chang, 2021). Experimental results demonstrated that employing WebP compression alongside Base64 

encoding yielded superior performance compared to using JPEG compression combined with hexadecimal 

encoding, as evidenced by improvements in image size, total packet count, and transmission duration. 

 

Kim et al. (20220 introduced the concept of a multi-hop LoRa mesh network, aiming to address two key 

challenges: image transmission and service coverage extension. They devised a system capable of 

facilitating multi-hop image transmission utilizing LoRa technology and suggested a revised packet header 

specifically tailored for image transmission within multi-hop LoRa networks. Through rigorous 

experimentation, they demonstrated the successful transmission of images between multiple end devices. 

 

However, previous studies on image data transmission have faced challenges in maintaining the reliability 

of transmitted packets, often due to factors like signal attenuation, interference, and other environmental 

variables. In (Lee, Kim, & Kwak, 2022), the authors analyzed the performance impact of each network 

stack layer and examined how packet errors propagate to upper layers in a wireless network. Through 
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experiments and simulations, they identified the phenomenon of co-channel interference and observed 

significant degradation in network performance. In this paper, we present a reliable method for transmitting 

image data over LoRa networks. In this scheme, the source image data is initially resized to decrease the 

volume of transmitted data and reduce transmission time. Additionally, the application of a retransmission 

scheme helps guarantee reliable data transmission. 

 

LoRa and LoRaWAN 
 

The Internet of Things (IoT) encompasses a network of sensors and actuators interconnected via various 

networks to software, facilitating the monitoring and management of interconnected objects, machinery, 

and organisms. These objects and devices are linked through diverse wireless technologies and networks 

for the transmission and reception of data. In the following section, we delve into LoRa and LoRaWAN, 

one of the representative wireless communication technologies applicable to IoT. 

 

LoRa, short for Long Range, refers to the physical layer technology used in LoRaWAN systems. It is a 

wireless modulation technique developed by Semtech that enables long-range communication links with 

low power consumption. So, LoRa serves as both the physical layer and the wireless modulation utilized to 

create long-range communication links in LoRaWAN networks. LoRaWAN functions as a Media Access 

Control (MAC) layer and serves as the communication protocol and system architecture for networks 

leveraging the LoRa physical layer. Managed by the LoRa Alliance, LoRaWAN operates in the upper layers 

of LoRa, providing an open specification for standardized communication and management within LoRa-

based systems. Figure 1 shows the protocol layer of the LoRa/LoRaWAN, which consists of the physical, 

MAC and application layer. 

 

 

 
Figure 1:  LoRa/LoRaWAN Protocol Architecture (LoRa Alliance, 2015) 

 

LoRa/LoRaWAN offers numerous advantages for IoT services, including extensive coverage, extended 

battery life, and cost-effectiveness in deployment and operation. Its capability to support a vast number of 

end devices across expansive areas makes it well-suited for various applications such as smart cities, smart 

buildings, healthcare, public safety, environmental monitoring, agriculture, and more. Table 1 presents a 

comparative analysis of three prominent LPWAN technologies: NB-IoT, Sigfox, and LoRa/LoRaWAN. 

Among these options, LoRa/LoRaWAN and NB-IoT stand out as widely adopted solutions for IoT 

applications. LoRa utilizes Chirp Spread Spectrum (CSS) as its modulation technique, while NB-IoT relies 

on Quadrature Phase Shift Keying (QPSK). In terms of maximum data rates, LoRaWAN offers up to 50 
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kbps, whereas NB-IoT supports speeds of up to 200 kbps. Notably, LoRa/LoRaWAN enables the 

deployment of private networks, thanks to its utilization of unlicensed Industrial, Scientific, and Medical 

(ISM) frequency bands. However, this capability is not inherent to NB-IoT. 

 

Table 1: NB-IoT vs. Sigfox vs. LoRa/LoRaWAN (Kim, et al., 2021) 

 NB-IoT Sigfox LoRa/LoRaWAN 

Standardization  3GPP  ETSI and Sigfox Alliance  LoRa Alliance  
Technology  LTE (rel.13)  Proprietary  Proprietary  
Topology  Star  Star  A star of stars  
Frequency  Licensed LTE band  Unlicensed ISM bands  Unlicensed ISM bands  
Duty cycle restriction  No  Yes (typically 1%)  Yes (typically 1%)  
Modulation  

QPSK/BPSK (DL),  
GFSK (UL)  DBPSK (UL), GFSK (DL)  CSS/FSK  

Bandwidth  200 kHz  100 Hz  125/250/500 kHz  
Transmission technique  FDD  UNB  Aloha  
Maximum data rate  200 kbps  100 bps  50 kbps  
Bidirectional  Yes/Half-duplex  Limited/Half-duplex  Yes/Half-duplex  
Maximum messages/day  Unlimited  140 (UL)/4 (DL)  Unlimited  
Maximum 

payload length  
1600 bytes  12 bytes (UL)/8 bytes(DL)  243 bytes  

Coverage/Range  
1 km (urban),  
10 km (rural)  

10 km (urban),  
40 km (rural)  

5 km (urban),  
20 km (rural)  

Maximum TX power  20 dBm/23 dBm  14 dBm/22 dBm  14 dBm/27 dBm  
Interference immunity  Low  Very high  Very high  
Security  LTE encryption  MAC verification  AES 128  
Adaptive data rate  No  No  Yes  
Handover  

End-device joins a  
single base station  

End-device does not  
join a single base station  

End-device does not  
join a single base station  

Localization  No (under specification)  Yes (RSSI)  Yes (TDOA)  
Private network  No  No  Yes  
Module cost  <$5  <$5  <$10  

 

 

Experimental Configuration and Results 
 

In this section, we elaborated on the network tests conducted to assess the feasibility of image transmission 

via LoRa. Traditional LoRa networks typically adopt a star topology, wherein a gateway device 

communicates with numerous end devices. However, for this test, we constructed a simple LoRa network 

testbed to facilitate the transmission and reception of packets among end devices.  

 

Especially, we presented a reliable method for transmitting image data in the LoRa network. In this scheme, 

the source image data is initially resized to decrease the volume of transmitted data and reduce transmission 

time. Additionally, the application of a retransmission scheme helps guarantee reliable data transmission.  

 

As depicted in Figure 2 and 3, each end device is built around a Raspberry Pi 4 Model B featuring a 1.5GHz 

processor, 4GB LPDDR4 memory, Wi-Fi connectivity, and support for microSD memory cards. These 

devices are equipped with Adafruit RFM95 LoRa Radio Transceiver Breakout for communication, 

operating within the license-free ISM band (American ISM @ 915MHz). The RFM95 module incorporates 

an SX1276 LoRa-based module with an SPI interface and a basic wire antenna for transmission and 

reception. 
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Figure 2:  End Device (Sender) 

 
Figure 3:v End Device (Receiver) 

 

Figure 4 shows the overall image transmission test scenario. 

 

 
Figure 4 : Overall Transmission Test Scenario 

 

LoRa Packet Header 

 

The image transmission experiment is built upon the framework established in the Mesh LoRa project 

(Gallouédec, 2020). However, the focus of this referenced study was solely on transmitting and receiving 

text messages. To expand its capabilities, we integrated an image segmentation and assembly module, while 

also adapting the LoRa header packet to support the transmission of segmented image packets. For this 

purpose, we utilized the Radiohead packet radio library (McCauley, 2024). Configuration details of the 

Radiohead library packet header are illustrated in Figure 5, encompassing fields such as TO, FROM, ID, 

FLAGS, and PAYLOAD. 
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• TO: The first byte within the Radiohead packet header designates the destination node identifier to 

which the packet is intended. 

• FROM: The second byte within the Radiohead packet header indicates the source node identifier 

from which the packet originates. 

• ID: The third byte within the Radiohead packet header signifies the packet identifier, which remains 

distinct for each packet transmitted by a specific node. 

• FLAGS: The fourth byte within the Radiohead packet header allocates the upper 4 bits for 

utilization by Reliable Datagram Mode, while the lower 4 bits may be employed for passing 

additional information. (0x00: Normal packet, 0x80: Acknowledge packet)  

• PAYLOAD: This section is utilized for payload, accommodating up to 252 bytes. 

 

 

 
Figure 5: Radiohead Packet Header 

 

 

Resizing Image Data 

 

If the size of the image file exceeds 64KB, preprocessing for image resizing is conducted in advance. In 

Radiohead packet header, a single byte is allocated for the Packet ID, allowing for the transmission of up 

to 256 (= 28) distinct packets. Additionally, considering that the payload size is a maximum of 252 bytes, 

the size of the resized image file is set to a maximum of 64KB (256 × 252 = 64,512).  

 

Transmitting and Receiving Packets with Retransmission 

 

Figure 6 illustrates the flowchart depicting the thread responsible for managing packet transmission and 

reception, including retransmission. When the image file exceeds the maximum payload size, it is divided 

into multiple packets and stored in the PACKET_TO_SEND. If there are no packets ready for transmission, 

the system awaits the receipt of a packet. Upon receiving a packet, if it is intended for the recipient, the 

packet is stored in the INBOX, and an acknowledgement check is performed. In the event that an 

acknowledgement packet is not received, the sender requests retransmission of the packet. 

 

In this test scenario, two end devices are employed without the presence of a gateway device. The test 

utilizes a test image file with a size of 1.67MB, and each packet's payload size is configured to be 250 bytes. 

After resizing, the original image file is resized to 52,137 bytes. Consequently, the total number of packets 

is calculated as follows:  

 

Total number of packets = ⌈Image file size / Payload size of a packet⌉ 
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In this instance, the resized image file is segmented into a total of 209 packets (⌈52,137 250⁄ ⌉ = 209), 

which are then transmitted to end device 2 (the receiver). Upon receipt of a packet at end device 2 (the 

receiver), an acknowledgment (ACK) packet is sent to end device 1 (the sender). If end device 1 (the sender) 

successfully receives the ACK packet, the transmission is acknowledged. However, in the event that an 

acknowledgment packet is not received, the sender initiates a request for packet retransmission.  

 
Figure 6: Resizing Image file and Packet Processing with Retransmission 

 

Figure 7 depicts the packet header sent from the sender. Specifically, the sender, identified by Node ID = 

1, has transmitted the 49th packet to the receiver, identified by Node ID = 2. This packet is categorized as a 

normal packet, where the FLAGS with a value of "0" in decimal or "0x00" in hexadecimal denotes a normal 

packet. 

 

 
Figure 7: Packet Header Sent from the Sender 

 

Figure 8 illustrates the acknowledgement (ACK) packet header received at the sender. In particular, the end 

device, identified by Node ID = 1, has received the ACK packet for the 182nd packet from the end device 
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identified by Node ID = 2. This packet is categorized as an ACK packet, where the FLAGS with a value of 

"128" in decimal or "0x80" in hexadecimal denotes an ACK packet. 

 
Figure 8: Acknowledge Packet Header Received at the Sender 

 

Figure 9 displays the packets received at the receiver. A total of 209 packets have been received at the 

receiver and successfully assembled into the image file. 

 

 
Figure 9: Received Packets at the Receiver 

 

 

Conclusion and Future Work 
 

LoRa/LoRaWAN stands out among LPWANs for its extensive coverage, extended battery life, and cost-

effectiveness, making it a premier choice for IoT solutions. Because of the limited bandwidth, transmitting 

larger data sets like images requires additional time. In this paper, we presented a reliable method for 

transmitting image data in the LoRa network. In this scheme, the source image data is initially resized to 

decrease the volume of transmitted data and reduce transmission time. Additionally, the application of a 

retransmission scheme helps guarantee reliable data transmission. However, this test aims to assess the 

feasibility of reliable data transmission. To confirm the robustness and rigor of the test results, empirical 

performance studies, such as packet error rate analysis, are necessary. Therefore, as future work, the authors 

plan to improve the system and conduct detailed numerical performance evaluations. 

 

For future research, we will explore the possibility of reliable image transmission in the multi-hop LoRa 

network. Moreover, it is crucial to refine a series of parameters to enhance the implementation of multi-hop 

mesh networking. LPWAN topologies capable of redistributing the workload of one node across a group 

of end nodes might mitigate constraints, facilitating more efficient protocols and higher packet delivery 
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rates. In pursuit of this goal, we will examine the utilization of monitors per target as a pivotal network 

parameter. Additionally, we intend to explore image processing techniques leveraging machine learning to 

minimize the size of image data. 
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