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Abstract

As the integration of Artificial Intelligence (Al) into cybersecurity becomes increasingly prevalent,
understanding the interplay between societal optimism for Al's potential and skepticism surrounding its
ethical implications emerges as a vital area of inquiry. This research endeavors to dissect the complex
sentiments held by professionals and the public towards the ethical dimensions of Al in cybersecurity.
This study is based on the Technology Acceptance Model (TAM) and employs a survey to quantitatively
capture perceptions that could significantly influence future policy directions. This study aims to uncover
the extent of belief in Al's capacity to enhance cybersecurity against a backdrop of ethical reservations,
particularly in terms of personal privacy, trust in automated ethical decision-making, and the need for
robust regulatory frameworks.

Keywords: cybersecurity, artificial intelligence, Al, Technology Acceptance Model (TAM), privacy,
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Introduction

In the digital age, cybersecurity is not merely a technical challenge; it's an ethical battleground where the
tools and tactics employed have far-reaching implications. Artificial Intelligence (Al), with its formidable
potential to revolutionize cybersecurity, stands at the forefront of this battleground. The promise of Al to
detect, deter, and defeat cyber threats with unparalleled efficiency stirs optimism among technologists and
end-users alike. However, the deployment of these intelligent systems is not without controversy, as it raises
profound ethical concerns, from privacy invasion to autonomous decision-making, that have the potential
to undermine trust in the very fabric of cybersecurity measures. This paper explores the dualistic nature of
public and professional perceptions towards Al in cybersecurity, seeking to understand whether optimism
about Al's potential is tempered by ethical concerns. Employing a quantitative approach through a
structured survey informed by the Technology Acceptance Model, we gauge sentiments across a diverse
demographic, including cybersecurity and IT professionals as well as the informed public. The research
guestions address key issues such as the perceived balance between Al's benefits and ethical risks, the extent
of trust in Al's decision-making in ethical dilemmas, and the adequacy of current regulatory frameworks
governing the ethical use of Al in cybersecurity.

Background
The deployment of Al in cybersecurity has been met with significant optimism due to Al’s ability to rapidly

analyze vast datasets, learn from patterns of threats, and adapt to new types of cyberattacks. Al has support
threat detection systems, underscoring its transformative potential in cybersecurity (Ansari et al., 2023).
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Research has specifically highlighted how machine learning algorithms can reduce detection times and
enhance the accuracy of threat identification (Sarker, Furhad & Nowrozy, 2021). In general, Al provides
great opportunities within the cybersecurity industry (Wirkuttis & Klein, 2017).

Despite the potential benefits, the integration of Al into cybersecurity raises various ethical concerns, a
theme prevalent in the literature. Researchers have raised concerns on Al’s impact on privacy (Gupta et al.,
2023). Moreover, researchers have noted ethical concerns that emphasize the importance of robust
governance structures to use Al responsibly and transparently within cybersecurity contexts (Kumar et al.,
2023). Therefore, the ethical implications of automated decision-making question the reliability of Al
systems in discerning between legitimate activity and genuine threats without infringing on individual
rights.

Trust in Al systems is a double-edged sword, critical for their adoption, yet fragile due to the potential for
misuse and error (Taddeo, McCutcheon, & Floridi, 2019). There are spectrum of trust issues related to Al
in cybersecurity. Moreover, in a general sense, there are a plethora of factors that can affect and influence
trustworthiness of Al-infused decision-making processes (Ashoori & Weisz, 2019). Factors that may
influence trust in Al systems include transparency, accountability, and the clarity of decision-making
processes. The current regulatory frameworks and ethical guidelines for Al in cybersecurity are also a focal
point of scholarly discussion. Researchers have noted that Al regulations should adopt a risk-based
approach and focus on specific risks that policy makers want to reduce (Schuett, 2023). Moreover, the
requirements for legal definitions need to apply to advanced Al systems and refine existing definitions of
Al (Schuett, 2023). Alternatively, some Al regulations, such as the EU legislative and policy initatives,
support an innovation-friendly and future-proof regulatory framework (Ranchordas, 2021).

Balancing the benefits of Al in cybersecurity with its ethical risks is a dynamic and ongoing debate in the
literature. While authors like Stevens (2020) argue for the unparalleled advantages of Al in cybersecurity,
calling for its rapid integration, others, such as Vemuri, Thaneeru and Tatikonda (2023) caution against the
unexamined acceleration of Al technologies without adequate ethical safeguards. There is a growing need
to apply Al and ML in cybersecurity frameworks; however, it is crucial that it be done so in an ethical and
responsible manner (Al-Mansoori & Salem, 2023).

This literature review sets the stage for the present study, which seeks to empirically investigate the
perceptions of professionals and the public towards Al in cybersecurity. The existing body of work provides
a foundation for understanding the complexity and urgency of addressing both the optimistic and skeptical
viewpoints regarding Al's role in this critical domain. Moreover, it aims to support the understanding of
policymaking to protect national security interests, as Al has become a major priority for defense for many
governments (Yu & Carroll, 2022).

Contribution

This study's insights can guide policymakers in crafting regulations that strike a balance between enabling
Al innovation in cybersecurity and addressing ethical concerns. Moreover, by identifying prevailing
sentiments towards Al’s capabilities and risks, this study aims to provide an empirical basis for policy
decisions. Furthermore, this study aims to contribute to the creation or refinement of ethical frameworks
for Al in cybersecurity, suggesting areas where ethical guidelines are most needed or where current
standards may be falling short. In terms of the contribution to the cybersecurity field, this study's findings
can inform best practices for the development and implementation of Al systems. Understanding public
and professional perceptions can help in designing Al solutions that are more likely to be accepted and
trusted.
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Methodology

This study utilizes a structured online survey with Likert scale questions based on the Technology
Acceptance Model (TAM) to measure perceptions of ethical implications of Al in cybersecurity. The survey
guestions are meticulously designed to elicit participants' levels of concordance, from "Strongly Disagree"
(1) to "Strongly Agree" (5), on a series of statements pertaining to Al’s capacity to enhance cybersecurity,
the associated ethical concerns, and the perceived balance between the benefits and ethical risks. This
nuanced scaling approach is critical for capturing the complexities of respondents' attitudes toward the
ethical dimensions, the trust in Al's ethical decision-making, and the reliability of Al systems in
cybersecurity contexts.

The questions in the survey asked participants whether they believe Al can significantly improve
cybersecurity, whether they are concerned about the misuse of Al in cybersecurity, if Al in cybersecurity
will lead to more advanced threats, if the use of Al in cybersecurity raises significant ethical concerns, if
they are worried about the potential for Al to invade personal privacy, whether the benefits of Al in
cybersecurity outweigh its ethical risks, if they trust Al to make ethical decisions in cybersecurity contests,
whether Al systems are reliable enough to handle complex ethical dilemmas in cybersecurity, if human
oversight is necessary to ensure the ethical use of Al in cybersecurity, if there is a stricter need for
regulations governing the use of Al in cybersecurity, if participants are confident that current laws
adequately address the ethical use of Al in cybersecurity, and whether organizations using Al in
cybersecurity should be transparent about their ethical guidelines.

This study is grounded in TAM due to its proven effectiveness in evaluating user acceptance and adoption
of new technologies. TAM posits that perceived usefulness and perceived ease of use are primary factors
influencing an individual's intention to use a technology. In the context of Al in cybersecurity, TAM
provides a robust framework for assessing not only the perceived benefits (usefulness) of Al but also the
perceived risks and ethical concerns, which can be viewed as factors potentially impeding ease of use or
acceptance. Thus, adapting TAM to include ethical considerations, this study aims to capture a
comprehensive view of how cybersecurity professionals perceive Al's role, balancing its potential benefits
against ethical implications. This approach allows for a nuanced understanding of the factors that may drive
or hinder the acceptance and ethical implementation of Al in cybersecurity practices.

The survey's target demographic encompasses a broad range of respondents, including cybersecurity and
Al professionals, IT experts, academics, and engaged members of the public. In total, the survey was sent
out one hundred and twenty-six times and one hundred and nineteen people responded with a response rate
of 94%. Respondents were able to skip questions and continue with the survey, except the first question
regarding their participation. Thus, not all questions or analyses has one hundred and nineteen responses.
Employing a convenience sampling strategy, the study leveraged SurveyMonkey's audience panel to ensure
a diverse demographic representation.

Participants were selected based on their willingness to engage and their ability to complete the online
survey, with no other specific inclusion criteria imposed.This approach allowed for efficient data collection
while maintaining a broad spectrum of perspectives on the ethical implications of Al in cybersecurity.
Moreover, this study utilizes comparative t-tests to discern differences in perceptions across various
demographic and professional segments. This analytical approach aims to reveal the underpinnings of trust
in Al and to illuminate the ethical considerations that may shape future policies and governance in
cybersecurity.
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Research Questions

This study aims to address the primary research question of how perceptions of Al's benefits in
cybersecurity balance against concerns about its ethical implications, particularly among IT professionals
compared to non-1T individuals. To answer this primary question, we investigate the following specific
research questions:

RQ1: Do perceptions of ethical concerns regarding Al in cybersecurity differ between IT
professionals and non-1T individuals?

RQ2: Are there differences in privacy concerns related to Al in cybersecurity between IT
professionals and non-1T individuals?

RQ3: How do perceptions of the benefits of Al in cybersecurity compared to its ethical risks differ
between IT professionals and non-IT individuals?

Consequently, we formulate the following hypotheses:

H1o: There is no significant difference in perceptions of ethical concerns regarding Al in
cybersecurity between IT professionals and non-IT individuals.
H1.: There is a significant difference in perceptions of ethical concerns regarding Al in
cybersecurity between IT professionals and non-IT individuals.

H2.: There is no significant difference in privacy concerns related to Al in cybersecurity between
IT professionals and non-1T individuals.
H2,: There is a significant difference in privacy concerns related to Al in cybersecurity between
IT professionals and non-IT individuals.

H3.: There is no significant difference in perceptions of the benefits of Al in cybersecurity
compared to its ethical risks between IT professionals and non-IT individuals.
H3,: There is a significant difference in perceptions of the benefits of Al in cybersecurity
compared to its ethical risks between IT professionals and non-1T individuals.

A survey was created to test the hypothesis and can be found in Appendix A. These hypotheses will be
tested using independent samples t-tests to compare the mean scores of IT professionals and non-IT
individuals on scales measuring ethical concerns, privacy concerns, and benefit-risk perceptions related to
Al in cybersecurity. The results of these tests will provide insights into how professional background
influences perceptions of Al in cybersecurity, particularly regarding ethical considerations and the balance
between benefits and risks.

Results

User attitudes were measured of the use of Al in cybersecurity and whether that raises significant ethical
concerns for the respondent. Table 1 presents the descriptive statistics for all survey questions.
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I believe Al technology can significantly improve

transparent about their ethical guidelines.

. 3.42990654 3 4 1.03806923
cybersecurity.
I am concerned about the misuse of Al in cybersecurity. 3.93457944 4 4 0.97391476
Al in cybersecurity will lead to more advanced forms of 371962617 4 4 0.92954029
cyber threats.
The use of Al in cybersecurity raises significant ethical 357943925 4 4 1.04644396
concerns for me.
_I am worried abouF the potential for Al in cybersecurity to 3.88785047 4 4 0.8614063
invade personal privacy.
The benefits of Al in cybersecurity outweigh its ethical risks. | 3.14953271 3 3 1.14762871
I trust Al to make ethical decisions in cybersecurity contexts. | 2.85981308 3 3 1.23966367
A_I systems_ are reliable e_:nough to handle complex ethical 2 85046729 3 3 11639534
dilemmas in cybersecurity.
!—|uman overs!ght is necessary to ensure the ethical use of Al 38952381 4 5 110873984
in cybersecurity.
Thgre is a need f(_)r stricter regulations governing the use of 3.90654206 4 4 0.97644629
Al in cybersecurity.
| am confident that current Iavys adequately address the 2 78504673 3 3 1.21335367
ethical use of Al in cybersecurity.
Organizations using Al in cybersecurity should be 3.95327103 4 5 1.09357625

Participants were split into two groups: those who are in the IT and cybersecurity field, and those who are
not in the IT and cybersecurity field. As shown in Table 2, both groups have similar means (3.53 for IT and
3.68 for non-IT) and the same median (4), indicating that both groups tend to agree that Al in cybersecurity

raises significant ethical concerns

Table 2: Perceptions on Ethical Concerns

. Standard

Respondent Type Mean Median Mode Range Deviation
In IT/Cyber Field 3.53 4 34 4 1.11
Not in IT/Cyber Field 3.68 4 0.99

Additionally, user attitudes were measured on whether Al in cybersecurity can invade personal privacy and
are shown below in Table 3. Non-IT respondents have a slightly higher mean (3.99) compared to IT
respondents (3.76), suggesting that non-IT respondents are slightly more worried about Al's potential to

invade personal privacy in cybersecurity
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Table 3: Perceitions on Privaci

In IT/Cyber Field 3.76 4 4 4 0.99
Not in IT/Cyber Field 3.99 4 4 3 0.86

Table 4 presents the respondent type perceptions on whether the benefits of using Al in cybersecurity
outweighed the ethical risks. Respondents in the IT/Cyber field have a higher mean (3.50) and median (4)
compared to non-IT respondents (mean: 3.06, median: 3), implying that IT professionals are more likely to
agree that the benefits of Al in cybersecurity outweigh its ethical risks.

Table 4: Perceptions on benefits outweighing ethical risks

. Standard

Respondent Type ‘ Mean Median Mode Range Deviation
In IT/Cyber Field 3.5 4 4 4 1.16
Not in IT/Cyber Field 3.06 3 3 4 1.07

The standard deviations for both groups across all variables are relatively low (ranging from 0.86 to 1.16),
indicating that the responses are clustered around their respective means. In summary, both IT and non-IT
respondents generally agree that the use of Al in cybersecurity raises significant ethical concerns and are
worried about its potential to invade personal privacy. However, IT professionals are more likely to agree
that the benefits of Al in cybersecurity outweigh its ethical risks compared to non-IT respondents.

Correlation Analysis of Ethical Perceptions tests for those in IT/Cyber professionals as well as those who
were not in IT/Cyber Professionals were performed. This study was interested in examining the
relationships between ethical concerns, privacy issues, and benefit-risk assessments in Al implementation.
The results of the analysis are presented in Table 4.

Table 4: Pearson Correlation Analysis of Ethical Perceptions
\ In IT/Cyber Field Not in IT/Cyber Field

Perceptions on Ethical Concerns r =0.521 (moderate positive r = 0.584 (moderate positive
and Perceptions on Privacy correlation) correlation)

Perceptions on Ethical Concerns
and Perceptions on benefits
outweighing ethical risks

r =-0.186 (weak negative r =-0.298 (weak negative
correlation) correlation)

Perceptions on Privacy and
Perceptions on benefits
outweighing ethical risks

r =-0.206 (weak negative r = -0.409 (moderate negative
correlation) correlation)

Both groups show a moderate positive correlation between Ethical Concerns and Privacy Perceptions,
indicating that as concerns about Al's ethical implications in cybersecurity increase, worries about its
potential to invade privacy also increase. Additionally, both groups show a weak negative correlation
between Ethical Concerns and Perceptions of Benefits Outweighing Risks, and between Privacy
Perceptions and Perceptions of Benefits Outweighing Risks, suggesting that as concerns about Al's ethical
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implications and privacy risks increase, the perception that its benefits outweigh the risks slightly decreases.
Table 6 displays the results of t-tests that were performed. The t-tests reveals no statistically significant
differences between IT and non-IT respondents for all three variables at a 95% confidence level. The p-
value for Variable 3 (0.056) is close to the significance level (0.05), indicating a potential difference
between the two groups that might be significant at a lower confidence level, such as 90%.

Table 6: Comparative Analysis of Ethical Perceptions Between IT and Non-1T Respondents

t-stat p-value null hypothesis

Fail to reject the null hypothesis; there is
-0.704 0.483 no significant difference between the means
of IT and non-IT respondents

Perceptions on Ethical
Concerns

Fail to reject the null hypothesis; there is
Perceptions on Privacy -1.205 0.231 no significant difference between the means
of IT and non-IT respondent

Fail to reject the null hypothesis; there is
no significant difference between the means
of IT and non-IT respondents at a 95%
1.936 0.056 confidence rate. However, the p-value is
close to the significance level, suggesting a
potential difference that might be significant
at a lower confidence level.

Perceptions on Benefits
Outweighing Ethical Risks

RQ1 and H1 (Ethical Concerns):

The t-test results for "Perceptions on Ethical Concerns"” (t-stat = -0.704, p-value = 0.483) fail to reject the
null hypothesis Hlo. This indicates that there is no statistically significant difference in perceptions of
ethical concerns regarding Al in cybersecurity between IT professionals and non-1T individuals.

RQ2 and H2 (Privacy Concerns):
For "Perceptions on Privacy" (t-stat = -1.205, p-value = 0.231), we again fail to reject the null hypothesis

H2o. This suggests that there is no significant difference in privacy concerns related to Al in cybersecurity
between IT professionals and non-IT individuals.

RQ3 and H3 (Benefits vs. Ethical Risks):

The t-test for "Perceptions on Benefits Outweighing Ethical Risks" (t-stat = 1.936, p-value = 0.056) fails
to reject the null hypothesis H3o at the 95% confidence level. However, the p-value is very close to the
conventional significance level of 0.05, suggesting a potential difference that might be significant at a
lower confidence level, such as 90%.

In summary, the Pearson correlation analysis shows similar patterns for both IT and non-IT respondents,
with moderate positive correlations between concerns about Al's ethical implications and privacy risks, and
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weak to moderate negative correlations between these concerns and the perception that Al's benefits
outweigh its risks. The t-tests suggest no significant differences between the two groups for all three
variables at a 95% confidence level, although there is a potential difference for Variable 3 that might be
significant at a lower confidence level. Thus, while our analysis does not provide strong evidence to reject
any of our null hypotheses at the 95% confidence level, it does reveal nuanced differences and relationships
in perceptions between IT professionals and non-IT individuals. The near-significant result for RQ3 and
the descriptive statistics suggest that IT professionals may be more optimistic about the balance of benefits
and risks in Al cybersecurity applications. These findings underscore the importance of considering both
IT professional and public perspectives when developing ethical guidelines and communicating about Al
in cybersecurity.

Discussion
Ethical and Privacy Concerns

The analysis of this data indicates that both IT professionals and non-IT respondents acknowledge the
significant ethical concerns and privacy issues associated with the use of Al in cybersecurity. The analysis
reveals that both IT and non-IT professionals have significant concerns about the ethical implications of
using Al in cybersecurity and its potential to invade personal privacy. This highlights the need for the
cybersecurity industry to prioritize the development of Al systems that are transparent, accountable, and
respectful of user privacy. Cybersecurity professionals should work to establish guidelines and best
practices for the ethical use of Al in their field.

Balancing Benefits and Risks:

However, they differ slightly in how they weigh the benefits against these ethical risks. Since both groups
show concerns about ethics and privacy, there's a clear need for ethical frameworks and privacy guidelines
specific to Al in cybersecurity. Subsequently, organizations may need to prioritize transparency and ethical
Al use to maintain public trust. While both groups recognize the potential benefits of Al in cybersecurity,
they are less likely to agree that these benefits outweigh the ethical risks. This suggests that the industry
needs to focus on developing Al solutions that not only enhance cybersecurity but also mitigate potential
ethical and privacy risks. Cybersecurity professionals should engage in ongoing discussions and
collaborations with ethicists, policymakers, and other stakeholders to strike the right balance between the
benefits and risks of Al in their field. Moreover, the shared concerns between IT and non-IT professionals
suggest a consensus on the importance of developing Al in a way that addresses ethical issues. This could
influence the design, development, and deployment stages of Al systems where ethical considerations are
integral.

Need for Education and Interdisciplinary Collaboration:

The lack of significant differences between IT and non-IT respondents regarding their concerns about Al
in cybersecurity suggests a need for greater education and awareness across all sectors. Cybersecurity
professionals should take the lead in educating both IT and non-IT individuals about the potential benefits,
risks, and ethical implications of Al in cybersecurity. This can help foster a more informed public discourse
and ensure that the development and deployment of Al in cybersecurity align with societal values and
expectations. The analysis underscores the importance of collaboration and interdisciplinary research in
addressing the complex challenges posed by Al in cybersecurity. Cybersecurity professionals should
actively engage with experts from diverse fields, such as ethics, law, social sciences, and computer science,
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to develop holistic approaches to the ethical use of Al in their field. This collaborative effort can help ensure
that the benefits of Al in cybersecurity are realized while minimizing potential risks and unintended
consequences.

Addressing Ethical and Privacy Concerns:

Furthermore, the moderate positive correlation between ethical concerns and privacy issues indicates that
addressing one may positively affect perceptions of the other. Educational programs and public engagement
strategies could help mitigate concerns by demonstrating how Al systems protect privacy while operating
within ethical boundaries. Additionally, the slightly higher worry about privacy invasion among non-IT
respondents suggests that policies related to data protection and privacy need to be communicated more
effectively to the public. This might include creating or updating regulations to ensure privacy in the age
of Al-powered cybersecurity.

Bridging the Perception Gap:

IT professionals are more likely to view the benefits of Al as outweighing its risks. This implies that
professionals who understand the technology also recognize its potential advantages. It may be beneficial
for cybersecurity companies to highlight these benefits, along with safety measures, to the public. The
close-to-significance p-value regarding the perception of benefits outweighing risks suggests there might
be a divide between IT and non-IT respondents. This implies a need for dialogue between Al developers
and the public to reach a common understanding of AI’s role in cybersecurity. Consequently, the
acknowledgment of ethical concerns by professionals in the field may encourage the development of Al
solutions that are not only technically effective but also ethically sound and privacy-preserving. Thus, this
study aims to recognize that ethical and privacy concerns could steer research towards enhancing the ethical
decision-making capabilities of Al and improving privacy-preserving technologies in cybersecurity
solutions. In summary, the data reflects a call for ethical consideration, privacy assurance, and an open
dialogue about the benefits and risks of Al in cybersecurity across all sectors. Cybersecurity and IT
professionals may need to lead the way in developing and promoting Al systems that are trustworthy,
secure, and respectful of ethical norms and privacy. In conclusion, this study highlights the need for the
cybersecurity field to prioritize the ethical development and deployment of Al systems, balancing the
benefits and risks, promoting education and awareness, and fostering collaboration and interdisciplinary
research.

Implications for Practice

The implications for practice from this study are multifaceted, influencing various stakeholders within the
cybersecurity and Al domains. The study's findings could lead to the development of more ethically aware
Al systems. Cybersecurity companies may adopt practices that prioritize transparency and ethical decision-
making in their Al solutions, potentially incorporating features that allow for greater user control over
privacy settings. Moreover, Al developers could use the insights to improve the ethical design of Al
systems. Understanding public and professional concerns could help in creating Al that is more aligned
with societal values, incorporating ethical considerations from the outset of the development process.
Furthermore, insights from the study might inform policymakers regarding public sentiment and
professional viewpoints on the current state of Al in cybersecurity. This could lead to new regulations or
the modification of existing ones to ensure that they are more responsive to the ethical considerations
highlighted by the study.
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Limitations

This research endeavors to shed light on the perceptions of trust and reliability in Al systems as they pertain
to making ethical decisions within cybersecurity. Nonetheless, it is imperative to recognize the inherent
limitations that accompany such an investigation. Survey-based research inherently carries a risk of
response bias, with the possibility that respondents may provide answers they perceive as socially desirable
rather than those that reflect their true beliefs. The subjective nature of the responses is also influenced by
the respondents' emotional state at the time of completing the survey, which could skew the results.

Additionally, the voluntary aspect of participation could introduce self-selection bias. The individuals who
opt to engage with the survey might inherently hold stronger opinions or possess certain characteristics that
differ from those who abstain, potentially impacting the representativeness of the results. Despite a
concerted effort to include a broad array of participants, the reach of the survey might not encompass the
full spectrum of demographic and professional variance seen on a global scale in the fields of cybersecurity,
Al, and IT. This limitation may affect the extrapolation of the study’s findings across different populations
and geographic regions. Furthermore, the research questions, while extensive and formulated to capture a
wide range of perspectives, may not encapsulate the entire breadth of ethical issues inherent in Al's role in
cybersecurity. Subtler ethical nuances or emerging issues may remain unexplored within the confines of
this study. This acknowledgment serves as a reminder that while the study provides valuable insights, it
does not offer an exhaustive overview of the complex ethical landscape of Al in cybersecurity.

To strengthen future research in this area, a more robust theoretical foundation could be developed by
integrating multiple relevant theories. For instance, the Technology Acceptance Model (TAM) could be
complemented by the Protection Motivation Theory (PMT) to hypothesize differences in risk perception
between IT and non-IT professionals. The Theory of Planned Behavior (TPB) could inform hypotheses
about varying levels of privacy concerns based on perceived control over Al systems. Additionally, the
Unified Theory of Acceptance and Use of Technology (UTAUT) could provide insights into how
performance expectancy might influence perceptions of benefits versus risks. By incorporating these
theoretical perspectives, future studies could offer more nuanced predictions and richer interpretations of
findings, particularly in cases where no significant differences are observed between groups. This
theoretical enhancement would not only strengthen the basis for hypothesis formation but also contribute
to a more comprehensive understanding of the complex interplay between professional background, ethical
concerns, and acceptance of Al in cybersecurity contexts. Consequently, future work will address the
aforementioned.

Conclusion

In summary, this study illuminated the multifaceted perceptions of professionals and the general public,
revealing a landscape where optimism is cautiously balanced with skepticism. This study’s findings
disclose a moderate consensus among professionals and the public on the significant ethical concerns posed
by Al in cybersecurity. Notably, the inclination to trust Al with personal privacy and ethical decision-
making does not come without reservations, as reflected by the median scores. While IT professionals
exhibit a tendency to believe that the benefits of Al in cybersecurity slightly outweigh the ethical risks, the
general public's stance suggests that these potential benefits are tempered by concerns over privacy and
ethical decision-making. These insights underscore a pivotal challenge: the need for robust governance
structures that can inspire greater trust in Al systems by ensuring transparency and accountability.
Furthermore, the data articulates a call to action for the cybersecurity industry to emphasize the
development of Al systems that respect ethical norms and individual privacy. The moderate correlation

184



Issues in Information Systems
Volume 25, Issue 1, pp. 175-187, 2024

between ethical concerns and privacy risks indicates a significant relationship where alleviating one concern
could positively influence the other.

The absence of a stark divide in perceptions between IT professionals and non-IT respondents underscores
a broader consensus on the need for transparent, accountable, and ethically guided Al. This revelation is
instrumental for policymakers, who must align regulations and standards with these prevalent concerns,
ensuring that Al innovations in cybersecurity advance without compromising ethical integrity. The near-
significant p-value observed in perceptions regarding the benefits and ethical risks suggests a nuanced
dialogue is necessary. It behooves policymakers and Al developers to engage with both IT professionals
and the public to forge a shared understanding of Al's role and its regulatory landscape in cybersecurity.

As Al's role in national security becomes a focal point for governments, the imperatives for ethical
deployment and public trust become even more acute. This study highlights the criticality of balanced
development where technological prowess must be matched by ethical assurance to foster trust, acceptance,
and the responsible evolution of Al in cybersecurity.
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Appendix A

Survey Questions:

1.

17.
18.
19.
20.

Do you wish to participate in this survey?

a. Yes

b. No
Age Range:

a. 18-25

b. 26-35

c. 36-45

d. 46-55

e. 56+
Are you in the Cybersecurity or IT field

a. Yes

b. No

c. Prefer not to say
| believe Al technology can significantly improve cybersecurity.
| am concerned about the misuse of Al in cybersecurity.
Al in cybersecurity will lead to more advanced forms of cyber threats.
The use of Al in cybersecurity raises significant ethical concerns for me.
| am worried about the potential for Al in cybersecurity to invade personal privacy.
The benefits of Al in cybersecurity outweigh its ethical risks.

. I trust Al to make ethical decisions in cybersecurity contexts.

. Al systems are reliable enough to handle complex ethical dilemmas in cybersecurity.

. Human oversight is necessary to ensure the ethical use of Al in cybersecurity.

. There is a need for stricter regulations governing the use of Al in cybersecurity.

. I am confident that current laws adequately address the ethical use of Al in cybersecurity.
. Organizations using Al in cybersecurity should be transparent about their ethical

guidelines.

. What is your gender? (asked by SurveyMonkey)

a. Male
b. Female
c. Prefer not to say
Region (asked by SurveyMonkey)
Device (asked by SurveyMonkey)
Household income (asked by SurveyMonkey)
Age range (question asked by SurveyMonkey)
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