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Abstract 
 

  

Facial Expression analysis (FEA) is a process that involves recognition and understanding of human 

emotions based on facial cues. While FEA has potential applications in various field, this can also be 

misused, leading to the spread of misinformation through deepfake technology. This research aims to 

evaluate the effectiveness of facial expressions in distinguishing between deepfake and genuine videos, 

addressing the gap in how well FEA can identify manipulated contents. To address this issue, a research 

experiment was conducted to gain an insight into how people react towards deepfake and authentic 

contents. Respondents were shown videos and an analysis was conducted on participant’s facial 

expressions as well as assessing their knowledge of deepfake detection.  A survey was designed to test 

their confidence with the level of deepfake and authentic video identification, trust, security, and attitude 

towards them. Facial expressions were analyzed using Noldus FaceReader 7 to detect and classify 7 facial 

expressions (such as happy, sad, neutral, angry, surprised, disgusted, and other). The study findings 

indicate that FaceReader analysis discerns a statistically significant difference in emotional responses 

between real and deepfake videos, while participants reported a higher percentage of neutrality (70% vs. 

62.5%) in real videos compared to deepfakes.  

 

 

Keywords: Facial Expression Analysis (FEA), facial expression recognition, emotion recognition, Deep 
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Introduction  
 

Facial expression analysis (FEA) has a rich history in the field of psychology and research, with its roots 

traced back to the work of Charles Darwin in the 19th century. The study of facial expressions continues to 

provide a fascinating window into human behavior and emotions, aided by the latest technological 

innovations. Significant advancements and standardization occurred in the late 20th century with the 

development of the Facial Action Coding System (FACS) by Ekman and Friesen (1978). This system 

provided a structured approach to categorizing and describing facial movements, laying the foundation for 

the systematic analysis of facial expressions. Researchers, such as Silvan Tomkins and Carroll Izard, have 

identified a core set of fundamental facial expressions linked to distinct emotions, such as happiness, 

sadness, anger, fear, and surprise. In recent years, the field has been further revolutionized by modern 

computer vision and machine learning techniques, enabling automated and highly precise facial expression 

analysis. This technology has applications in psychology, human-computer interaction, marketing, and 

security, offering valuable insights into emotional states, cognitive processes, and user experiences. Despite 

the technology advance there is a challenge with facial expression analysis and its ability to cope with the 

variability in facial features. Faces exhibit significant variations in terms of shape, size, features, lighting 
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conditions and environment, posing difficulties for facial expression recognition systems. To address these 

challenges, researchers have devised various methods for facial expression analysis which has shown 

considerable progress in recent years. Thus, the purpose of this manuscript is to report the results of the 

testing of Noldus FaceReader on facial expression analysis. 

 

Figure 1 shows a basic overview of steps involved in facial expression recognition, but the specific 

implementations may vary depending on the techniques and algorithms used by different systems. The 

process begins with acquiring input images or video frames containing human faces and preprocessing steps 

are applied such as resizing, normalization, face detection, face alignment to enhance the quality for 

analysis. Relevant features need to be selected from preprocessed images to represent facial expressions 

and once features are selected, feature extraction through different methods is required. Extracted features 

are fed into the classifier to predict the facial expression present in the input and the output of the FER 

includes the predicted facial expression labels for each input image or frame.  

 

 
  
 

 

Figure 1: Generic Workflow of FEA 

 

The primary objectives of facial expression analysis include: 

  

i. Emotion Recognition: To accurately identify and classify emotions expressed on individuals' 

faces. This can help researchers, psychologists, and marketers understand emotional responses to 

various stimuli, products, or experiences. 

ii. Cognitive State Assessment: To assess cognitive processes, such as attention, engagement, and 

mental workload, by analyzing facial expressions. This is valuable in fields like human- computer 

interaction and user experience research. 

iii. Deception Detection: To identify signs of deception or concealed emotions through micro 

expressions or subtle facial cues, which can be critical in legal and security contexts. 

iv. Psychological Research: To investigate emotional disorders, mood changes, and psychological 

well-being by analyzing facial expressions as indicators of mental health. 

v. Human-Computer Interaction (HCI): To enhance HCI systems by enabling machines to 

recognize and respond to users' emotional cues. This can improve the user experience and make 

technology more responsive and adaptive to human emotions. 

 

Facial expression analysis has experienced significant advancements with the help of technology and 

innovative tools such as Noldus FaceReader. FEA tools can leverage computer vision and machine learning 

to automate the interpretation of facial movements, making the analysis more efficient and accurate. Noldus 

Information Technology and Noldus FaceReader are discussed further in the next section.  
 

 

Background 

 
A. Noldus Information Technology 

 

Noldus offers a wide range of solutions tailored to the needs of researchers, enabling them to conduct 

comprehensive and accurate behavioral analysis. The company's tools are designed to capture, analyze, and 

interpret human and animal behavior, making them valuable assets for a diverse array of applications 

(Technology, 2023a). Security Measures: While specific details about Noldus' security measures are not 
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provided in the original text, it's essential to understand that any organization that deals with data, especially 

in fields like behavioral research, must prioritize data security and privacy. Here are some common security 

considerations that organizations like Noldus might implement: 

 

1. Data Encryption: Secure transmission of data is crucial. Noldus is likely to use encryption 

protocols to protect data in transit. 

2. Access Control: Access to sensitive data and systems would be restricted to authorized personnel. 

User authentication and authorization mechanisms are typically in place to ensure data is accessed 

only by those with appropriate permissions. 

3. Data Storage: Data storage solutions should adhere to best practices for security. Sensitive data 

may be stored in secure, encrypted databases or cloud platforms with strong access controls. 

4. Compliance: Noldus may comply with relevant data protection regulations, such as the General 

Data Protection Regulation (GDPR) in Europe, to ensure that they handle personal and sensitive 

data responsibly. 

5. Regular Audits and Monitoring: Ongoing monitoring and audits of security practices are 

essential to identify and address potential vulnerabilities. 

  

B. Noldus FaceReader 
 

One of Noldus' flagship products is FaceReader, a sophisticated automated facial emotion recognition and 

analysis software, This current version is FaceReader 7 and is known for a focus on its ability to accurately 

identify standardized facial expressions representing fundamental emotions The FaceReader software 

employs cutting-edge technology, including computer vision and machine learning techniques, to 

automatically recognize and code a wide range of facial expressions (Technology, 2023b). Key Features of 

Noldus FaceReader include: 

  

1. Facial Expression Analysis: FaceReader is designed to analyze and interpret facial expressions 

with high precision, providing insights into emotional states and cognitive responses. 

2. Automated Processing: It can process images and videos, making it suitable for both real- time 

and batch analysis. This automation significantly reduces the need for manual coding, saving 

researchers time and effort. 

3. Emotion Recognition: FaceReader can identify and classify various emotions, enabling 

researchers to assess how individuals react to different stimuli or situation. 

4. Applications: FaceReader has found applications in numerous fields, including psychology, 

market research, and human-computer interaction. It is used to understand emotional responses, 

user experiences, and the effectiveness of products or content. 

 

Noldus FaceReader 7 is a software solution for automated emotion recognition that leverages computer 

vision and machine learning algorithms to detect and interpret facial expressions. It operates by analyzing 

the face in terms of Action Units, providing a quantitative assessment of emotions by analyzing specific 

facial muscle activations. This software is proficient in identifying a range of basic emotions, including 

happiness, sadness, anger, fear, surprise, and disgust. It utilizes the Facial Action Coding System (FACS) 

which is a well-established technique for manually coding and analyzing facial expressions in research 

contexts. The FACS system relies on a list of codes and definitions that describe the movement of individual 

facial muscles. These code definitions are referred as Action Units (AU) or Action Descriptors (AD). Each 

AU identifies and quantifying individual muscles whereas each AD identifies muscle groups. The 

intensities of the FACS can be annotated by adding a letter A-E to each AU as a measurement of minimal 

to maximum intensity. In the context of security, it is essential for Noldus to ensure that the data collected 
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and processed by FaceReader is adequately protected. This includes data encryption, access control, and 

other security measures to safeguard the privacy and confidentiality of research participants.  

 

The above introduction provides a rationale for why FEA is a valuable tool in our study. We employ Noldus 

technology for our facial expression analysis. There are multiple vendors such as IMotions and Noldus as 

well as open source options, namely the PyFeat Python Library. Noldus provided a good value to feature 

compromise and had the visual features required by this work as opposed to PyFeat which has no visual 

component. In this work, our research objectives are:  

 

A. Evaluate how well Noldus FaceReader 7 distinguishes facial expressions in deepfake and authentic 

videos.  

 

B. Analyze emotional responses (neutral, happiness, sadness, angry, surprised, scared, disgusted) of 

participants to deepfake and genuine videos using Noldus FaceReader 7.  

 

C. Investigate participant’s attitudes and perceptions towards distinguishing deepfake and authentic 

videos based on their facial expressions and emotional reactions, assessing confidence levels in 

identifying manipulated content. 

 

D. Examine differences in race and gender concerning awareness levels, interest, and concerns about 

deepfakes and AI technology 

 

Figure 2 shows an example of using Noldus Face Reader to analyze facial expression of a participant from 

our study. 
 

Figure 2: Example of FEA of a participant from video through Noldus Face Reader 

 

 

Literature Review 
 

Several studies have investigated various aspects of Facial Expression Analysis (FEA) and its applications, 

including automated facial coding software, machine learning techniques, and emotional expression 
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detection. In the following section, we provide information about studies related to FEA and Noldus 

technologies. 

 

Skiendziel, Rösch, and Schultheiss (2019) conducted an assessment of Noldus FaceReader 7 by scrutinizing 

the software's capability to discern and interpret distinct facial actions, which they measured in Action Units 

(AUs). The study compared its results with manual coding using the Facial Action Coding System (FACS). 

Their results found on average, FaceReader 7 exhibited approximately 80% accuracy in correctly 

classifying emotional facial expressions, particularly excelling in certain Action Units. This study 

highlights the practical implications and limitations of using automated methods for facial expression 

recognition, demonstrating moderate accuracy similar to previous versions of FaceReader. 

 

Lewinski, Den Uyl, and Butler (2014) tested automated facial coding software for basic emotion 

recognition on two public datasets. They found that FaceReader 6.0 achieved an 88% recognition rate for 

basic emotions and an average FACS index of agreement of 0.69. While not reaching the FACS certification 

threshold, it indicated potential for using software to accurately detect specific action units. This research 

helped to add to the body of knowledge by assessing the performance and validity of widely used AFC 

software like FaceReader. The study used two validations methods. The first validation measured basic 

emotions by matching accuracy scores that were calculated by recognizing basic emotion facial 

expressions. The second validation technique compared the FaceReader FACS agreement index (recall, 

prevision, F1, accuracy and SAFP) to human coders. The results of the experiment provided evidence that 

FaceReader matched human accuracy in basic emotion recognition, achieving 88% for WSEFEP and 89% 

for ADFES, like typical human performance. In regards to FACS coding, FaceReader reached an agreement 

of 0.70 (weighted average) for WSEFEP and 0.68 for ADFES, performing reasonably well, especially in 

comparison to novice human coders (Lewinski et al., 2014). 

 

Porter and Ten Brinke (2008) explored the existence of inconsistent emotional expressions and micro 

expressions (brief facial expressions lasting 1/25 to 1/5 of a second) in both genuine and deceptive 

emotions. Facial expressions play a crucial role in conveying emotions and are often used to assess others' 

feelings and intentions. Deception can complicate this process as people can be skilled in altering their 

facial expressions. To address this concern, their study aimed to determine if subtle signs can be reliably 

detected as deception. In their study, 41 undergraduate students, predominantly female, with a mean age of 

21.51 years, participated in a task involving emotional expression while viewing images from the IAPS 

database. An additional six naive volunteers assessed the authenticity of these expressions. Facial 

expressions were recorded using a Sony MiniDV video camera, and trained coders analysed 104,550 frames 

to identify universal expressions, micro expressions, and blink frequency. Observers could identify 

deceptive facial expressions above chance but with notable inaccuracies, particularly for sad and fearful 

expressions. The results of their study offered insight into the validity and prevalence of emotional 

falsification, which had been largely unexplored in the existing literature (Porter & Ten Brinke, 2008).  

 

Namba, Sato, Osumi, and Shimokawa (2021) focused on documenting the progress of affective computing 

by comparing different automated detection of facial movements programs. They assessed three unique 

methodologies, FaceReader, OpenFacr, and AFAR systems, by evaluating their performance across various 

expressions, and analyzing biases in AU detection. They employed three distinct facial datasets, and 

meticulously coded frame by frame by FACS coders to evaluate the performance of automated AU 

detection systems. These datasets covered a range of expressions, including in-the-wild social media data 

collected from YouTube videos, posed expressions of emotions, and conversational data. Various other 

performance metrics were calculated based on the ROC-AUC score and biases in AU detection were 

explored by comparing predicted AU co-occurrence with actual data using correlation matrices. All 

analyses were conducted using the R statistical software. Overall, FaceReader consistently underperformed 
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compared to OpenFace and AFAR. OpenFace and AFAR exhibited similar performance, with OpenFace 

having a broader range of detected AUs. The systems demonstrated generalizability, performing well in 

diverse contexts like in-the-wild, posed, and conversational scenarios. AFAR showed relatively less bias in 

predicting AU co-occurrence compared to OpenFace and FaceReader (Namba et al., 2021). 

 

Küntzler, Höfling, & Alpers, (2021) evaluated and compared Microsoft Azure Face API, Face++, and 

FaceReader on their ability to perform face detection, verification and to recognize human emotion 

recognition for both standardized and non-standardized expressions. The analysis included evaluating 

differences in genuineness ratings, calculating accuracy, sensitivity, and precision for emotion 

classification, and using ROC analysis to compare FER tools with human data. All analyses were performed 

using R and relevant packages. The study found that Facial Expression Recognition (FER) systems perform 

better in recognizing emotions from standardized, prototypical facial expressions compared to non-

standardized, more naturalistic expressions. FaceReader excelled on standardized data, while Azure 

performed better on non-standardized data. However, all FER systems exhibited a significant drop in 

accuracy when faced with non-standardized expressions, and humans outperformed FER systems in 

recognizing fear and anger in these naturalistic expressions (Küntzler et al., 2021). 

 

Danner, Haindl, Joechl, and Duerrschmid (2014) investigated the reactions evoked by the taste of different 

juices, focusing on self-reported liking, autonomous nervous system (ANS) responses, and implicit and 

explicit facial expressions. Their research explored four hypotheses: (1) Different juices elicit distinct ANS 

responses, (2) Implicit and explicit facial expressions differ in response to sensory stimuli, (3) Self-reported 

liking correlates with ANS parameters and facial expressions, and (4) ANS parameters, facial expressions, 

and self-reported liking differentiate between juice samples. The study involved 81 participants, who tasted 

five different juices and provided self-reported liking ratings. ANS responses, including SCL, skin 

temperature, heart rate, and PVA, were measured during and after tasting the juices using an implicit 

approach. Additionally, participants were asked to display their liking for the juices through an intentional 

facial expression in an explicit approach. The use of FaceReader 5 software enabled the analysis of 

spontaneous facial expressions, including "angry," "disgusted," "happy," "sad," "scared," and "surprised," 

along with "neutral." According to the study, different juices elicited different facial expressions and ANS 

responses. The authors concluded that facial expressions and ANS responses can be used to measure 

people’s emotional responses to food (Danner et al., 2014). 

 

Nadeeshani, Jayaweera, and Samarasinghe (2020) performed a study that utilized machine learning (ML) 

techniques to predict facial emotions based on the Facial Action Coding System (FACS). The study also 

investigated the contribution of individual Action Units (AUs) to predicted emotions, offering valuable 

insights for addressing health-related issues associated with facial muscle movements. It introduced key 

tools and techniques, including the use of Openface for generating facial landmarks and AUs. Eighteen 

AUs are used for the analysis, and Openface predicted both the intensity and presence of these AUs. The 

study employed four ML models, including Decision Tree classifier, Gaussian Naive Bayes classifier, K 

Nearest Neighbor classifier, and Support Vector Classifier. These models were contrasted with a deep 

learning ensemble-based convolutional neural network (CNN) approach. The results found the K Nearest 

Neighbor classifier to be the most effective model for emotion prediction, particularly for anger and 

sadness. The accuracy of the ML models (80%) was compared to that of the deep learning CNN model 

(86.66%). It highlighted the benefit of ML techniques in justifying predicted emotions by demonstrating 

the contribution of each AU, which can aid clinicians and health professionals in identifying abnormalities 

and their causes (Nadeeshani et al., 2020). 

 

Yang, Zhang, Chen, and Khan (2019) presented a method for Facial Expression Recognition (FER) that 

utilized Facial Action Units (AUs) and multiple classification techniques to map AUs to eight facial 
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expressions. The study highlighted the feasibility of running this method on low-configuration computers 

and demonstrating it as promising solution for real-time applications. The study primarily focuses the 

extraction of facial AUs using both appearance and geometric features and the classification of these AUs 

into eight basic expressions. The authors used 68 facial landmarks and Histograms of Oriented Gradients 

(HOG) to compute AU features. The study employs three classification methods - Support Vector Machine 

(SVM), Extreme Gradient Boosting (Xg-boost), and Deep Neural Networks (DNN) - to map AUs to facial 

expressions. The results from three different classification methods were compared on these datasets, and 

the study found that the proposed method achieved better results on the CK+ dataset, particularly with the 

Xg-boost classifier. The authors attribute the performance difference between the datasets to the image 

quality and clarity. The study also assessed the real-time performance of the FER system, demonstrating its 

ability to achieve real-time facial expression recognition using a standard notebook computer, an Intel i5- 

8300 processor, and 8GB of memory. This analysis demonstrated that combining AUs significantly 

improves recognition accuracy for each expression, underscoring the importance of feature selection and 

combination in FER systems (Yang et al., 2019). 

 

Wongpatikaseree, Hnoohom, Yuenyong, and Jaidee (2021) proposed a comprehensive framework for 

detecting action units to understand facial expressions and emotional states. The proposed framework 

attempts to integrate two approaches: feature engineering for enhancing regression model accuracy and 

bottleneck features for improving deep learning model performances. The authors introduced multi-label 

classifications models using pre-trained weights from ImageNet, specifically AlexNet and VGG16, and 

they tested on 10 and 17 action units. The experiment found the deep learning models of AlexNet and 

VGG16 outperformed regression models, thus highlighting the superiority of neural network architecture 

in this domain. The AlexNet with bottleneck features demonstrated an 11% accuracy and the 17-action unit 

experiment revealed that VGG19 and inceptionV3 achieved highest accuracy among the deep learning 

models outperforming regression models and model from other studies (Wongpatikaseree et al., 2021). 

 

Gupta (2018) conducted a study focused on the automatic recognition of facial emotions using machine 

learning algorithms applied to both real-time videos and static images. The study utilized databases like 

Cohn-Kanade (CK) and Extended Cohn-Kanade (CK+) which are annotated with Facial Action Coding 

System (FACS) labels for emotion classification. The methodology involved three stages: face detection 

using HAAR filters from OpenCV, feature extraction and emotion classification with Support Vector 

Machines (SVM), to classify facial expressions into only eight universal emotions. The study achieved an 

impressive accuracy of around 94.1% using SVM for emotion classification, demonstrating the 

effectiveness of machine learning-based approaches in facial emotion recognition tasks. This study also 

contributed by providing insights of performance and limitation of machine learning model to inform the 

development of robust and advanced techniques for deep fake detection based on facial expression analysis 

(Gupta, 2018). 

 

Babajee, Suddul, Armoogum, and Foogooa (2020) presented a deep learning neural network-based method 

for facial expressions classification that achieved an accuracy of 79.8% for recognizing seven basic human 

emotions, this achievement holds substantial implications for various applications, including human 

computer interaction, affective computing, and psychological research. Their study utilized the Face 

Expression Recognition (FER2013) dataset, a comprehensive collection comprising 32,298 labeled images. 

This dataset was employed for both training and testing the proposed deep learning model. The author opted 

for a Convolutional Neural network (CNN) architecture to implement their facial expression classification 

model. The utilization of CNN in this study demonstrated superior performance in image classification with 

79.8% accuracy, compared to other neural network-based classifiers. Their findings contributed to the 

growing body of literature focused on leveraging deep learning techniques for facial expression recognition 

(Babajee et al., 2020). 



Issues in Information Systems 
Volume 25, Issue 1, pp. 159-174, 2024  

 
 

166 

 

Ekman, Friesen, and O'sullivan (1988) performed a study that addressed the difference between smiling 

patterns, particularly when evaluating the authentication of emotions. Specifically, the human smile, often 

considered a universal expression of happiness, conceals a language of emotions that extends beyond mere 

facial movements due to the complexity of the smile. By recognizing the interplay of muscular actions and 

the contextual facial expressions, this study provides a contribution towards deeper understanding of how 

smiles can be indicative of both genuine and deceptive emotional experiences. The finding underscores the 

importance of more granular analysis of facial expressions to enhance the accuracy of emotion detection in 

interpersonal interactions (Ekman et al., 1988). 

 

Our research builds upon the foundational insights provided by the reviewed literatures on automated facial 

coding systems and their applications in emotion recognition. While previous studies have primarily 

focused on assessing software capabilities and emotion classification, our work diverges by applying facial 

expression analysis (FEA) specifically to detect deepfakes. This approach addresses a significant gap in the 

literature, as none of the reviewed studies have directly explored the use of FEA for deepfake detection. By 

leveraging tools like Noldus FaceReader to interpret participant’s emotional reactions to deepfake and 

authentic videos, our study aims to contribute to advancing the field's ability to combat misinformation and 

enhance trust in digital media. 

 

Methodology 
 

This study investigated facial expression analysis technology to understand the analyzation of facial 

expressions. We begin by providing the research purpose along with research questions and hypothesis. 

This is followed by the techniques used in the methodology. Researchers have used different approaches 

such as the facial action coding system which uses specific facial actions to detect and classify facial 

expressions, other machine learning approaches by training the algorithms to recognize and classify the 

facial expressions using images and videos of faces. This study was interested in learning how well 

technology could discern facial emotions, and how confident people could identify deepfake. This study 

was also interested in how much people read about AI, their interest and level of concern about deepfakes 

as well as their awareness levels. The specific research questions are listed below: 

 

R1  Overall, can people tell a difference between deepfake and authentic videos? 

R2 Can people tell if there is a difference between deepfake and authentic videos when a famous 

person is involved? Does race make a difference? 

R3  Are there any differences in race or gender when it comes to reading about AI? 

R4 Are there any differences in race or gender when it comes interest, level of concern, or awareness 

of deepfakes? 
 

The following hypothesis were created from the research questions. 

 

1. All Real and All Fake Video:  

H10: There is no significant difference in participants reported confidence of video authenticity between 

the All Real and All Fake groups. 

H1a: There is a significant difference in participants reported confidence of video authenticity between 

the All Real and All Fake groups. 

 

2. Elon Musk Real vs Elon Musk Fake video:  

H20: There is no significant difference in participants reported confidence of video authenticity between 

the Elon Real and Elon Fake groups. 
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H2a: There is a significant difference in participants reported confidence of video authenticity between 

the Elon Real and Elon Fake groups.  

 

3. Obama real vs Obama Fake video: 

H30: There is no significant difference in participants reported confidence of video authenticity between 

the Obama Real and Obama Fake groups. 

H3a: There is a significant difference in participants reported confidence of video authenticity between 

the Obama Real and Obama Fake groups. 

 

4. Gender differences in AI Reading, Deepfake Interest, Deepfake Concern, Deepfake Awareness 

H4a0: There is no significant difference in gender reported amounts of AI reading.  

H4aa: There is a significant difference in gender reported amounts of AI reading.  

 

H4b0 There is no significant difference in gender reported amounts of Deepfake interest.  

H4ba: There is a significant difference in gender reported amounts of Deepfake interest.  

 

H4c0 There is no significant difference in gender reported amounts of Deepfake concern.   

H4ca: There is a significant difference in gender reported amounts of Deepfake concern . 

 

H4d0 There is no significant difference in gender reported amounts of Deepfake awareness; 

H4da: There is a significant difference in gender reported amounts of Deepfake awareness; 

 

5. Race differences in AI Reading, Deepfake Interest, Deepfake Concern, Deepfake Awareness 

H5a0: There is no significant difference in race reported amounts of AI reading.   

H5aa: There is a significant difference in race reported amounts of AI reading.  

 

H5b0: There is no significant difference in race reported amounts of Deepfake interest.   

H5ba: There is a significant difference in race reported amounts of Deepfake interest.  

  

H5c0: There is no significant difference in race reported amounts of Deepfake concern.  

H5ca: There is a significant difference in race reported amounts of Deepfake concern.  

 

H5d0: There is no significant difference in race reported amounts of Deepfake awareness; 

H5da: There is a significant difference in race reported amounts of Deepfake awareness; 

 

The following techniques involving our methodology are shown in Figure 3:   

 

 
 

 

 

 

 

 

 

 

 
Figure 3: Methodology of the experiment 
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1. 4 videos—two deepfakes and two real videos used in the experiment. Each participant viewed the 

authentic and deepfake videos randomly. 

2. The facial expressions of the participants when watching them was recorded. 

3. Noldus FaceReader was utilized to analysis the facial expressions (happy, angry, sad, surprised, 

neutral, disgusted) 

4. 40 Participants completed a survey through Qualtrics so collects their confidence on deepfake video 

identification as well as seeking their perspective on the importance of securities and the 

dissemination of false information. 

5. Following survey completion, we conduct statistical analysis in Microsoft Excel to discern if there 

is any significant difference in the participants based on the collected survey data. 
 

A. Deep Fake and Authentic Videos 

Deep Fake Video is a type of manipulated and altered video using artificial Intelligence and deep learning 

techniques. This can create fake portrayal of a person and generate fabricated content. Moreover, deepfake 

videos can manipulate facial expressions, voice and appearance of a person which can impact in terms of 

spreading misinformation. In contrast, authentic Video is a genuine video of a real event of persons of actual 

actions and statements.  

 

This research experiment involved a total of four videos. The videos comprised of two pairs of deepfake 

and authentic videos featuring two different people. The videos were collected from Twitter and YouTube. 

To ensure the diversity of the experiment, 40 different individuals were selected and are as follows: 26 

males and 14 females with dissimilar factors such as gender, age, race, education level. This approach 

helped to obtain a clear understanding of how participants from different demographics react to deepfake 

and authentic contents. The participants ‘reactions and facial expressions were recorded when they watched 

the deepfake and authentic videos.  

 

To minimize the potential bias in the outcome, the videos were presented randomly to participants. Each 

participant experienced a unique viewing order. The videos are presented to individuals in a rotation of the 

following order (listed below) where we labeled the authentic videos as BOX1 for Obama real (Figure 4), 

deepfake videos as BOX2 for Obama fake (Figure 5), and EMY1 for Elon Musk real (Figure 6) and EMY2 

for Elon Musk Fake (Figure 7).  

𝑃𝑒𝑟𝑠𝑜𝑛 1: 𝐵𝑂𝑋1, 𝐵𝑂𝑋2, 𝐸𝑀𝑌1, 𝐸𝑀𝑌2 
𝑃𝑒𝑟𝑠𝑜𝑛 2: 𝐵𝑂𝑋2, 𝐸𝑀𝑌1, 𝐸𝑀𝑌2, 𝐵𝑂𝑋1 
 𝑃𝑒𝑟𝑠𝑜𝑛 𝑁: 𝑅𝑜𝑡𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑡ℎ𝑒 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 

  

Figure 4 Authentic image from video BOX1 Figure 6 Authentic image from video EMY1 
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Figure 5 Deepfake image from video BOX2   Figure 7 Deepfake image from video EMY2 

B. Facial Expression Analyzation 

The participants were recorded with QuickTime Player for Mac OS X Version 10.5 (1154.4.2) and 

performed analysis with Noldus FaceReader.  

 

C. Noldus FaceReader Analyzation:  

The prerecorded videos of each participant are uploaded to Noldus: FaceReader for analyzation, shows in 

Figure 8. The analysis findings are visualized as line charts, bar graphs, pie charts by classifying facial 

expressions and action units which indicate the percentage for each emotion (happy, sad, angry, surprised, 

neutral, disgusted). Moreover, the circumplex model can be visualized the expressions valence and intensity 

of arousal.  

 

 

 

 

  
 

 

Figure 8: Noldus FaceReader Facial Expression Analyzation 

 

D. Survey through Qualtrics and E. T-test Analysis 

This research utilized Qualtrics to conduct surveys that systematically gather valuable data and insights 

from each participant (40) following their viewing of both deepfake and authentic videos. For each video, 

the survey had a total of 11 questions. This survey encompassed questions related to demographics, the 

ability to distinguish between deepfake and 

authentic content, trust related queries, risk related queries and attitude-based questions. T-tests were 

conducted in Microsoft Excel to evaluate the results and determine the level of significant difference 

between deepfake and authentic videos based on the data gathered from participant’s Qualtrics surveys.  

 

Results 
 

The results of this study yield intriguing findings. Qualtrics surveyed data based on participants’ 

demographics and other data based on videos enriched our understanding of public sentiments. To delve 

deeper into facial expressions, prerecorded videos were processed using Noldus: FaceReader. The overall 

outcome between the tools displayed quite similar in terms of emotions. For example, Noldus: FaceReader 

shows detailed expressions with detailed expression intensity, summary, valence with high accuracy.  

 

 

  

Participant Pre-recorded 

video 
Analyzation Noldus FaceReader 
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A. Qualtrics Survey Results 

 

Tables 1 through 3 show the summary statistics of the demographics in terms of age, gender and race.   

 

Table 1: Age    Table 2: Gender   Table 3: Race 

    
Along with capturing demographics data, asking about confidence levels of authenticity, we asked 

participants questions adapted from questions from the study by(Ng, Kankanhalli, & Xu, 2009) and these 

are presented in Table 4.   

 

Table 4: Survey Questionnaire Items 

 
 

We then used ANOVA to test out our hypothesis to determine if any differences existed among race and 

reading in regard to AI related newsletters, and interest, concern, and awareness about deepfakes. Our 

ANOVA revealed different in interest of AI between men and women with men reporting a higher interest 

in AI topics (F=8.845 p < 0.01), thus H4ba is supported. ANOVA also revealed (F=4.919 p = 0.013) thereby 

indicating a significant difference between gender groups when it came to awareness of deepfake, thus 

H4da is supported. Future tests were conducted on the other two hypothesis and the p-values results were 

too high to support any findings of differences in race and gender in regards to interest and concern of 

deepfakes. Following the ANOVA, we perform a Tukey post-hoc analysis to determine where the 

significant differences reside and determined that a significant difference exists between Black/African 

American and Asian (p = 0.011) whereby Asians read more AI related newsletters, hence thus H5aa is 

supported ; however, we found no other significant differences between races in regards to Deepfake 

interest, concern, and awareness.  

 

B. Facial Expressions Analyzation Results 

 

The analysis of each participant’s emotional states is conducted through FaceReader for BOX1, BOX2, 

EMY1, EMY2 videos. Noldus FaceReader was used to analyze participant emotions by categorizing 

emotions such as happy, sad, angry, surprise, neutral, disgusted and other based on facial cues and 

expressions exhibited by participants watching authentic and deepfake videos. The emotional categories 

assigned by FaceReader are determined autonomously using predefined algorithms and facial recognition 

techniques, without direct human intervention or judgment. This analysis through Noldus rates participant 

emotions via facial expression analysis. Figure 9 shows the FaceReader determined that real video’s 
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participants expressed 2.5% surprise, 70% neutral, and 4.4% as other whereas for deepfakes participants 

were 2% surprised, 62.5% neutral, and 5.7% other.  

 

 
Figure 9: Authentic vs Deepfake FaceReader 7 results 

 

A t-test was performed to compare the distribution of emotional expressions between real and deepfake 

videos. Results of t-testing between the real and deepfakes reveal only one significant difference in the 

neutral category with t-stat = 2.37, t-critical = 1.73, p = 0.01 indicating a significant difference between 

neutral emotions between real and deepfake.  

 

C. T-Test Analysis from Surveyed data 

 

To determine if there is any significant difference between the deepfake and authentic videos based on the 

participants' surveyed data for each video, t-tests were conducted. The outcome of the t-test, Table 5, from 

the surveyed data is as follows. 

 
Table 5: T-Test Outcome 

 confidence level video 

authenticity between 

groups (P(T<=t) one tail) 

confidence level video 

authenticity between groups 

(P(T<=t) two tail) 

Results 

Elon Real vs Fake 
0.00140006 0.00280012 P<0.05, sig. diff 

Obama Real vs Fake  
0.00000187 0.00000375 P<0.05, sig. diff 

All Real vs All Fake  
0.00000002 0.00000005 P<0.05, sig. diff 

As per the t-test outcome from surveyed data from our participants, we can consider our hypotheses 

which are shown in Tables 6, 7, and 8: 

 
Table 6: t-test for All Real vs All Fake 

t-Test: Paired Two Sample for Means 

  All Real All Fake 

Mean 3.4625 4.9875 

Variance 3.1125 3.3289557 

Observations 80 80 

Pearson Correlation 0.2102391  

df 79  

t Stat -6.04703339  

P(T<=t) one-tail 0.00000002  

t Critical one-tail 1.66437141  

P(T<=t) two-tail 0.00000005  

t Critical two-tail 1.99045021  
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Tables 6 shows the results of the t-tests between All Real versus All Fake videos which indicate the obtained 

P-value (0.00000005) and the t-statistic (-6.047) is negative so we can verify that the mean score of all real 

conditions is significantly lower than all fake conditions. P<0.05, as such we reject null hypothesis as there 

is a significant difference in the level of confidence regarding video authenticity between the All Real and 

All Fake groups and H1a is supported.  

 
Table 7 t-Test for Elon Musk Real vs Elon Fake            Table 8: t-test for Obama Real vs Obama Fake 

t-Test: Paired Two Sample for Means  t-Test: Paired Two Sample for Means 

  Elon Real Elon Fake 

  Obama 

Real 

Obanma 

Fake 

Mean 3.925 4.95   Mean 3 5.025 

Variance 

2.7891025

6 

2.8692307

7 

 

Variance 

3.0769230

8 3.87115385 

Observations 40 40  Observations 40 40 

Pearson 

Correlation 

0.2705607

2  

 

Pearson Correlation 

0.1857363

3 

 

df 39   df 39  

t Stat 

-

3.1908541

1  

 

t Stat 

-

5.3804147

6 

 

P(T<=t) one-tail 

0.0014000

6  

 

P(T<=t) one-tail 

0.0000018

7 

 

t Critical one-

tail 

1.6848751

2  

 

t Critical one-tail 

1.6848751

2 

 

P(T<=t) two-

tail 

0.0028001

3  

 

P(T<=t) two-tail 

0.0000037

5 

 

t Critical two-

tail 

2.0226909

2  

 

t Critical two-tail 2.02269092  
 

 

 

Based on the results shown in Table 7, the P-value (0.00280013) and the t=statistic (-3.1909) is negative, 

we can deduce that the mean of the Elon real condition is significantly lower than the mean of the Elon 

Fake condition. P<0.05, as such, we reject null hypothesis and there is a significant difference in the level 

of confidence regarding video authenticity between the Elon Real and Elon Fake groups and H2a is 

supported. 

 

The same t-tests were run on the Real Obama and Fake Obama. Based on the results as shown in Table 8, 

the obtained P-value (0.00000375) and the t-statistic (-5.380) is negative so we can construe that the mean 

score of the Obama real condition is significantly lower than Obama fake condition. P<0.05, so, reject 

null hypothesis and there is a significant difference in the level of confidence regarding video authenticity 

between the Obama Real and Obama Fake groups and H3a is supported.  

 

 

Discussion and Conclusion 
 

Our t-test analysis focused on participants' confidence ratings in distinguishing between deepfake and 

authentic videos, particularly featuring public figures like Barack Obama and Elon Musk. Table 9 presents 

the list of the hypotheses of the study and their results. 
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Table 9: Summary of Hypothesis testing results 

Hypothesis Result 

H1a Difference between All Real and All Fake Supported 

H2a Difference between Elon Real and Elon Fake Supported 

H3a Difference between Obama Real and Obama Fake Supported 

H4aa Difference in Gender in AI Readings Not supported 

H4ba Difference in Gender in Deepfake interest Supported 

H4ca Difference in Gender in Deepfake concern Not supported 

H4da Difference in Gender in Deepfake awareness Not supported 

H5aa Difference in Race in AI Readings  Supported 

H5ba Difference in Race in Deepfake interest Not supported 

H5ca Difference in Race in Deepfake concern Not supported 

H5da Difference in Race om Deepfake awareness Not supported 

 

The outcomes of the t-test revealed some interesting revelations in the participants' assessments. For 

example, the results indicate the participants can confidently identify the differences between deepfake and 

authentic. The reported feedback to the survey questionnaire items indicates that the participants are 

informed about AI and have an awareness about deepfake. This finding is important in understanding the 

complexities of deepfake detection and the potential influence of individual facial features on participants' 

confidence levels.  

 

The results of this study provide evidence that we can look closely at the face of the person in the video to 

identify warning signs such as fuzziness around the jaw, lips, and audio sync up. As deepfake technology 

continues to advance, our findings emphasize the importance of continuous research and awareness 

initiatives to empower individuals in navigating the complexities of the digital information age.  

 

In conclusion, the integration of advanced facial expression analysis tools such as Noldus; FaceReader 

represents a significant step forward in the ongoing battle against the rise of deepfake videos. The ability 

to differentiate between the authentic and manipulated or deepfake content is important, because 

misinformation and deceptive content pose serious threats to various sector including media, politics, and 

security. As we delve deeper into the era of Artificial Intelligence, it is essential to continue expanding 

research on facial expression analysis. Future studies should also seek out larger sample sizes to and 

advance to action-unit comparisons as to make stronger determinations about the impact of race and gender 

demographics on FEA detection, which might eventually lead to determinations about cultural differences. 
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