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Abstract 

This paper employs literature analysis to identify the role of management in facilitating cyber-attacks on 

their own company via thematic analysis.  Special attention was paid to phishing vulnerabilities and 

countermeasures, as well as their potential implementations.  Policies that impact a workforce’s 

susceptibility to phishing are also evaluated.  The role of data system maintenance policies is also accessed.  

It was determined that prompt application of patches and human resources policies are key to cyber-

defense.  Human resources policies must avoid overworking employees, and encourage employees to 

report successful phishing attacks. 

Keywords: policy, management, cybersecurity, phishing, human resources, patches, updates, 
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Introduction 

The cyber domain now connects to every aspect of modern life, including commerce (Aljeaid, et al., 2020).  

Information Technology (IT) is critical to every aspect of modern industry from finance to customer 

relations management. When enterprise IT systems are compromised it can have severe finical 

consequences for a company (Parenty & Domet, 2020 p. 1-5). Cybersecurity is first and foremost a 

management function (Panko & Panko, 2015, p. 141). Senior leaders must take responsibility for 

developing effective corporate cybersecurity policies.  Two technical policy areas were studied, system 

security updates or patches, and the mitigation of phishing attacks. One of the most devastating cyber-

attacks in history was caused by an unpatched vulnerability (Collier, 2017).  Phishing is by far the most 

common vector used in cyber-attacks.  Phishing is a social engineering attack that uses a fraudulent email 

or webpage to elicit sensitive information or install malware (Kara, 2021; FBI, 2021).  Additionally, human 

resources policies were found to have an indirect but profound impact on cybersecurity (Yeng, et al., 2022). 

The philosophy behind current human resource policies advises steps which would limit employee 

vulnerability to cyber-attacks (Martínez-Costa, et al., 2019).  However, idealized human resources policies 

are rarely if ever implemented (Abramson, 2022).   

Literature review 

The digital world 

Internet adaptation has expanded annually, as of 2020 there were approximately five billion internet users 

globally (Jafar, et al., 2022). Technology has integrated itself into every aspect of modern life  
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(Aljeaid, et al., 2020). Additionally, modern data systems are composed of complex subsystems, all of 

which must function correctly to provide critical services.  A single defect in their underlying code may 

impact multiple systems (Zheng, 2009). Cyber-attacks now pose a threat to every segment of society 

(Zhang-Kennedy & Chiasson, 2021).  Digital interconnectivity has increased the export of goods and 

services.  Data has become the cornerstone of trade.  This has reshaped the business processes of industries 

and governments alike (Louveaux, & Carter, 2022).  These advances have not been without complications.  

Organizational leaders must be awareness of a cornucopia of emerging technology, assessing its potential 

utility.  Leaders must be able to evaluate the costs and benefits of integrating new technology into company 

operations.  Corporations must also navigate new legal and ethical concerns, for example, data system 

regulations will vary based on country and even region (Ciaramello, 2023). 

 

Cyber threats 

 

The protection of digital assets and data infrastructure is a critical concern for modern businesses  

(Parenty & Domet, 2020 p. 2-5).  A cyber-attack may attempt to steal data or render it inaccessible by 

destroying it or holding it for ransom (Parenty & Domet, 2020 p. 1, 44).  A cyber-attack may exploit 

technical vulnerabilities, human error, or both (Parenty & Domet, 2020 p. 27-28).  Cyber threats must be 

addressed as a management issue, as data security is central to business operations.  Regarding 

cybersecurity as a technical challenge is a critical mistake (Panko & Panko, 2015, p. 141-145).  Cyber 

threats are becoming more pervasive.  The cost of cybersecurity insurance is increasing due to companies’ 

lackluster responses developing cyber threats.  Insurers are expected to increase their rejection rate for 

cyber-attack claims and may insist on successful attribution of an attack before paying.  The attribution of 

a cyber-attack to a specific actor is a particularly daunting task and is often impossible.  Companies will be 

forced to rethink and significantly improve their cybersecurity posture once insurance no longer mitigates 

losses caused by cyber-attacks (Yehezkel, 2023).   

 

System updates 

 

Modern data systems are incredibly complex, their components will inevitably contain defects.  An attacker 

can often exploit these defects to disable or improperly access the system.  Data systems manufacturers 

issue updates or patches to remedy these vulnerabilities as they are discovered  

(Arora, et al., 2008).  Applying patches often comes at the expense of system accessibility while the patch 

is being installed (Jernigan, 2010).  A global ransomware campaign is crippling organizations that continue 

to use outdated versions of VMWare ESXi hypervisor (Montalbano, 2023).  VMWare is used to virtualize 

computers; this allows multiple unique instances of Virtual Machines (VM) to operate on single physical 

machine.  These virtual machines provide the same utility as physical computers.  This significantly reduces 

the operating costs of running a data center (VMWare, 2023).  An attacker exploiting this VMWare 

vulnerability to breach an ESXi system gains the ability to usurp control over all VMs hosted by the ESXi 

host.  In this attack, malicious actors are using ransomware to encrypt the host’s data stores including the 

files that compose its resident VMs, then demanding approximately $23,000 for the encryption key 

(Montalbano, 2023).   

 

Phishing 

 

A phishing attack uses a misleading email to trick the recipient into installing software or visiting a 

fraudulent webpage. These fake webpages are designed to impersonate an email from a legitimate source, 

like the target’s bank or employer. A phishing attack may either steal sensitive information, install malware 

using the victim’s credentials, or both (Baillon, et al., 2019). Phishing exploits the human component of a 

data system, a user or an administrator, to bypass technical security measures.  The users of a data system 
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are often the weakest point in a data system, making them the ideal point of attack (Yanakiev, & Polimirova, 

2020).  Phishing is the most common form of cyber-attack in use today, as shown by FBI cyber-crime 

statistics (Kara, 2021; FBI, 2021).  Phishing attacks cause around nine billion dollars in damage annually 

(Sarno, et al., 2022).  In early 2023, the city of Oakland, California was at the struck by a ransomware attack 

(Brinkley, 2023).  At least 1.1 million dollars was paid to a hacker group by local government authorities 

and their insurers (Sierra, 2023).  The attack appears to have been initiated via a phishing email (Brinkley, 

2023). 

 

 

 

Phishing defense 

 

Cybersecurity is a 150-billion-dollar industry (Oxford Analytica,2022). Cybersecurity has become so 

integral to modern life that nations have begun to legislate cybersecurity standards for industry and 

government agencies alike (Wallis, et al., 2021).  Phishing is one of the most pervasive forms of cyber-

attack.  It has impacted roughly sixty-five percent of organizations in the United States. Anti-phishing 

training is the cornerstone of most organizations’ phishing countermeasures (Sumner, et al., 2021).   

Cybersecurity, including phishing countermeasures, tends to incorporate both technical defenses, for 

example, anti-virus software, and end-user training. The effectiveness of user training is the subject of 

debate (Kluge & Eckhardt, 2021). There are two major forms of training to counter phishing informational 

and simulation.  Simulations are more effective but more difficult to carry out  

 

Figure 1: Criminal complaints registered with the FBI in 2020 

More phishing attacks were reported than any other form of cyber-crime (FBI, 2021).  

Image source (FBI, 2021). 
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(Baillon, et al., 2019).  Data systems and their technical defenses require constant updating, as the cyber 

threat environment is constantly evolving (Martinez, et al., 2022). The human factor, employees, are a 

critical element of a company’s cyber-defenses (Allage, 2022).  A prompt effective response can limit the 

damage inflicted by a phishing attack.  The online forum Reddit was breached in February of 2023.  An 

employee was deceived by the phishing attack and supplied the fraudulent webpage with their user id, 

password, and the code from their Multi-Factor Authentication (MFA) token.  The attackers initiated an 

illicit login before the token could refresh.  They were able to access some internal Reddit business 

intelligence systems.  However, the employee who responded to the phishing promptly email self-reported 

the error to the IT department.  This enabled Reddit to revoke the stolen credentials before any user 

information or other critical data could be compromised.  In contrast, a 2018 attack on Reddit was able to 

extract users’ email addresses and a backup of their encrypted passwords.  In the 2023 attack, the human 

factor was both the weak point in Reddit’s security and the key to limiting the damage inflicted by the 

breach (Hope, 2023). 

 

Challenges to the study of phishing defense 

 

Technical countermeasures must adapt to changes in the cyber threat environment, making them 

intrinsically reactive (Martinez, et al., 2022). Anti-phishing training is difficult to design and implement 

because the effectiveness of a particular training format will vary based on the nature of the trainees 

(Sumner, et al., 2021). The effectiveness of different anti-phishing training methodologies is difficult to 

study in an academic setting as informed consent, requirements for ethical human subjects research will 

influence the results of a study (Bardsley-Marcial & Johnson, 2022). Case studies revealed that real-world 

phishing awareness campaigns can be nullified by planning errors and a lack of commitment on the part of 

senior leadership (Rizzoni, et al., 2022). Additionally, poor human resources policies, such as inadequate 

staffing, can render an organization’s workforce more susceptible to phishing attacks  

(Jalali, et al., 2020). 

 

Organizational policies  

 

Human Resource Management (HRM), sets policies that structure an organizations workforce, such as 

staffing and overtime policies.  Historically, HRM has tended to focus on driving employees to structure 

their lives around career development, this approach is now obsolete.  Modern philosophy emphasizes a 

work-life balance (Martínez-Costa, et al., 2019).  Employers should seek a balance where employees have 

enough work to avoid boredom and have enough free time for innovation (Gaskell, 2018). 

 

Failure to adhere to this guidance could make management complicit in successful cyber-attacks against 

their organizations.  Stress and time pressure are cybersecurity risks, as they render employees more 

vulnerable to phishing attacks (Canfield, & Fischhoff, 2018).  Policies that overwork employees directly 

increase a company’s vulnerability to cyber-attack (Rizzoni, et al., 2022).  

 

Methodology 
 

Existing literature will be analyzed with thematic analysis, which will explain how leadership decisions can 

adversely impact a company’s resistance to phishing attacks. Case studies and other relevant scholarly 

works will be analyzed to identify management-level decisions and policies that increase an organization’s 

susceptibility to phishing attacks. Articles will be peer-reviewed and no more than fifteen years old, relevant 

corporate publications, or sourced from reputable news outlets.  Galileo, an academic search engine served 

as the primary research engine, academic text books were also referenced in the initial research.  Reputable 
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media outlets were primarily used to find current events which illustrate key points.  Corporate publications 

were primarily used to provide details about specific products.   It was used to search for scholarly 

publications about cybersecurity policy.     

 

The case study conducted by Rizzoni, Magalini, Casaroli, Mari, Dixon, and Coventry indicated that human 

resources policies have the ability to nullify cybersecurity projects.  This expanded the scope of the research 

to include human resources policy.  The study demonstrated that management could undermine 

cybersecurity both directly by curtailing cybersecurity initiatives, and indirectly by create an environment 

that makes employees more vulnerable to attack.    

 

The controlled phishing simulation conducted by Baillon, de Bruin, Emirmahmutoglu, van de Veer, and 

van Dijk provided unique insight into the effectiveness of different forms of cybersecurity training.  Many 

sources lambasted the effectiveness of phishing training but this one provided a primary source.  It also 

showed that alternative training formats can provide a higher success rate.   

 

Data analysis 

 

The principles of thematic analysis will be applied to identify themes and leadership decisions with the 

potential to adversely impact an organization’s cybersecurity posture. These themes will be organized and 

analyzed as the research progresses.  Policies that increase a firm’s vulnerability to cyber-attack will be 

identified.   

 

Concerning the research question, “What management policies increase a firm’s cybersecurity 

vulnerability?”  

Results 
 

Overview 

 

Three major trends were noted in the literature, and one damage mitigating policy was inferred.  The first 

one centered on the importance of system updates, there are risks when an organization fails to apply 

updates.  However, applying an update also incurs a cost to the business.  Management must balance 

cybersecurity with operational needs (Jernigan, 2010).  The prevalence of phishing as a vector for cyber-

attacks makes an anti-phishing strategy a critical component of a firm’s cybersecurity policy (Schweigert, 

& Johnson, 2021).  The techniques employed in phishing attacks are constantly evolving management must 

revise their training or simulation programs to reflect the current state of the threat (Sumner, et al., 2022).  

Selecting the correct workforce education program, conventional training or simulation requires that 

management consider the potential effectiveness of the program and how it would align with organizational 

culture, applicable laws, and labor agreements (Rizzoni, et al., 2022). 

 

The third trend illustrates the potential impact of unintended second order effects.  Workforce fatigue is 

exacerbated by obsolete management policies, ignoring current guidance risks disaster  

(Smith, 2022; Martínez-Costa, et al., 2019).  Overworking employees cripples their effectiveness and 

erodes their health (Carmichael, 2015).  The majority of workers in the United States are overworked and 

are operating under a great deal of stress (Liu, ,2021).  Finally, comparing the two Reddit hacks shows that 

the damage inflicted by a successful phishing attack can be limited if the employee who was phished 

promptly reports that they were tricked and facilitated an attack (Hope, 2023).  Policies that protect 

employees that report errors, may do more to protect data systems than punitive policies. 
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System updates 

 

Modern data systems are complex, and vulnerabilities in these systems represent substantial cybersecurity 

risks.  Unpatched vulnerabilities can result in the compromise of sensitive data, loss of access to a data 

system, or the illicit manipulation of data (Arora, et al., 2008).  In May 2017, the WannaCry ransomware 

program rampaged across the globe by exploiting EternalBlue, a known vulnerability in the windows 

operating system (Trautman & Ormerod, 2019, p. 505).  Ransomware encrypts data on an infected system, 

denying access to the data.  The attacker demands payment in exchange for decrypting the data, which 

restores its availability (Berger, 2017, p. 20-21).   

 

WannaCry infected over 200,000 computers across 150 countries (Collier, 2017).  The May 2017 

WannaCry outbreak inflected billions of dollars in damage (BBC, 2017).  However, the attack should have 

failed.  Microsoft issued a patch for the EternalBlue vulnerability two months before the May attack 

(Microsoft, 2017).  Only systems that ignored this patch of over a month were vulnerable.  Robust patching 

policies could have prevented billions of dollars in damage.  It should be noted that both hardware and 

software will require regular updates to operate securely (Ashok, et al., 2018). 

 

Cybersecurity training 

 

Cybersecurity training, including anti-phishing training, is considered a cornerstone of effective cyber-

defense (Miller, et al., 2020). Informational training is a typical approach to cybersecurity training.  These 

programs present trainees with information about cyber threats.  Next the trainees are tested to gauge 

knowledge retention and comprehension (Kävrestad, et al., 2022).  Cybersecurity training is often a 

reoccurring requirement for all employees of an organization (Venables, 2021).  It is intended to mitigate 

the system the risks posed by users of a data system (Yanakiev, & Polimirova, 2020).   

 

Phishing attacks are a major vector an attacker exploit the human component of a data system training 

programs must evolve as the threat does (Kara, 2021; Kävrestad, et al., 2022).  There is evidence that despite 

regular training employees are still highly susceptible to cyber-attacks, with roughly of those surveyed half 

falling victim (Segal, 2022). 

 

There are some limitations to the current standard for counter-phishing training.  The common approach is 

not optimal, and informational training is less effective than simulation (Baillon, et al., 2019).  Individuals 

taking training are aware that they are being tested.  Additionally, poorly designed training may simply 

teach trainees to avoid suspicious emails rather than analyze them (Martínez-Costa, et al., 2019).  Training 

cannot simulate the employees’ day-to-day environment, with competing concerns and other distractions.  

When they are in training, they can focus exclusively on identifying the phishing attacks in the test (Kluge 

& Eckhardt, 2021). 

 

A phishing simulation sends phishing attacks to an organization’s employees without warning.  Employees 

do not know they are being tested.  After the exercise employees are given feedback on their performance.  

When tested employees who have been through simulation are less likely to click on dangerous links or 

provide information to a phishing webpage, than those with conventional training.   

 

It should be noted that employees who have not gone through training or a simulation are the most likely 

to be deceived by the phishing attack, highlighting the necessity of training programs.  However, combining 

training and simulation does not provide a meaningful improvement in performance over the exclusive use 

of simulations, so there are diminishing returns (Baillon, et al., 2019).  A post-training phishing simulation 

can be used to access the effectiveness of a training program (Sutter, et al., 2022). 
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A phishing simulation is not as easy to arrange as a conventional training regime.  First, the timing of a 

simulation must be carefully planned to prevent employees from deducing that a test is underway.  

Secondly, management must consider the secondary effects of an accurate phishing simulation, employees 

trust in the organization may be harmed.  A phishing simulation will also increase the workload of the IT 

support staff (Rizzoni, et al., 2022).  Additionally, a realistic simulation would require a company to send 

phishing emails to its employees that either promise a reward for carrying out the email’s instructions or 

threaten retribution if ignored (Sumner, et al., 2021).  This could violate labor agreements or even local 

laws (Rizzoni, et al., 2022). 

 

Employee fatigue 

 

The digital age has enabled collaboration on a global scale, experts in different fields and time zones can 

communicate in real time.  The flow of information enables better decisions by providing a more 

comprehensive perspective (Akther, et al., 2022).  With this new capability came a new threat, the data 

systems that facilitate this communication and vast collections of information they process are subject to 

attack.  Companies must establish policies to protect their digital infrastructure (Georg-Schaffner & Prinz, 

2021). The digital age also ushered in an age of global competition in many sectors of the economy 

necessitating comprehensive corporate policies (Thakur, 2022). The digital age promoted rapid evolution 

in cybersecurity policy.  Initially, cybersecurity was viewed as a domain of the information technology 

department. This view grossly underestimated the importance of cybersecurity and the impact of data 

system compromises. Current philosophy considers cybersecurity to be the responsibility of an 

organization’s senior leaders 

(Panko & Panko, 2015, p. 141). 

 

Human Resource Management (HRM) is a critical component of organizational policy, impacting every 

aspect of a business from productivity to cybersecurity.  Employee well-being is at the heart of modern 

HRM (Demo, et al., 2020).  Working excessively long hours reduces an employee’s job satisfaction and 

degrades their mental health (Kuroda & Yamamoto, 2018).  It can even cause or exacerbate chronic medical 

conditions (Wong, et al., 2019).From a cybersecurity perspective, being overworked increases 

susceptibility to phishing attacks (Yeng, et al., 2022).  Employees suffering from fatigue will have a reduced 

ability to identify the subtle differences between a well-developed phishing email and a legitimate message 

(Rizzoni, et al., 2022).  Time pressure also increases stress which compounds an employee’s vulnerability 

to phishing.  Additionally, attempting to work on multiple projects simultaneously splits an employee’s 

attention increasing the likelihood that they will be deceived by a phishing attack (Canfield, & Fischhoff, 

2018).  The risks to both the company and employee born of overwork and stress are clear, current 

management philosophy addresses this in principle.  In practice, most employees are overworked and under 

considerable stress (Deloitte, 2018). 

 

Table 1: A summary of the critical findings 

Topic Findings 

Software 

updates 

Management may be negligent if they delay too long between patch cycles, or ignore 

critical patches.  The advent of dynamic updating will limit the cost of applying 

patches, making it gross neglect to leave a system unpatched  

(Microsoft, 2022).  Until they adopt technologies like dynamic updates, companies 

must consider both the cost of applying a patch and the potential expense of delaying 

installation (Brooks, 2023). 
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Topic Findings 

Cybersecurity 

training 

Even the most effective counter-phishing training program have a 15%-20% failure 

rate, in a company with one thousand users which is one-hundred and fifty to two 

hundred successful attacks (Baillon, et al., 2019).  Even aggressive training regiments 

are ineffective, managers would be better off seeking technical solutions, like MFA, 

to limit the damage caused by an attack (Alammari & Albahr, 2022).  Relying on 

cybersecurity training is dangerous given the high failure rate  

(Parenty & Domet, 2020 p. 17-19).  Overreliance on training increases risk to the 

company.   

Employee 

fatigue 

Overworking employees is a widespread act of negligence (Rizzoni, et al., 2022).  The 

risks are clear, putting employees under excess stress, especially unnecessary time 

pressure, greatly increases susceptibility to phishing.  Operating while understaffed is 

dangerous (Canfield, & Fischhoff, 2018).   

Measured 

reaction when 

an employee is 

deceived by a 

phishing email 

In a large corporation, it is inevitable that one or more employees will be deceived by 

a phishing attack and unwittingly facilitate a system breach  

(Parenty & Domet, 2020 p. 17-19).  Rapid detection of the incursion is critical if the 

company hopes to mitigate the damage.  Company policies must encourage 

employees who fall for a phishing attack to come forward (Hope, 2023).  Punitive 

responses to employee mistakes could dissuade employee self-reporting allowing a 

breach to persist and cause smore damage.   

 

Discussion and Conclusion 
 

An organization’s patch cycle and cybersecurity training policies should both be driven by cost-benefit 

analysis.  Patching data systems often requires a loss of functionality that can either reduce productivity or 

missed orders from customers (Jernigan, 2010).  However, unpatched systems create vulnerabilities that 

can inflict crippling losses (BBC, 2017).  Emerging technology may soon mitigate the cost of applying 

patches.  The development of dynamic software updating could enable patching without a loss of 

availability (Hayden, et al., 2014).  Cloud-based data systems can generate patched duplicates of critical 

systems, then replace the unpatched instances (Microsoft, 2022).  At present there is often the possibility 

that a vulnerability will be exploited before a patch can be deployed, generally, this would simply be bad 

luck.  However, it could rise to the level of managerial negligence in the event of a publicized critical patch 

or if an organization maintains an excessively long patch cycle.  The damage inflicted by the WannaCry 

attacks demonstrates the importance of keeping computer systems updated.  It is critical that companies 

evaluate the feasibility of transitioning their data to systems which support dynamic patching or similar 

technology.    

 

The development of an appropriate cybersecurity training program is a similar exercise opportunity-cost 

analysis.  A simulation will better prepare staff to detect phishing attacks but can inflict substantial damage 

on employee morale, and may be constrained by laws or labor agreements  

(Baillon, et al., 2019; Rizzoni, et al., 2022).  Cybersecurity training programs must be updated regularly to 

remain valid (Sumner, et al., 2022).  Training must be repeated but not so frequently that it induces training 

fatigue (Sutter, et al., 2022).  There is some debate as to the utility of cybersecurity training, as every 

program has a failure rate, and it only takes one successful phishing attack to compromise a system (Parenty 

& Domet, 2020 p. 17-19). 

 

Technology may offer a help to mitigate attacks that compromise login credentials.  Multi-Factor 

Authentication (MFA) can limit the utility of stolen credentials (Alammari & Albahr, 2022).  One example 
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of MFA is a one-time code sent via text message that must be entered to complete a log-in. (Neagle, 2017).  

MFA is used to access GALILEO through the MGA Library’s webpage.  The prompt reporting of 

successful phishing -attacks by the employees who were deceived can limit the harm caused by the attack 

(Hope, 2023).  Explainable Artificial Intelligence (XAI) which improves the detection of phishing emails 

by humans offers another potential technical countermeasure.  XAI highlights anomalies in an email that 

are designed to deceive a human.  For example, XAI could highlight domain names that may appear 

legitimate when given a cursory glance but are spelled slightly differently from an authentic URL (Kluge 

& Eckhardt, 2021).   

 

Human resources management policies have failed (Abramson, 2022).  The ideal workplace, where 

employee well-being is a central focus and work-life balance a priority has not been widely implemented  

(Martínez-Costa, et al., 2019; Ro, 2021).  Excessive stress and overwork are normal, affecting more than 

half of the nation’s workforce.  Some sources attribute this to the COVID-19 pandemic (Abramson, 2022).  

However, major news outlets have been reporting similar numbers since 2001, long before the COVID-19 

outbreak (ABC News Network, 2001).   

 

Managers have failed to implement effective measures to counter stress and overwork, the literature did not 

reveal whether this was due to la lack of ability or intuitional will (Telford, 2022; Gaskell, 2018).  Instead, 

they have created environments that are ideal targets for phishing attacks (Rizzoni, et al., 2022).  The 

problem has persisted for over two decades, given the persistent nature of this issue, damage incurred by a 

phishing attack should be attributed to senior management regardless which employee was deceived by the 

attacker (ABC News Network, 2001).   

 

Cybersecurity insurance is becoming more expensive and more complex to use, this will increase the cost 

of successful cyberattacks to companies (Yehezkel, 2023; Sierra, 2023).  Companies need to buttress their 

cybersecurity.  The link between employee fatigue and susceptibility to phishing attacks is well documented 

in academic literature.  However, only two of the twelve news articles reviewed mention the link between 

fatigue and increased vulnerability to phishing attack.  Additionally, none of the news reports documenting 

phishing attacks analyzed the work environment and its role in the attack.  Information about the 

relationship between overworking employees and reducing their resistance to phishing attacks may not be 

reaching business leaders.        

 

Areas for future research  

 

Future research is needed in order to determine the optimal workload to enable employees to integrate 

cybersecurity into their normal routines.  A comparative analysis of the success rates of phishing attacks in 

different work environments could serve to establish baseline metrics.  Also, the impact of policies that 

protect employees who self-report accidental cybersecurity policy deviations is worthy of study.  Such 

policies may enable companies to limit the damage sustained due to successful cyber-attacks. 

 

Previous research advocated for anti-phishing training while noting its failure rate.  New and innovative 

approaches to anti-phishing training are needed to increase the effectiveness of training.  Additionally, 

research is required to develop technology to help employees identify malicious emails.  Opportunities to 

detect and mitigate data systems breaches should also be researched. 
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