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Abstract
The rapid development of urban cities has created a need for smart infrastructure and services which utilize
the capabilities of internet of things devices. As the number of devices in an IoT ecosystem increases,
there will become a tipping point when devices generate an extensive amount of data and become too
resource-constrained to effectively enforce security and data privacy policies. Therefore, a distributed
system such as blockchain must be used to manage the data and security of these devices. The following
work discusses the importance of implementing blockchain for IoT security, privacy, and device
management. Additionally, it reviews some of the current solutions regarding blockchain implementation
with information heavy IoT devices, as well as suggests future topics of research to indicate areas of
improvement.
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Introduction
In recent years, new developments in the Internet of Things (IoT) have enabled cities to adopt smart
technologies to improve the quality of life, safety of all citizens, and overall efficiency of limited resources.
As urban communities continue to adapt to the ever-increasing amount of technology available in order to
handle both existing and upcoming obstacles, the more apparent it has become that the Internet of Things
is most equipped to handle such challenges. Smart cities can use sensors and other IoT devices to manage
energy and water needs more efficiently. Data gathered can also be used to decrease environmental
pollution and better handle various weather conditions, as well as enhance transportation to generate faster
traffic patterns for both public transit and citizens, while also improving parking lots by actively recording
the number of available spaces (Arasteh et al, 2016). Smart cities also provide a higher level of safety
through the implementation of a surveillance system (Bhushan et al, 2020). Due to the reliance on these
devices in smart cities, it is necessary to prove data integrity and security in all domains.
IoT aims at creating a smart environment where devices are interoperable and can share gathered data with
other devices and software systems. An IoT platform can consist of numerous physical objects usually
controlled by a central system (Ashton, 2009). This centralized architecture is at a higher security risk due
to it being a single point of failure. The problem created by a centralized server is the increased risk of
security flaws, such as the release of sensitive information or the need for multiple management authorities.
The immense amount of data produced from IoT devices must be secure to protect people’s privacy.
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Combining blockchain architecture with a peer-to-peer storage system can ensure privacy and the absence
of a single point of failure (Conoscenti et al, 2016). In this framework, blockchain has the role of
authenticating all actions performed on the confidential information of IoT devices such as the creation,
modification, and deletion of data. Additionally, access controls can be implemented and enforced by the
blockchain which could prevent abuse from unauthorized parties.
While there has been extensive research conducted into blockchain technology and smart cities, a majority
of these studies focus on one aspect rather than the combination of both. Furthermore, studies that do
analyze the relationship between blockchain and IoT mostly focus on a few characteristics instead of all
facets of implementation. To bridge the connection between studies in separate realms of blockchain and
IoT, this paper presents the challenges to implementation, as well as leading solutions to said challenges
that highlight a successful blockchain network. Successful implementation of blockchain in IoT could prove
beneficial to the safety and efficiency of civil services aided by technology in smart cities.
This paper is designed as a systematic literature review to study current research and applications of
blockchain in IoT frameworks. I present a review of blockchain’s role in addressing IoT weaknesses such
as peer-to-peer communication, Thing management, data storage, and access controls. Furthermore, this
paper identifies potential challenges to adopting a blockchain platform for IoT due to blockchain’s inherent
properties and provides possible solutions to these challenges. Section II explains background information
on theories used in the literature including blockchain structure, the internet of things, and smart city
architecture. Section III identifies common challenges with blockchain integration and IoT device
management. The architectures and frameworks proposed to solve these challenges from various studies
are presented in section IV. The key points from the reviewed papers are discussed in section V. Following
in section VI is the conclusion paired with topics for future research. This literature review is based on the
collection of 52 articles from leading publishers such as the Institute of Electrical and Electronics Engineers
(IEEE), Association for Information Systems (AIS), and Association for Computing Machinery (ACM).
Through searching for articles multiple topics were covered such as lightweight blockchain, access controls,
smart cities, IoT device management, and IoT security.
Background
Blockchain
Before explaining the many architectures proposed in research, an overview of blockchain technology is
needed to assist in later understanding the in-depth details and benefits of implementation in IoT
frameworks. There are multiple definitions for blockchain but for this review, blockchain is defined as “a
technology that enables immutability and integrity of data in which a record of transactions made in a
system is maintained across several distributed nodes that are linked in a peer-to-peer network”
(Viriyasitavat and Hoonsopon, 2019). In basic terms, a blockchain is a data structure similar to that of a
linked list. The record of transactions created by the blockchain is called a ledger, which is shared with all
participants of the blockchain network (Mendki, 2020). Transactions published to the ledger can be any
exchange of information between two entities on the network (Novo, 2018). These participants of the
blockchain are usually referred to as nodes or peers, whose job is to compute the complex cryptographic
hashing algorithm of a new block of information to validate its integrity (Koteska et al, 2017). If the block
is validated by a majority of the nodes on the network it is then appended to the blockchain making the
information immutable (Casino et al, 2018).
Blockchain’s decentralization assumes that the nodes in the network may be unreliable (Novo, 2018).
Therefore, an essential function of blockchain is consensus, where peers on the network must mutually
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agree on information to be added to the blockchain (Okada et al, 2017). Blockchain can be configured in
two main different configurations, public and permissioned. The consensus protocol for a public blockchain
is reasonably secure by nature, needing 51% of nodes to confirm a validation proposes that up to 50% of
nodes can be malicious and still un-affect the system (Danko et al, 2019). However for permissioned
blockchains where only authorized nodes can connect, a consensus of over two-thirds is needed to become
trustworthy (Danko et al, 2019).
Voting-based consensus protocol has been established to provide the reliability of data and computation to
systems despite malicious nodes acting on the network (Castro and Liskov, 2002). Permissioned
blockchains use this same concept where it is assumed some nodes are controlled by bad actors. On this
basis, a consensus can be achieved where there are n nodes and at least (2n -1) / 3 number of nodes act
honestly (Danko et al, 2019). In this context, devices acting honestly can be defined as providing the correct
information to peers on the blockchain. Danko et al (2019) explain a blockchain concept where there are
two different types of nodes called Leader and Validator. A randomly selected Leader will build a block of
transaction information which is then distributed to Validator nodes for verification. Validators then check
the integrity of the block, sign it, and distribute it to other Validator nodes. This process is repeated until
Validators have gathered n - 1 versions of the block. If (2n -1) / 3 of the blocks are valid the Leader node
then publishes the block to the blockchain.
Smart contracts are critical to many of the proposed blockchain architectures, due to their ability to create
customized communication lines between devices and blockchain nodes. A smart contract is a transaction
protocol intended to meet contractual obligations between two parties, which allows credible transactions
without a third party (Novo, 2018). The smart contract is executed on a blockchain system when conditions
are met to trigger it. Each participant adheres to the terms of the contract and automatically executes the
script of the smart contract (Pesic et al, 2019). In a permissioned blockchain, smart contracts are only visible
to the participant parties.
Business type blockchains are a contrast to previously mentioned configurations. This method is a newer
smart contract-based blockchain that can be used in a variety of transaction types from ubiquitous devices,
operation management, and intra-application data transfer (Biswas et al, 2019). For the adoption of this
business blockchain, significant changes must be made to the generic blockchain protocol. Considering the
necessity for changes to be made, a new permissioned blockchain has recently been developed called
Hyperledger (Hyperledger, 2022). This new development introduces six new business frameworks of
blockchain depending on technological requirements and the consensus algorithm needed (Cachin and
Vukolic, 2017). Iftekhar et al (2021), presented a use case of Hyperledger Fabric to demonstrate managing
access controls for IoT devices across separate organizations connected to the blockchain network.
Internet of Things (IoT)
The internet of things (IoT) is a concept of connected devices across large networks that possess a wide
variety of functionality (Fan et al, 2018). These devices encompass more than just mobile phones or tablets,
rather they can be CCTVs, drones, or any other smart device that has a level of processing or sensor
capability (Alasbali, 2020). IoT is not solely defined by the connectivity of objects, but also by the
interaction between these objects. One important aspect of IoT is the interoperability of a device.
Interoperability is the capability of a system to work with or use other systems (Hatzivasilis et al, 2018).
This capability is crucial for certain devices, for it allows devices to communicate with other devices outside
their domain or from other manufacturers, which oftentimes is limited by middleware applications.
The rapid development of urban cities has created a need for infrastructure and services to provide essentials
to citizens. Due to this need for improved infrastructure, there has been an emphasis on the use of digital
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devices such as sensors, actuators, and smart objects. Integrating sensors and actuators, and the rapid
development of wireless communication technologies have enabled low-cost objects to connect to the
internet, resulting in increased deployment of IoT devices (Al-Turjman et al, 2019). Smart cities increase
the quality of life for residents by using information technology and advanced data management.
Infrastructure for smart cities includes interconnected systems and devices to benefit citizens in a variety
of applications, such as healthcare, transportation, traffic systems, agriculture, and energy (Al-Turjman et
al, 2019). Analyzing data from parking spaces and traffic patterns can produce decreased travel time
through cities, while sensors for weather, water flow, and environmental pollution further enhance the
ability of smart cities. With the assistance of the Internet of Things, governments are developing smart
cities for their country’s improvement in all sectors of life (Zhang et al, 2020). As more devices are
implemented into smart cities, the data gathered from various sources grows rapidly. Storing this vast
amount of information can be troublesome for developing cities, therefore IoT normally collaborates with
large-scale processing and cloud technology to properly manage data storage (Xu et al, 2020).
Smart cities offer economic and social development to the public sector while indirectly improving the
financial well-being and quality of life of city residents. A city incorporated with extensive IoT devices can
store, sort, and exchange vast amounts of real-time data through interoperable devices. Data analysis of
intelligent cities is expanding rapidly and can be used to control services, properties, and personnel while
simultaneously enhancing city activities (Kumar et al, 2019). The communication between devices in smart
cities is critical to the functionality of services and must be private and secured to limit the threat of misuse.
Challenges
Through the review of literature, various challenges become apparent when analyzing blockchain designed
for IoT devices. Several factors challenge adopting blockchain technology to improve IoT ecosystems like
implementation cost, lack of resources, security threats, and many more described below.
IoT Restrictions
As the number of devices in an IoT ecosystem increases, there will become a tipping point when the
generated data will come from billions of devices that are too resource-constrained to enforce security and
data privacy policies (Shammar et al, 2021). Therefore, adopting a distributed technology such as
blockchain into IoT devices will provide an effective solution. Implementing a blockchain application to a
large-scale system can be challenging as it requires technical expertise which can be costly (Wang et al,
2019). Furthermore, the adoption of these applications depends on the development of immense storage
systems, wider bandwidth, and increased computational power (Dai and Vasarhelyi, 2017). The
continuously increasing size of the blockchain is an issue. Current blockchain applications need large
amounts of transactions to be processed which restricts system performance (Al-Jaroodi and Mohamed,
2019). Moreover, this large amount of data being processed requires extensive storage and computational
resources (Dai and Vasarhelyi, 2017). As sensors and other edge devices have low computing power,
additional nodes are needed to provide the necessary computational capabilities to execute blockchain
processes (Lo et al, 2019). Another issue is latency, where a verified block is added to the ledger and each
iteration increasingly becomes larger and more time-demanding (Wang et al, 2019).
Security Issues
Although blockchain is regarded as a highly secure and immutable data structure, cyberattacks are still
possible. Blockchain applications can be vulnerable to attacks such as data theft, spying, and denial of
service (DOS) attacks (Al-Jaroodi and Mohamed, 2019). The most prominent attack against blockchain
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systems is the 51% attack, in which a malicious actor gains control of more than 50% of the nodes on a
blockchain and can then theoretically control the application and its future information (Wang et al. 2019).
While this attack is close to impossible in large-scale blockchains with thousands of nodes, permissioned
blockchains or architectures with lesser participants are more prone to this type of attack (Patel et al, 2017).
One work conducted by Kouicem et al (2018) analyzed the security requirements for six major IoT
applications. They provide approaches to security solutions with a multitude of technologies such as
blockchain. The solutions are categorized into three realms of IoT described as confidentiality, availability,
and privacy. The authors further defined privacy concerns into four categories: Data Tagging, Data
Obfuscation, K-Anonymity Models, and Zero-Knowledge Proof. Contrarily, Frustaci et al (2018) described
security threats against IoT devices using three distinct layers: perception, transportation, and application
layers. Furthermore, they emphasized the security vulnerabilities of these layers using communication and
network protocols. Authors from a separate work (Sengupta et al, 2019) take a different approach to
defining IoT security. They classify attacks against IoT systems into four domains using the basis of attack
technique: device, network, software, and data. Additionally, the authors link these attacks to one or more
network layers in IoT architecture. Another vulnerability analysis was performed by Ling et al (2017) in
their work featuring Edimax IP cameras. Through their analysis, multiple attacks were identified against
these devices such as device scanning, brute force, and spoofing which would allow attackers to take control
of cameras. With this control, attackers could obtain a vast array of information such as device passwords
or MAC addresses.
Review
Blockchain Architecture
To accommodate the limitations of IoT in regard to the processing power and storage capabilities, the
blockchain architecture implemented to connect these devices must be lightweight and inconsequential to
the overall resource allocation of devices. Biswas et al (2019) propose a lightweight blockchain architecture
that creates a local peer network to allow the blockchain ledger to be scaled across all peers. This framework
comprises a Certification Authority (CA) and a local peer, which groups devices based on their application
scenario. The local peers work as peers inside the organization while interacting with an anchor peer in the
global blockchain network. Anchor peers are interconnected on the global blockchain and every peer
maintains a respective ledger and smart contracts. This structure increases the transaction rate of peers and
the scalability of anchor peers (Biswas et al, 2019). This framework also promotes inter-organizational
transactions through the global blockchain of anchor peers. Another proposal is from Michelin et al (2020)
where the blockchain architecture consists of three layers: sensing, transportation, and storage. This
framework uses SpeedyChain, a permissioned blockchain optimized for real-time data sharing, due to the
capabilities of allowing multiple transactions to be appended in existing blocks, as well as giving each
device its respective block, therefore, reducing the transaction processing time (Michelin et al, 2018).
Gateways are deployed in the transportation layer and are responsible for video streaming, blockchain
maintenance, and data integrity. In this method, the only latency to devices is during the hash calculation
of the video metadata which includes framerate, position, and time duration to prove integrity. In a scenario
with 32 cameras per gateway, the total latency is only approximately eight milliseconds (Michelin et al,
2020).
IoT Security Solutions
Blockchain is a favorable solution to IoT security due to its decentralized and distributed nature. Using
blockchain to manage IoT devices offers a higher level of security which could not be achieved otherwise
(Ali et al, 2019). There are recent studies with proposed solutions for securing these devices by
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implementing blockchain technology. Fitwi et al. (2019) describe a framework where a lightweight
blockchain-based privacy protection scheme is used for smart surveillance at the edge of a cloud network.
Users are assigned different levels of access privileges from smart contracts to allow access to the data
broadcasted from the cameras. This system implements privacy-preserving smart contracts that define
access controls for accessing the videos without compromising the privacy of individuals (Fitwi et al, 2019).
This framework discourages the leaking of videos by embedding information specific to viewers into the
videos and subsequently publishing a log reference to the blockchain (Fitwi et al, 2019).
One model of an efficient lightweight integrated blockchain (ELIB) system proved to retain the security
and privacy of IoT devices while eliminating unnecessary overhead. Mohanty et al (2019) presented a
model deployed in a smart home environment to illustrate its applicability in various IoT scenarios. This
model operates on three separate levels: consensus algorithm, certificateless cryptography (CC), and
distributed throughput management (DTM). The first level restricts the number of new blocks created by
cluster heads, while the CC reduces the computational overhead when ensuring new blocks are appended
to the blockchain. The DTM is used to alter system variables dynamically to ensure the throughput of the
public blockchain does not vary significantly from the load in the network. This model was tested using 20
cluster heads, each comprising numerous nodes. Mohanty et al (2019) state that their proposed ELIB attains
a total of 50% saving in processing time compared to the baseline method with a minimum energy
consumption of 0.07 MJ. This model also has a minimum 4500kB packet overhead while communicating
with 20 cluster heads. The outcome of their experiment shows that this model produces maximum
performance under several evaluation parameters (Mohanty et al, 2019). Furthermore, its application in IoT
ecosystems offers an efficient technique for security and privacy, as well as computational complexity,
bandwidth, and overhead.
Establishing secure connections between peer nodes and end-users is critical to distributed IoT applications.
Therefore, a work proposed by Porambage et al (2014) explains a pervasive authentication protocol
(PAuthKey) used in wireless sensor networks. This protocol obtains certificates from a cluster head and
then establishes links between nodes and end-users. Through this, they claim that security is guaranteed in
the application layer which ultimately protects against masquerade attacks or node compromise. Due to this
protection, the proposed PAuthKey can defend against fake node injection attacks. Below, Figure 1

displays the challenges with blockchain implementation due to device capabilities, as well as
possible implications. Figure 2 explains common security issues in IoT devices that can be reduced
by using blockchain and their implications if not taken into consideration.
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Challenges

Literature support

Implications

Processing

Javaid et al, 2020; Pesic et al,
2019;

●

If IoT devices were to interact with
the blockchain they would crash,
cease communication, and be unable
to function properly

Network Bandwidth

Xu et al, 2021;

●

Slow network performance, loss of
data

Block Validation Latency

Majeed et al, 2021; Wang et
al, 2019; Michelin et al, 2020;

●

Restrictions in the validation of data
during the transaction process

Scalability

Alasbali et al, 2020; Biswas et
al, 2019; Liang et al, 2017;

●

Could lead to centralization which
would void the reason for
implementing blockchain technology

Energy Consumption

Mohanty et al, 2019;

●

Increased costs to businesses that use
immense IoT platforms and
limitations in available energy

Figure 1: Device capabilities and blockchain implementation challenges and implications

Challenges

Literature support

Implications

Identity and Privacy

Majeed et al, 2021; Paul et al, 2019;
Fitwi et al, 2019; Ali et al, 2019;

●

Attackers could obtain
confidential information; data
linking to specific individuals or
devices

Fake Node Injection

Porambage et al, 2014; Xu et al, 2021;

●

Possibility of malicious actors
inside of the network allowing
access to data on the blockchain

DDOS Attack

Yin et al, 2018; Paul et al, 2019; Dorri
et al, 2017;

●

Restricted access and downtime
of devices. Could impose
restrictions on block validation.

Sybil Attack

Airehrour et al, 2019;

●

Could incur a 51% attack,
resulting in a malicious actor
taking control of the blockchain
network

Data Integrity

Liang et al, 2017; Danko et al, 2020;
Michelin et al, 2020; Khan et al, 2020;

●

Restrict the ability to use
collected data due to the
possibility of corruption or
compromise

Figure 2: Security issues and blockchain implementation challenges and implications
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Discussion
Much of the reviewed literature uses blockchain’s inherent properties to provide immutability and integrity
to IoT devices and the data produced, while also leveraging the decentralized nature of blockchain along
with smart contracts to manage Things and data.
Authors use blockchain infrastructure to resolve many of the challenges presented in IoT devices and
communication. Firstly, as IoT devices generally have low computational and storage capabilities, there is
a gap left for the heavy computations needed for block verification. Many solutions provided by studies use
separate devices or servers to provide higher computational power for the blockchain. This infrastructure
relieves the computational strain on Things and rather delegates specific devices to compute the hash
algorithms. There is no single point of failure in this type of design, due to the computations and data being
shared equally among devices in a peer-to-peer network that focuses on decentralization. One other solution
provided is the delegation of smaller permissioned blockchain networks located within a parent blockchain
network. Devices are grouped in smaller blockchains to limit the computation needed to validate blocks of
information, while each smaller blockchain is linked to the global blockchain through an intermediary
device (Biswas et al, 2019). Through this configuration resource requirements for validation decrease, and
low-power devices are better suited for communication on blockchain networks.
Another use case of blockchain for IoT devices is enabling access controls across a large number of devices
connected to the network. Authors implement access control policies and credentials through smart
contracts based on the blockchain. In this way, devices do not need to be assigned individually and can
autonomously configure access controls based on the smart contract distributed from the blockchain. Some
studies use blockchain as Thing management, ensuring all devices are readily available and are in the same
state as the blockchain. Ensuring all devices are in the same state promises integrity among all connected
devices on the blockchain.
This literature review collected 52 articles from leading publishers such as the Institute of Electrical and
Electronics Engineers (IEEE), Association for Information Systems (AIS), and Association for Computing
Machinery (ACM), using a variety of keywords to search. These articles covered common topics such as
lightweight blockchain, access controls, and IoT data management, although expanding the sample size of
articles across more publishers and various topics could produce a more refined examination of
blockchain’s use in the IoT ecosystem. There were multiple limitations to this study, that if passed or
resolved could produce improved results in the functionality of a blockchain platform used for IoT. The
largest constraints throughout this study were the length of papers and the lack of availability in research
journals and databases.
Conclusion
This paper analyzed the current limitations presented by implementing a blockchain framework to better
manage IoT devices in smart city ecosystems. The findings from this systematic literature review highlight
the opportunities and challenges within the implementation of blockchain technology in IoT device
platforms. The outcomes of this research improve understanding of smart city architecture to manage and
secure IoT devices using blockchain. The main challenges to blockchain and IoT are privacy, lack of policy
or standards, and Thing capabilities such as computational, storage, and interoperability. Efficiency and
scalability are large issues to blockchain due to the large volume of data being gathered in pair with the low
computational power of IoT devices. Taking these issues into consideration, a permissioned multi-layered
blockchain rather than a public blockchain would be better suited for a smart city ecosystem. A
permissioned blockchain will allow for better access controls to preserve authentication of data produced
from IoT devices. While implementing a multi-layer system will assist in the computational requirements
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of low-power devices by delegating validation tasks. Although blockchain technology is regarded as highly
secure and presents promising use in all industries, there are unaddressed challenges that still lack sufficient
research. Future empirical research should be conducted into the latency of communication between nodes
in a large-scale solution, as well as the computational overhead in these strenuous scenarios. Research
should also be done on the accessibility of end users under different access controls while on the blockchain,
to ensure privacy and accessibility of data generated from IoT devices while eliminating possible misuse
of the system. Blockchain offers promising use in managing IoT devices and improving security,

which ultimately will create safer and more efficient smart cities.
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