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Abstract 

Blockchain is an emerging technology that has many uses and applications among many industries such 
as banking, education, and tourism. It has proven over time to be more cryptographically secure than 
traditional databases. Many people confuse Bitcoin with Blockchain. Because of the considerable value 
of Bitcoins, people have the perception that blockchain technology requires large computing infrastructure 
and power due to CPU bottleneck challenges.  This paper presents the process used in testing blockchain 
technology performance on a virtual machine by focusing on benchmarking workloads like CPUHeavy 
using Ethereum blockchain and comparing two different algorithm sorts, Quick and bubble.  The results 
of the testing indicate that blockchain workloads can be performed on smaller machines with very little 
CPU bottlenecks. In addition, performance test outcomes found that the CPUHeavy and Quicksort was 
more superior. 
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Introduction 

Blockchain technology has been around since the 1990 and  started to generate global attention around 
2017. In simple terms, blockchain it a decentralized cloud-based and open-sourced distributed database that 
links all records by consensus.  Blockchain technology facilitation of real-time transaction of digital assets 
on a distributed ledger makes it a compelling tool for private, secure, and efficient contracts or data storage 
((Kwok and Koh, 2019).    It originated as a peer-to-peer cryptographic system for preventing manipulation 
of timestamp documents (Iredale, 2020) and became so popular through Bitcoin that it sometimes causes 
people to confuse the two terms (Gamage, et al, 2020).  This is understandable as more applications have 
been created since the arrival of Bitcoin. Many of these applications have leveraged the principles and 
capabilities of the digital ledger technology (Iredale, 2020). 

Blockchain has the potential to dynamically revolutionize many industries. Kevin Doubleday of Fluree.com 
(2018) has done a excellent job of capturing these different areas. They are listed and described below while 
Figure 1 by  Kevin Doubleday of Fluree.com (2018) provides a visual interpretation. 

Automotive – Track truthful, full history of vehicle from pre-production to sale. Supply chain parts 
management.  
Banking, Financial, Fintech – Streamline payments processing with high efficiency, fast and secure 
transactions. Empower global transactions, tearing down national currency borders. Minimize auditing 
complexity for any financial ledger. 
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Charity- Tracking donation allocation, accountability, integrity. Reduce overhead and complexity of 
donation payment processing. 
Cloud Storage – Increased security with a shirt from centralized data security to decentralized networks. 
Lower transactional costs withing a decentralized network. Crowdsourcing unused cloud storage. 
Commercial Vehicles and Transportation- Tracking journey stops: pated with IoT to create and 
immutable ledger of trip data 
Credit History – Make credit reports more accurate, transparent, and accessible. 
Cybersecurity- Fight hacking with immutability of ledger. Guarantee validity with data integrity. No 
Single Point of Failure (decrease in IP-based DDoS attack success) 
Donations – Provide auditable trail for donations to prevent fraud. Ensure crowdfunded campaigns receive 
donations and contributors are compensated. 
Education- Digitalizing, verifying academic credentials. Federated repository of academic information 
specific, to class, professor, and student. 
Energy – Bypass public grids to allow for cheaper, peer to peer energy transfer. Smart utility metering. 
Forecasting – combined with machine learning algorithms, blockchain can provide a decentralized 
forecasting tool 
Government and Voting – Reduce voter fraud, inefficiencies with verifiable audit trails. Minimize 
government fraud, digitize most processes. Increase accountability and compliance for government 
officials. Identity validation integrity of citizen registry data. 
Gun Safety – Tracking gun ownership and possession related information. Tacking criminal ID history and 
attempts to purchase. 
Human Resources – Background checks; Verification of identity, employment history. Payment and 
benefits process validation – smart contracts. 
Insurance – Improve multi-party contracts. Streamline risk contract efficiency. Streamline claims 
adjudication. Reduce disputes with transparency of shared data. 
IoT – Ability for IoT applications to contribute transactional data to blockchains. Implications across 
industries (trucking/transportation, supply chain integrity). 
Law Enforcement – Integrity of evidence, resistance to falsification of case data. Documentation of time-
stamped, chronological chain of facts. 
Legal – Smart contracts with defined rules, expiration, and accessibility for relevant parties. 
Marketing – Bypass intermediaries, providing more cost-effective advertising 
Media – Control of ownership rights. Anti-piracy/copyright infringement. Use of smart contracts for artist 
compensation/legal proceedings. Payments processing – cryptographic, secure, and anti-3rd part (this opens 
up content availability internationally) 
Medical/Healthcare – Drug Supply Chain Integrity. Patient databases/indexes of blockchain. Claims 
adjudication, medical supply chain management. Transparency and automation within the patient-to-
hospital or patient-to-doctor transactions. Clinical trial provenance – integrity with an auditable trail of data 
exchange. Efficiency, privacy ,and ownership of patient health data. 
Music Streaming – Prevent illegal downloading of music. Provide proper compensation for purchased 
songs to artists. 
Public Transportation – Streamline public transportation. Provide more accurate payment for ride, gas, 
and wear and tear 
Real Estate – Transparency within agreements. Verify property information, update and decentralize 
records. Reduce paperwork, digitize transactional processes. Record, trac, and transfer land title.  
Travel – Passenger identification, boarding, passport, payment, and other documentation digitized and 
verified. Loyalty programs digitization and tracking. public transportation.  
Wills and Inheritances – Smart contracts to determine validity of will and allocation of inheritances.  
 
 



Issues in Information Systems 
Volume 22, Issue 4, pp. 305-319, 2021  

 
 

307 

 

 
Figure 1 Different Uses of Blockchain 

While there are several ways blockchain technology could be used to solve existing problems in different 
aspects of life, some industries and companies have been quicker to adopt blockchain technology than 
others.  One company example would be Provenance, a UK company that uses distributed ledger 
technologies  in its supply chain to track food ingredients from production to delivery cycle). Ascribe uses 
blockchain to manage copyrights and payment for digital media consumption.  
 
DokChain tracks electronic health records and other forms of medical data. DokChain also processes 
financial and clinical data and leverages blockchain technology to ensure the security and privacy of 
sensitive data while providing an immutable transaction history. 

 
IBM is currently discussing efforts to curb insurance fraud by exploring blockchain technology in secure 
data sharing. They were able to handle insurance claims and manage fraud in the insurance industry using 
blockchain’s immutability, accountability, and transparency features. Votem, a startup that sort to 
revolutionize voting systems by providing a secure platform for casting votes during elections around the 
world, has leveraged the use of blockchain technology in their mobile solutions.  
 
TravelChain currently leads blockchain application in Transportation as a decentralized data exchange for 
the travel industry. Most of the solutions using blockchain have leveraged the power of Smart Contracts, 
Ethereum's one of the most popular platforms. Smart contracts can be used to transfer ether if some 
conditions are met without going through an intermediary like an escrow company or credit card issuer. 
Other Solutions built on blockchain worth mentioning are the upcoming Gnosis and Zcash Ethereum 
blockchain technology that provide for permissionless cryptocurrency using zero-knowledge cryptography. 
 
The format of this study is as follows. First is a discussion of a relevant blockchain technology (including 
Ethereum) literature followed by methodology and research results. Included with the methodology is 
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detailed discussion of testing process. The manuscript concludes with results, limitations, and future 
research. 
 

Literature Review 
 
Blockchain technologies have become increasingly used in providing solutions  to different industry 
challenges around the world. Dinh et al (2018) proposed and analyzed four concepts behind blockchain 
technologies to create a blockbench framework. This blockbench framework was designed to evaluate 
private blockchain performance against data processing workloads. They based their framework on 
experiments done on Ethereum, Hyperledger, and Parity blockchain platforms. They used the results to 
identify various bottlenecks in performance. Dinh et al (2018) found that Hyperledger outperforms parity 
and Ethereum on all benchmarks except when the nodes are scaled above sixteen. They noticed that 
bottlenecks in the Parity platform were from signing transaction while Ethereum and Hyperledger are from 
the consensus. All three were compared to database systems like H-Store where they noticed that 
blockchain systems performed poorly at data processing tasks. This research served as a background and 
inspiration for the exploration done in this paper as we focused primarily on CPUHeavy microbenchmark 
on an Ethereum based private consortium. 
 
Gervais, et al 2019,  discussed the security and performance of blockchain platforms powered by the popular 
consensus protocol Proof Of Work (PoW). The PoW protocol currently accounts for over 90% of the total 
market capitalization of digital cryptocurrencies and is most PoW variants are known to have a security 
flaw of double-spending. Gervais et al 2019 proposed a framework that analyses the security and 
performance effects of some consensus and parameters of PoW blockchains. They devised optimal 
adversarial strategies for double spending and selfish mining. Their strategies took into consideration real-
world constraints like huge block sizes, network propagation, and the impact of eclipse attacks. They tested  
real-time capture of PoW blockchain deployments with different setup parameters to measure comparisons 
of performance and security.  
 
Pongnumkul, et al, 2017, conducted a comprehensive evaluation of  two popular private blockchain 
platforms (Hyperledger Fabric and Ethereum) using varying workloads. They found Hyperledger Fabric 
outperforming Ethereum across metrics like latency, throughput, and execution time. However, neither 
were competitive to current database systems when high workloads are considered. Their methodology 
involved deploying a smart contract for “money” transfer on Amazon AWS cloud infrastructure running 
different versions of Ethereum’s geth (1.5.8) and Hyperledger Fabric (0.6) software with a varying number 
of transaction requests mainly randomly simulated. 
 
Zysking and Nathan (2015) introduced a decentralized management system for storing and protecting 
personal data to give more ownership and control to users. They developed the system after reports of 
increases in security and surveillance breach incidents. They felt the application of blockchain technology 
could help solve some of these security challenges. Their solution proposed removing dependency on third-
party using blockchain, transactions in the system are non-financial as they execute storing, querying and 
sharing data operations. These proposed ledgers can act as legal evidence for storing and accessing data 
since it is tamper-proof and has immutable history. 
 

Methodology 
 

This study used a Ethereum blockchain on a virtual machine running Linux and algorithm data was 
generated for the simulation. The following blockchain classification information is provided to help 
provide understanding of the Ethereum blockchain classification used in this study. 
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Overall, there are three broad classifications blockchains. They are public, fully private, and consortium 
blockchain (Sankar, et al 2018).  These three types can be described as follows. There is no centralized 
authority in the public blockchain, and everyone can join or leave as they wish, and has equal power.  
 
In the case of consortium blockchain, which is semi-decentralized blockchain, not everyone has equal rights 
of validation of transactions. In fac, only a few people or organizations are given certain privileges over 
validating the transactions (Sankar, et al 2018) . The fully private blockchain is a third option which does 
have a centralized structure. It operates through a consensus protocol and is known as a permissioned 
blockchain, where the public blockchain  is permissionless.  
 
Permissioned blockchains are faster, more energy efficient and easily implementable compared to 
permissionless blockchains (Wang, et al 2019)  The selection of the blockchain type should depend upon 
need, the complexity  of the environment, and implementation (Sankar, et al 2017). Algorithms based on 
permissioned blockchain are utilized and research more than permissionless blockchains. The permissioned 
blockchains also need to have trust and integrity which is where consensus protocols are needed (Cachin 
and Vulkolic, 2017). Since the whole blockchain acts as a trusted system, the consensus protocols should 
be dependable, resilient, and secure, ensuring properties such as availability, reliability, safety, 
confidentiality, integrity and more (Avizienis, et al 2017). A blockchain protocol ensures this by replicating 
the data and the operations over many nodes (Chandler, et al 2019). 
 
Ethereum is a well-known blockchain which enables any decentralized, replicated applications known as 
smart contracts. At a high level, Ethereum is a Distributed Ledger Technology with smart contracts that are 
executed with gas, it uses the Proof of Work Mechanism like Bitcoin shown in Figure 2.  
 

 
Figure 2: Shows Bitcoin Blockchain Mechanism 

 
The concept of gas was introduced to solve the long known halting problem in computing (Wood, 2014). 
Every Ethereum transaction has a receipt which contains the intermediate state root, cumulative gas, and 
logs, these transactions mainly include seven attributes: 
 

1. Nonce: A randomly chosen number used to counter replay attacks. 
2. Gasprice: This is merely the number of Wei per unit gas. 
3. Startgas: This is the maximum amount of gas to be consumed. 
4. To: This signifies the destination address. 
5. Value: The number of Wei to be transferred to the message call’s recipient or as an 

endowment for a newly created contract. 
6. Data: This is usually readable by the contract code and has an unlimited size. 
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7. v, r, s: These are the values of the EDSCA signatures to identify the sender. 
 
Smart contracts are programmed and execute already agreed upon terms. They remove human 

intervention and errors as they are considered legally enforceable. With Solidity, Ethereum’s programming 
language, we can quickly develop smart contracts. The codes can be compiled to a .solc file and deployed 
to the Ethereum virtual machine. Solidity is Turing complete, so logical statements can be written and 
executed autonomously. 
  
Our study generally classified the contracts into Macro and Micro benchmarks. Macro-benchmarks evaluate 
the performance of application layers while the other is used for testing the execution engine, data layer 
and the consensus which we can categorize as lower layers. Some examples of benchmarks being 
considered are IOHeavy and CPUHeavy and are described below. 
 

1. IOHeavy: Invokes contracts with high reads and writes, the IO performance is then monitored to 
better understand the observed transaction latency history. 

2. CPUHeavy: Measures the efficiency of the execution layer for computationally heavy operations. 
A contract which initializes huge arrays and with sorting algorithms is deployed and the latency 
observed. 

 
Setup and Configuration of Blockchain VM 
 
We used a virtual machine with the Ubuntu Server OS 16.04 LTS on a host machine that was using the  
Windows server 2016 OS. The virtual machine had 4GB RAM and 107GB HDD. It had a functional 
Ethereum node installed. To install geth, we run the command in Figure 3a in the Ubuntu terminal and 
notice processes of Figure 3b occur. 
 

 
Figure 3a. Installing geth step one 

 

 
Figure 3b Installing geth step two 
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Figure 3c. Completed installation of Ethereum 

 
After completing geth installation in Figure 3c, we proceed by checking the version of geth currently 
installed as shown in figure 4 by running the command “geth version.” The next step was to install the 
dependencies (Figure 5). 
 

 
Figure 4: Geth Version 

 
Order of Dependency Installation 
 

1. Install web3 for Ethereum API plugin 
2. installing zipfian, generates zipf distribution.(npm i zipfian) 
3. Install bignumber.js, JS library for precision decimal and nondecimal arithmetic. 
4. install ethereum-testrpc 
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Figure 5: Shows dependency installation on Blockchain VM 

 
 
IOHeavy 
 
We evaluated the IO performance by invoking a contract that performs a large number of writes and reads 
to contract's states. We used 20-byte keys and 100-byte values for the key-value pairs. 
 

1. npm start: starts geth client. https://linuxconfig.org/install-npm-on-linux  
2. After starting geth, we need to deploy the ioheavy contract.  

a. Connect using remix as a Webprovide VM and provide your local IP/ localhost:8545 
b. Use node deploy.js to deploy your contract 

3. Save the deployed contract address for future use in running these experiments 
4. Run the experiment on the remix solidity ide or by using node commands. (Figure 6, 7, 8) 
5. node write.js 10 10 10 DDDD*contract Address  

Code for Write: node write.js start_key total_key_num sig contract_address write total_key_num 
key-value pairs starting with key start_key sequentially. sig is an id stamp of this request used to 
distinguish this request from the others (due to some web3.js library bugs, this is needed). 
contract_address is the deployed smart contract address returned by deploy.js. 

6. node scan.js 10 10 10 DDD*contract Address 
Code for Scan: node scan.js star_key total_key_num sig contract_address scan total_key_num 
key-value pairs starting with key start_key sequentially. sig is an id stamp of this request used to 
distinguish this request from the others (due to some web3.js library bugs, this is needed). 
contract_address is the deployed smart contract address returned by deploy.js. 
 
 

https://linuxconfig.org/install-npm-on-linux
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Figure 6: Shows connection of Blockchain to Remix displaying a list of accounts and balance 

 
 

 
Figure 7: Shows Mining blocks from geth client 
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Figure 8: Shows a successfully deployed ioheavy contract 

 
 
CPUHeavy 
 
The overall efficiency of the execution layers is measuered when heavy computations are run. Here, the 
smart contract is written to perform a sorting algorithm on a vast array. We implemented the Bubblesort 
and Quicksort algorithms in a smart contract and used the following process to start experimentation. 
 

1. npm start 
2. node deploy.js array_size 
3. Alternatively, deploy contract through Remix and test by varying the array_size parameter value 

The algorithms for the bubblesort and quicksort are implemented in the overloaded functions bubbleSort 
and quickSort respectively below: 

function bubbleSort(uint[] memory arr, uint length) internal { 

        uint l = length; 

        for(uint i = 0; i < l; i++) { 

            for(uint j = i+1; j < l ;j++) { 

                if(arr[i] > arr[j]) { 

                    uint temp = arr[i]; 

                    arr[i] = arr[j]; 

                    arr[j] = temp; } 

                } 

            } 

        } 

The bubbleSort function is overloaded with an in-memory array and the array’s length, the operation 
continues by swapping the adjacent elements only if they are in a wrong order, temporarily using a variable 
to hold the element to be swapped. The function will always run O(n^2) time even if the array is already 
sorted using an auxiliary space of O(1). 
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  function quickSort(uint[] arr, uint left, uint right) internal { 

        uint i = left; 

        uint j = right; 

        if (i == j) return; 

        uint pivot = arr[left + (right - left) / 2]; 

        while (i <= j) { 

            while (arr[i] < pivot) i++; 

            while (pivot < arr[j]) j--; 

            if (i <= j) { 

                (arr[i], arr[j]) = (arr[j], arr[i]); 

                i++; 

                j--; 

            } 

        } 

        if (left < j) 

            quickSort(arr, left, j); 

        if (i < right) 

            quickSort(arr, i, right); 

    } 

The quickSort function is overloaded with an array and two elements to make a pivot, the operation uses a 
divide and conquer approach. Starting from the leftmost element and keeping track of the  index for the 
smaller elements. During the traversal if any smaller element is found, we swap the current element with 
arr[i] else we ignore the current element. 

Results/Discussions 
 

We tested out model output on increasing number of keys.. Figure 9 and 10 show the results from textual 
output and in visual form. For IOHeavy we found that for 10 key written it took 34.771 seconds and for 
10 key value scanned it took 96.162 seconds, and for 10000 key written it took 19.553 seconds while 
scanning took 0.045 seconds. 
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Figure 9. Shows results for 10-10000 keys 

 

 
Figure 10. Shows write output with increasing keys 

 
We used an increasing number of arrays for testing CPUHeavy on both Quicksort and Bubblesort. They 
are shown respectively in figures 11a and 11b. The results for the Quicksort based CPUHeavy indicate that 
sorting an array of size 1000 took 4.174 seconds and the size of 1000000 took 17.685 seconds. When we 
attempted a capacity of 1,000,000,000 the machine gave us an out of memory exception. On the other hand, 
the Bubblesort CPUHeavy implementation took much longer to execute for large array sizes. This is most 
likely because the Bubblesort algorithm works faster than more complex algorithm for a small data set. 
 

 
Figure 11a. Shows output for Quicksort CPUHeavy contract 
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Figure 11b. Shows output for Bubblesort CPUHeavy contract 

 
Conclusion 

 
From our experiments, we noticed that the general notion that Blockchain systems have to be run on an 
extensive infrastructure is false, as we ran our workloads using low memory Virtual machines on Microsoft 
Windows machine. Our experiments were successful with little or no bottlenecks. Benchmarking showed 
that Ethereum has a high concurrency control which is needed to avoid inconsistencies in the database, and 
more logical processes can cause very high latencies. Given that the average case time for Bubble sort was 
the worst case for Quicksort, we concluded that Quick Sort is superior. Our results showed that for arrays 
of smaller sizes (under 1000 elements), the benefits of implementing quicksort in CPUHeavy contract is 
minimal and might be outweighed by its complexity. 
 
Future work will require us to explore implementing other CPUHeavy contracts with different sorting 
algorithms like Mergesort, Binary search, Heapsort, etc, running on multi-node or n-cluster powered 
consortium to drive system utilization to the maximum. One other exploration to measure the limits of 
performance improvement is deploying this private consortium to trusted execution environments which 
are secure areas inside any main processor. 
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