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ABSTRACT

Blockchain technology establishes an ecosystem in IoT that is creditworthy among the participants for high-security
requirements. However, there has not been comprehensive researches done on the blockchain in IoT nor its
application potential in Project management. The objectives of this research are to investigate the role of
blockchain in IoT and to identify prospective applications of blockchain technology in project management. Both
IoT and project management require the secured data transmission and effective yet efficient data management. The
blockchain-based technology can be applied in the areas of IoT and project management because it can provide
immutability, transparency between users in a complex system. This research needs to be extended to build a
prototype open-source blockchain-based project management application.
Keywords: Blockchain Technology, IoT, Project Management
INTRODUCTION
The emergence of blockchain work was first published in 1991 by Stuart Haber and W. Scott Stornetta and later
applied as a Hash-Cash-like method to timestamp blocks (Narayanan et al., 2016). This method of application,
which is commonly known as Bitcoin, was first published by Nakamoto (2018), and it was implemented as opensource software for some transactions. Over a decade, the blockchain-based technologies and their applications
became a driver of the next industrial revolution (Pournader et al., 2020).
A blockchain is a distributed ledger technology (DLT) that provides the framework for developing a decentralized,
secure, and reliable operation (Pop et al., 2020). This technology provides several advantages, such as transparency,
openness, traceability by joining several computer science disciplines such as cryptography, data structures, and
consensus algorithms (Zhao at al., 2017). The basic infrastructure of the blockchain is to provide enough
creditworthy data-level storage and operations (Li, 2019). After smart contracts were introduced by Szabo (1997),
blockchain gained its significant benefit. The data transactions were automatically executed using script according to
predefined rules (Christidis & Devetsikiotis, 2016; Cong & He, 2019). Thus, a blockchain can be summarized as
smart contracts in the form of decentralized, distributed, and a public ledger whose framework allows the recording
of transactions across many peered nodes so that these records cannot be retroactively altered without altering
subsequent blocks and its entire network (Li, 2019).
IoT has seen an exponential increase in its services connecting about 30 billion devices (Lund et al., 2014). It allows
the interconnection of multiple smart electronic devices in an environment (Wang et al., 2019). However, IoT
devices are susceptible to multiple security and privacy issues, which have either been long overlooked or ignored
(Wurm et al., 2016). It is critical to address vulnerabilities such as high implementation cost and current
incompatible security methods with its decentralized topology (Brody & Pureswaran, 2014). IoT devices
continuously retrieve information about their surroundings and exchange the information with one another and their
cloud servers through data aggregation systems (Mazzei et al., 2020). The visibility of such information, sometimes
sensitive, gathered by these IoT devices poses concerns of potential privacy breaches (Roman et al., 2013).
Microsoft (2009) reported in a survey that 75 % of its respondents who were classified as IoT adopters expressed
concerns about the technology’s security issues. The information obtained by IoT devices is digitized and
transmitted but its reliability is a big challenge (Reyna et al., 2018). Current security solutions for information
systems are mostly applicable to centralized systems, unlike IoT platforms. These security concerns raised about IoT
call for a secured Distributed Ledger system, such as blockchain, that ensures data obtained from IoT platforms are
secured and immutable (Mazzei et al., 2020). However, there has been limited research on blockchain and its
applications after blockchain’s explosive awareness was created through cryptocurrencies in 2008.
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Table 1 above shows the evolution of cryptocurrency over time. The early blockchain years from 1991 -2008 saw
the birth of the blockchain proof of concept by Stuart Haber & W. Scott Stornetta (1991). In 1991, the authors
envisioned the development of documents which were consisted of a cryptographically secured chain of blocks that
were tamper-free. Bayer et al. (1993) improved the efficiency of the earlier work of Stuart Haber & W. Scott
Stornetta (1991) by incorporating Merkle trees enabling the collection of multiple documents in a single block.
Table 1. Cryptocurrency Evolution Timeline
Timeline

1991-2008

Blockchain
Stuart Haber and
Scott Stornetta work
on the first
Blockchain

Bitcoin

Ethereum

NEO

Satoshi Nakamoto releases
Bitcoin white paper
The first Bitcoin purchase
10,000BTC
Bitcoin marketplace
Vitalik Buterin releases
surpasses $1 Billion
Ethereum white paper
Ethereum Blockchain
funded by Crowdsale

2009
2010
2013

2014

2014

Blockchain
Technology R3 is
formed
NEO project
launched as
Antshares by Da
Hongfei and Erik
Zhang

2014
Ethereum Second
Blockchain unveiled

2015
Linux Foundation
unveils Hyperledger
EOS.IO is unveiled by
block one as a new
blockchain protocol
2017
2015-present Blockchain Technology evolving continuously
2015

In the period from 2008 to 2013, Nakamoto (2008) released the first white paper about the first phase of a working
blockchain in the form of Bitcoin. He implemented it as a peer-to-peer system where the genesis (first) block of
chains was formed. In the period from 2013 to 2015, the next evolution of blockchain was spearheaded by Buterin
(2014), who developed Ethereum. The Ethereum differentiated itself from blockchain by adding an extra feature that
allows users to record other assets such as contracts and slogans. This ensured the development of decentralized
applications and eventually smart contracts. From 2015 to 2018, the third evolution of the blockchain period, the
blockchain-based applications, such as Hyperledger by Linux, EOS, NEO launched in china, and IOTA were
developed (Goyal, 2018).
Blockchain technology can be applied not only in the field of financial transactions but also in other applications,
such as smart energy and grids, digital identity schemes, biometrics, healthcare, supply chain (Pan et al., 2019).
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Many industries use IoT enabled devices in which blockchain can be exploited to improve their supply chain
function (Pournader et al., 2020). In biometrics, advanced encryption schemes including homophonic encryption and
multi-party computation (MPC) are being employed as a non-standard protection technique to manage biometric
data in a public blockchain framework (Delgado-Mohatar et al., 2020).
Figure 1 describes a simplified illustration of how a blockchain works. The key properties that make a blockchain
superior are peer-to-peer transactions, distributed ledger, cryptographically secured, “add-only” and decentralized
data (IP Specialist, 2019).

Initiate
Transaction

Transaction is
completed

Peer-to- Peer
nodes record
transaction

P2P nodes validate
transaction with
consensus
algorithms

The new block is
added to a
permanent preexisting blockchain

Verified
transaction

A set of verified
transactions are
combined to
create a block

Figure 1. Process of Blockchain Technology
A transaction is initiated by a node and digitally signed with a private key. The transaction is propagated using a
gossip protocol to peers for validation based on preset criteria. After validation, the transaction is included in a
block, which is a set of data, and propagated onto the network. The newly created block is now part of the ledger
and subsequent block links itself cryptographically back into this block. Transactions are reconfirmed with every
addition of a new block, and a chain of blocks is formed.
The data integrity and trust are the long standing challenges in the business and financial sectors. Some of the
challenges were settled by applying the blockchain’s disruptive technology. This paper, first of all, investigates the
blockchain-based applications and blockchain-based IoT applications. This paper also discusses about the potential
adoption of the blockchain technology in solving similar issues in project management. Finally, the feasibility and
challenges of the blockchain application as applying in the field of the project management are discussed.
BLOCKCHAIN APPLICATIONS
Power Systems
Since its introduction to the world, the application of blockchains has gone beyond the financial sector and into other
areas such as power systems. Three main electrical power applications are electrical energy trading, renewable
energy certification, and demand response tracing (Di Silvestre et al., 2020). Most of its application in the energy
field are aimed at Peer-to-Peer energy trading (Jogunola et al., 2017). However, depending on the parties involved,
the blockchain application may change in the other power system fields, such as electric vehicles (Huang et al.,
2018), producers or prosumers, and energy storage system (Pop et al., 2018). In electrical power trading, it is used to
facilitate machine-to-machine interactions so that the power producers and prosumers can create a small-scale
market for exchange (Perrons & Cosby, 2020). The main property that all current blockchain applications and future
models on blockchain seek to leverage the property of transparency (Maesa & Mori, 2020). Maesa and Mori (2020)
also pointed out that this key property, transparency, is based on immutability, tamper resistance, and persistence of
blockchain’s data storage ability. The key property ensures the suitability of all applications built on blockchains.
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Geo-energy
Feng et al. (2020) identified the potential use of blockchain to solve problems related to physical assets, even though
blockchain has been mainly used to solve the problems related to digital assets. The authors hypothesized how
blockchain could be used to eventually deliver solutions in the geo-energy domain, in which the realistic short-term
expectations in this field would be to tackle key areas of the sector. Blockchains are currently being used to create
shared consensus about the progress of drilling campaigns (Rassenfoss, 2018). Lacity (2018) proposed that geoenergy market transactions can be managed using the blockchain technology.
Maritime Shipping Digitization
Global logistics has become an increasing necessity in today’s turbulent environment of international trade and
global partnerships (Chang and Lai, 2017). Due to the complication of global trading, the maritime industry needs to
deal with high volumes of paperwork resulting in slow processing of documentations (Lieber, 2017). Slowing
processing time due to many documentation causes the loss of goods, misplacements as well as poor services (Yang,
2019). It is estimated that about 15% to 50% of transportation costs in the global container shipping industry is due
to the paperwork processing time (Groenfeldt, 2017). Maersk and other major transshipment companies have
worked hard to digitize records and transactions through the blockchain (Nguyen, 2019). Blockchain technology
allows not only tracking of shipment and delivery time but a wider range of global logistics partners such as
shippers, ocean freight forwarders, shipping carriers, terminal operators, and customs offices. This does not only
enhance transparency between all parties involved but improves scheduling activities carried out by the various
partners within a supply chain (Yang, 2019).
Agri-Food Traceability
To sustain agri-food chains, it is critical to track and authenticate the information throughout the whole food supply
chain (Galvez et al., 2018; Olsen and Borit, 2018, Zhao et al., 2017). Feng et al. (2020) identified the potential of
using blockchain technology-based applications to solve such issues currently faced in food traceability. The authors
developed a framework with specific characteristics and functionalities for food traceability management and
explored development and implementation strategies needed to tackle challenges faced by researchers and
practitioners of food traceability. Agri-transactions, first of all, will be coordinated using blockchain and the data
will be propagated between stakeholders (Galvez et al., 2018). The initiated agri-transactions would then be
validated using the Merkle tree (Kshetri, 2018). The agriculture goods flow will be recorded with IoT platforms and
sensors such as RFID or barcodes (Fernández-Caramés et al., 2018). The transaction events are recorded and
included in the blockchain on the product supply chain (Khan et al., 2018). Stakeholders in the supply chain will add
new information in the blockchain once a consensus is reached to ensure the information is reliable (Andoni et al.,
2019). To improve the security of information, a block of historical data cannot be tampered after it is added to the
chain (Thakur & Donnelly, 2010).
Electronic Voting
Electronic voting refers to any type and any form of voting system where ballots are cast through an electronic
system (Ali & Murray, 2016). Proper implementation of e-voting can solve common fraud, provide a convenience
for the voters through limited direct contact and accessibility, and possibly reduce the cost of the electoral system
(International Institute of Democracy and Electoral Assistance, 2011). However, the use of e-voting can make some
issues including the lack of transparency, risk of manipulation by insiders with privileged access, and reduced level
of control by administrations of the election. Maesa and Mori (2020) outlined an e-voting system integrated with
blockchain frameworks to solve some underlying concerns in the use of e-voting, where a bitcoin-style
cryptocurrency oriented blockchain is adopted by first verifying voters. The voters cast their preferred vote using a
voting token, then the total tally per candidate is counted and validated through blockchain’s validation system.
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Healthcare
The healthcare industry is a classic case that deals with a lot of privacy requirements with the advent of technology
and mobile devices (Karafiloski & Mishev, 2017). Some key requirements for the adoption of technology in the
healthcare sector are authentication, interoperability, data transfer, and data sharing (Karafiloski & Mishev, 2017).
Moreover, in today’s digital age, most national health systems are trying to collect all personal health-related data in
a unique electronic record, called Electronic Health Record (EHR) (Maesa & Mori, 2020). The records require a
high level of protection to prevent breaches from unauthorized parties (Boban, 2016). Blockchain technology offers
strong potential applications in the healthcare system by providing security, integrity, availability, and authentication
principle due to its ledger and block-based infrastructure to help meet the requirements as well as solve issues of
interoperability, patient empowerment, and secured record sharing (Karafiloski & Mishev, 2017).
IoT AND BLOCKCHAIN
IoT and IIoT
Despite the increase in proof of concepts and demos with blockchain applications (Pawczuk et al., 2018), “the real
industrial use of the Blockchain technology is still a chimera” as quoted by Mazzei et al. (2020). The introduction of
the Internet of Things (IoT) and its application to industries (IIoT) reshape traditional thinking and allow the
interconnection of objects in a network environment (Sengupta et al., 2020). However, the risks of privacy and
security vulnerabilities have been of rising concern (Wang et al., 2019). The Internet of Things refers to any number
of physical objects which are interconnected to one another through the internet and they continuously exchange
data obtained from their surroundings with one another (Atzori et al., 2010). Fundamental characteristics of
blockchain technology, such as decentralization and information disclosure, have been proposed a solution to the
growing concern of risk in IoT and IIoT, and it has been shown that the combined technologies can pave the way for
novel models and IoT applications (Wang et. al., 2019). Wang et al. (2019) also insist that IoT, IIoT, and blockchain
can be combined to promote platform functions in food industry logistics management, even though some
limitations are present with the combination. The growing number of transactions due to the combination increases
complexity in the mining algorithm, so it requires a higher energy consumption to perform the transactions and the
blockchain designs become less energy efficient (Wang et al, 2019). Another limitation hampering the use of the
blockchain applications in IoT is to identify the participating devices in the blockchain using its public key, which
presents a complicated privacy issue (Meiklejohn, 2013).
Security/Privacy Challenges in IoT
IoT infrastructure consists of three physical layers network and application and therefore implies an interconnection
of multiple smart devices that interact with one another to perform a function through sensors and integration of
technologies, such as IoT-Cloud or IoT-fog-Cloud (Mohanta et al., 2020). For the reliable IoT applications, some
security issues, such as machine-to-machine communication, real-time monitoring, and data privacy, need to be
addressed (Al-Hasnawi et al., 2019; Casola et al., 2019; Chen & Lien, 2014). Common attacks on three layers of IoT
include the intrusion detection system (IDS), power analysis attack, wormhole attack, and man-in-the-middle attack
(Almiani et al., 2019; Deshmukh-Bhosale & Sonavane, 2019; Li et al., 2017; Moon et al., 2018).
Blockchain Solution to Challenges in IoT
Several solutions to IoT applications were addressed by researchers from 2018 through 2020. One of the solutions is
to use a distributed ledger-based blockchain, which can be used to solve IoT privacy issues, such as spoofing and
false authentication (Sadique et al., 2018). Also, to secure datasets sharing in an IoT environment, blockchain-based
compromised firmware detection was explored by Banerjee, Lee & Choo (2018). To enhance the security of IoT
systems, a device classification can be explored by applying machine learning algorithms on the blockchain data,
which is secured in its network (Dorri et al., 2019). Prada-Delgado et al. (2020) proposed to combine the blockchain
with IoT devices that exploit the characteristics of memory chips, which use cryptographic secret as an anticounterfeiting approach to verify the devices’ identities reliably. Since the blockchains are essentially distributed
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ledgers to validate nodes for its transactions, the trust management of multiple nodes for IoT applications are
required to make more efficient to improve the decision making of the IoT (Casado-Vara et al., 2019).

BLOCKCHAIN TECHNOLOGY IN PROJECT MANAGEMENT
The blockchain technology possessed a unique set of features such as anonymity, security, accountability,
robustness, and transparency that encouraged its application in the various sectors including smart contracts
(Hewavitharana et al., 2019). Thus, blockchain technology can be applied in the area of project management, which
requires tracking long-standing issues.
Norris (2019) proposed the management of scientific research projects, in which their solutions are easily applicable
to other types of projects. The traditional scientific project management exists within independent departments (Bai
et al., 2018), which their connections are surrounded in rigidity and necessity (Aiping & Dongliang, 2016). Due to
such inflexibility, there have been occurrences of academic misconduct such as forgery, misappropriation of funds,
and repeated publications in the course of such projects (Zheng & Bai, 2018). Bai et al. (2018) proposed to the
building of an innovative union blockchain-based project management tool that incorporates in various layers, such
as data layer, network layer, consensus layer, incentive layer, and contract layer, to tackle the problems. The
blockchain framework can be applied to other areas of project management. In the projects of the construction
industries, where use building, information, and modeling (BIM), a blockchain-based BIM pack can facilitate
between stakeholders, such as the architectural firm, civil engineers, suppliers, and others, to provide an immutable
record of the projects’ data (Norris, 2019).
Smart contracts on a network are the compiled computer protocols that embed the terms and conditions (the source
code) of a contract (Gronbaek, 2016). Smart contracts could potentially be used to manage independent tasks in
project management workflows (Norris, 2019). The blockchain-based smart contracts, for example, can be used in
case of project failure, which is associated with legal consequences (Turk & Klinc, 2017). In construction projects,
the blockchain-based smart contract provides a useful tool for managing and recording changes of the BIM model as
negotiating editing privileges between stakeholders (Lohry & Bodell, 2015). Ultimately, the status reports and
automatic payments can be made for subcontractors through smart contracts (Lawrence, 2019).
The role of the Project Management Office (PMO) can be altered for growing in the usage of blockchain-based
applications. According to the report released by the Blockchain Research Institute in collaboration with Brightline
Initiative in 2019, the new roles of PMO include creating and managing digital records, exchanging of digital assets,
and reinforcing acceptable performances (Giffen, 2019). The Project Management Offices can have benefited from
the blockchain-based applications for automating record-keeping and coordinating the tasks between stakeholders.
These benefits help PMO to manage project scope, costs, and schedules more efficiently yet effectively.
CONCLUSION
Blockchain has been a disruptive innovation and it has provided the industrial alternatives in many industries as a
generic technology platform over the last decade. Despite the lack of researches and its practical adoptions in the
project management field, this paper aimed to fill this gap by identifying and analyzing the current role of
blockchain in IoT and the application of blockchain technology in the new industrial revolution wave. This research
also examined the possibility of blockchain technology to solve long-standing challenges in the project management
field. In conclusion, the blockchain technology provided prominent features such as persistence, immutability, and
security, so that its technology can easily be adapted to IoT applications and the security challenges in IoT.
Similarly, blockchain technology can be applied to project deliverable tracking, project transaction tracking, and
project resources tracking in the project management information systems. The blockchains can also be applied for
managing assets during projects and ensuring transparency of activities to all stakeholders, so the cost overruns and
schedule delays can be reduced. Adopting a blockchain-based smart contract framework can be used for approving
the project status reports. However, this research needs to be extended to develop an open-source prototype for the
blockchain-based smart contracts, which can measure and evaluate the quality of pre-defined project deliverables.
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