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ABSTRACT
With technology advances, IoT applications are proliferating in the medical field. Integration of endpoint devices,
sensors, communications, and applications is leading to improved data availability and tools to manage positive
healthcare outcomes. However, in healthcare failures and security leaks can damage or be lethal to patients and
jeopardize trust in providers and health care organizations. This study empirically develops an IoT Medical taxonomy
with implications for categorizing and matching IoT security in the healthcare field to users by: (1) identifying the
characteristics of IoT security and (2) describing and testing users’ perceptions. The research analyzes the users’
perceptions of IoT Medical security in terms of the fundamental issues such as confidentiality, integrity, availability,
authentication, authorization, and audit. In addition to the proposed taxonomy of IoT Medical security, we summarize
the key security factors influencing the users making the decision to use IoT. The study will help improve IoT security
architecture design, IoT product development, and inform decision-making on IoT medical technology.
Keywords: Taxonomy, IoT, IoT medical, Security, Perceptions, confidentiality, integrity, availability,
authentication, authorization, and audit
The Internet and cyberspace integration of the digital and physical world has become a reality and continues to
transform our lives. This paradigm shift, referred to as the 4th industrial revolution, has implications for our life
experiences from jobs to healthcare. Internet of Things (IoT) is a major element in the next industrial revolution
(Wellener et al, 2019). Experts predicted the Internet of Things, (IoTs) to expand to more than 35 billion devices
connecting to existing networks and infrastructures in 2020 (Maayan, 2020). The ability to connect devices that have
uniquely addressable Internet Protocol (IP) spaces created the concept of the Internet of Things. IoT devices provide
the sensoring and controlling of objects across an existing network or corporate infrastructure. The direct integration
between physical objects such as vehicles, refrigerators, smart phones, and medical devices are examples of IoT
devices. New protocols facilitate the connection between people, objects and computer systems.
Some of the driving forces for the IoTs are low cost of hardware, sensors, and microprocessors. The low cost of
hardware in the past years on both the computer and supporting components coupled with low manufacturing cost of
the devices. Additionally, communication via wireless connection and new intelligent protocol management platforms
is a forcing function. Wireless connections are ready and available at restaurants, hospitals, airports, and other public
spaces. The advancement in communication protocols allow these direct connections with little effort on the part of
the end users (Video Internet of Things Overview, 2020).
Security concerns stem from the rapid pace of the technology evolution which leaves security considerations behind
for the convenience of connections and exchanging data with these networks. Traditional networks An IoT device
connected to medical devices, paired with a network could lead to an attack on the individual using a medical IoT
device. One of the characteristics of IoT devices that create a greater impact from cyber-attack is design to be
unobtrusive in nature often embedded in systems without user intervention and transparent to users (Video Internet of
Things Overview, 2020). Traditional networks are described as a collection of different types of devices managed and
administratively configured by skilled personnel within an organization, (Oppenheimer, 2011). A self-healing network
is de-centralized in nature and not managed or configured by skilled professional. These networks detect potential
problems and mitigate them with minimal human intervention. The independent ability of self-healing networks to

227

Issues in Information Systems
Volume 21, Issue 3, pp. 227-235, 2020

detect and mitigate issues create a heterogeneous network (Dala, 2014). This heterogeneous design leaves out the
mitigation that could cause the attack (Video Internet of Things Overview, 2020).

LITERATURE REVIEW
Connected technology such as the Internet of Things (IoT) has become embedded in our daily lives. In the healthcare
industry, for example, we are doing things we have never done before. In response to the global pandemic in 2020,
IoT devices and sensors are used to track patient temperature data for predictive analytics and potential virus outbreak
geographic areas (i.e. hotspots). With digital transformation comes the expectation and requirement for secure
technology innovation. Security is foundational to advanced technology such as IoT.
Internet of Things (IoT) is the next era in the IT world and emerging from its infancy and transforming it into an
integrated part of Internet (Matharu et al., 2014). However, research pertaining to IOT security is nascent, therefore,
our research addresses the imperative to understand the risks, threats and vulnerabilities to ascertain the possible
security approaches needed to fully integrate and apply to the IoT (Gaur et al., 2015).
IoT Security
Risk management is the process of identifying risk, assessing risk, and reducing risk to an acceptable level in which
we understand and respond to the factors that may lead to a failure in the confidentiality, integrity, or availability of
an information system (Gary, Alice & Alexis, 2002). Information security risk is the harm to a process or accidental
events (SANS Institute, 2020).
Dorsemaine, Gaulier, Wary and Kheir (2015) proposed a taxonomy for the Internet of Things (IoT). Dorsemaine et al
describe IoT as “infrastructures interconnecting connected objects”, focusing on the local endpoints as specific to IoT.
The authors IOT taxonomy categorizes IOT into five object groups: energy, communication, functional, local users
and hardware/software resources that can apply to various vertical markets including healthcare. For both
communication and hardware/software objects security is an important attribute in the IoT taxonomy.
There are four factors information integrity, confidentiality, accountability, and availability that serve as critical
information security objectives (Johnston & Michael, 2008). Mendez et al, 2017, mention the necessity of
communication protocol in order to find a feasible solution for system protection at the application level which
includes IEEE 802.15.4 Security, Zigbee and Tiny OS protocols. Some security requirements established in order to
consider IoT nodes as secure are data confidentiality, integrity, freshness, availability, organization autonomy, and
authentication. Figure 1 depicts a general IoT architecture. Regardless of the architecture components, the Sans
Institute IoT survey concluded that security is a challenge for IoT and will increase vulnerabilities in a big way
(Pescatore & Shpantzer, 2014)). Further the study purported the IoT security conundrum presents an opportunity for
“new ways of thinking about the ecologies of security” (Pescatore & Shpantzer, 2014), p 10).
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Figure 1. A Generic Architecture of an IoT system.
From the generic architecture above, IoT can be classified into three layers (Zhao and Ge, 2013), namely, application,
perception, and network protocol as shown in the Figure 2. The application layer which is visible to the end-user can
be structured in several ways based on the service it offers (Jing et al., 2014). The security issues differ depending on
the industry. The perception layer involves the collection of information, which is classified into two sections, namely,
the perception node (sensors, controllers, and so on) and the perception network that interconnects the network layer
(Jing et al., 2014). The network layer provides network transmission and information security and delivers pervasive
access environment to the perception layer. The network layer includes mobile devices, cloud computing, and the
Internet (Pongle and Chavan, 2015).
IoT Classification
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Figure 2. IoT Classification (Zhao & Ge, 2013)
In Figure 3, the IoT security Taxonomy addresses the IoT architecture and important factors from an IoT security
perspective (Alaba et al, 2017). The taxonomy addresses several of the faults and shortcomings of previous works and
present current security threats in the contexts of application, architecture, communication and data (Alaba et al, 2017).
The most commonly used security techniques that are considered with the use cases in this application domain are (i)
authentication, (ii) authorization, (iii) exhaustion of resources, and (iv) trust establishment.
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IoT Security Taxonomy
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Figure 3. IoT Security Taxonomy
The various security frameworks and taxonomies indicate the complexities and different approaches for securing IoT
devices and platforms. Our research aims to understand security in the healthcare domain. Later in this research we
propose an IoT Security Taxonomy for the medical domain. Limited security research has focused on IoT for the
healthcare sector and extended to the end user.
Threats in IoT Medical
The STRIDE threat model, a cybersecurity guiding principle, addresses a wide range of security threats holistically.
This model can be an effective tool in the arsenal to mitigate infrastructure threats and counter unknown threats
associated with IoT medical devices (Adam Shostack, 2008 p.61-63).
The STRIDE threat model attributes are 1) Spoofing which is the pretending to be something or someone other than
yourself. The security property violated is authentication. 2) Tampering is modifying something on disk, on a network
or memory. The security property tampering violates integrity. 3) Repudiation is claiming that a user did not do
something or was not responsible for the action committed. The security property violated is non-repudiation. 4)
Information Disclosure is providing information to someone not authorized to see it. The security property violated is
confidentiality. 5) Denial of Service is absorbing resources needed to provide service. The property violated is
Availability. 6) Elevation of Privilege is allowing someone to do something they are not authorized to do.
Security threats for a healthcare application can present catastrophic outcomes. From a healthcare IoT perspective
data security implies data is stored and transferred securely to assure integrity, validity, an authenticity (Sun et al,
2018). Additionally, for mobile devices used in healthcare the attacks aim to confiscate and control user data, control
device resources and control applications.
IoT devices, supported by open technology and platforms, are inherently prone to security vulnerabilities. IoT devices
should evolve to more “self-dependence” in identifying and correcting security invasions (Solongi et al, 2018).
Ray, Jones & Zhang (2013) discuss identity theft, software control and connectivity as safety threats for patients. Their
study elaborates on threats in the home healthcare environment in comparison to hospitals and other healthcare
organizations.
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Vulnerabilities in IoT Medical
As in most domains, IoT in healthcare can be susceptible to security vulnerabilities. In healthcare IoT every physical
object is locatable and therefore vulnerable. “Vulnerabilities of IoT reside in devices, communication, service
applications and by exploiting vulnerabilities attacks are launched” (Ge & Kim, 2015, p 776). Medical device security
is perplexing as suppliers and medical organizations attempt to balance performance, usability and safety
vulnerabilities.
An IoT sensor, the multi-hub relay system that connects the source nodes, as well as other network applications require
measures against common attacks which include Denial of Service (DoS), traffic analysis, node replication (Sybil
attack), general confidentiality concerns, black hole routing attacks and physical damage or unauthorized manipulation
(Mendez, Papapanagiotou & Yang, 2017).
Wireless devices prevalent in healthcare applications magnify exposure to data leaks and malware. Mobile device and
Bluetooth protocols like 802.1x and Zigbee are vulnerable to data being intercepted. IoT security issues arise
pertaining to data integrity because mobile devices are potential targets for malicious attacks (Tarouco et al, 2012,
p.6123).
Taxonomy of IoT Medical Security
The proposed taxonomy of IoT medical security as shown in the figure 4, is based on the previous studies and security
best practices as a systematic approach. This classification focuses on the factors: security, user, threat, data, IoT
technology, and communication as a holistic view of IoT medical security. It will facilitate security professionals
understanding users’ perceptions and the important factors of IoT medical security, and improve IoT medical security
architecture, IoT product development and enhance decision making of IoT medical in term a security.
The IoT medical taxonomy considers people, process, and technology. It is for patients and healthcare organizations
to understand and assess the importance of security factors in decisions.

Figure 4. Proposed IoT Medical Security Taxonomy
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Security
HIPPA and other health care policies require extensive security measures in the medical area. Confidentiality is
important to ensure data is secure and only available to authorized users. Integrity ensures that data is being received
from the right sender and to ensure that the data is not tampered with during transmission due to intended or unintended
interference. Availability is focused on the data being present when it is needed. Each IoT medical object must be
clearly identifiable and authenticated. Healthcare applications rely on authorization of access rights to resources such
as medical devices and are dependent on trust. Finally, auditing requires routinely reviewing audit logs for compliance
with security principles and processes (Alaba et al, 2017, Johnston & Pearson, 2008).
Users
The human related problems are on all levels of the organization, from uninformed end-users such as a patient,
physician, IT professional, vendor, administrative staff to upper management. Although technical security controls
such as firewalls, anti-virus, and auditing are easy to be implemented, they are not sufficient to ensure the achievement
of multiple information security objectives (Johnston & Pearson, 2008). In IoT the term user includes human as well
as machines and services, and it also includes the internal objects (i.e. devices that are part of the network) and external
objects. Therefore, security should include users and tools which contribute to improved IoT security decisions.
Threat
As discussed earlier in this research the STRIDE threat model is foundational to IoT security. The STRIDE threat
model has been used in the design of secure software systems [8] and applied to security threats to RFID. (Thompson,
Sunkara & Thompson, 2006). RFID technology is frequently used in the design of IoT medical applications. IoT
medical threat characteristics in the proposed taxonomy include: 1) Spoofing Identity such as to replace an authorized
reader with an unauthorized reader and reads the tags of an individual without the individual’s authorization 2)
Tampering with data 3) Repudiation such as actions against tracking RFID tags 4) Information Disclosure 5) Denial
of Service by deletion or modification of the serial number in an RFID-enabled device and Elevation of Privileges to
grant unauthorized access.
Data
Data from this view is the inputs and outputs of the medical IoT architectural components and processes. In healthcare
IoT context patient data is in a static state or in motion. Data at rest is stored in the IoT device, on the network or in a
workflow process. Alternatively, data in transit is flowing over a secured or unsecured network. For example, end user
devices such as an iPad or blood pressure monitoring device can store data at rest internal to the IoT device.
IoT Technology
The medical IoT technology stack comprises sensors, gateways, RFID tags, smartphones and an orchestration layer.
The sensors and objects collect data; gateways act as interface points to IoT platforms; RFID radio frequency tags
attach to objects and send data; intelligent phones facilitate communication and orchestration provides a single unified
view into data across the technology platform.
Communication
Healthcare IoT leverages communication for network access control and data flow from the endpoint to the healthcare
provider or organization. For security and resilience diverse communication technology may be used in healthcare
IoT solutions. Healthcare IoT communication at the network layer includes LAN/WAN access and transport, wireless
connectivity, cloud technology and mobility.
RESEARCH QUESTION
To accomplish the goal of this study, the research addresses the following research questions:
RQ1: What are the users’ perceptions of IoT Medical technology risk in terms of security, threat, and vulnerability?
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RQ2: What is the ranking of the key security factors to support decision making when selecting Medical IoT
technology?
METHODOLOGY
Survey research has the advantage of explaining outcomes in terms of other effects, and participant responses are
considered statistical evidence (Check & Schutt, 2012). To conduct the study, the quantitative approach is used in the
form of a survey instrument. Data collection methods and a questionnaire approach are used to find the users’
perceptions of IoT Medical technology risk in terms of security, threat, and vulnerability, and the important security
factors for decision making when selecting Medical IoT technology. The Likert-type scale is used to measure the
perception of users on IoT Medical security. Using scale: 1= Strongly Disagree, 2= Disagree, 3= Neutral, 4= Agree,
5= Strongly Agree.
Data Collection. This study chose the purposive sample as fundamental to the quality of data gathered (Bernard,
2002). According to Bernard (2002) in a study of cloud computing adoption in enterprises (Carcary, Doherty, &
Conway, 2013) used 1500 SMEs and “aimed for a response rate of 7% in order to achieve 100 usable responses, which
were deemed a suitable minimal level in a large population” (Harrigan, Rosenthal, & Scherer, 2008).
The study conducts a sample size of 170 participants related to IoT Medical such as patients, physicians, IT
professionals, administrators, and vendors. A pilot test is used to refine the test instrument and specific issues
addressed including question ambiguity, the refinement of the research protocol, and the confirmation of scale
reliability (Van and Hundley, 2001).
Data Analysis. The overall statistical finding of demographic data. The research questions, survey questionnaire,
and analysis tools are the sources for the data analysis strategy for this study.

CONCLUSION
The main contribution of this paper is a medical security taxonomy. This taxonomy calls for further research as is
proposed as a next step with the survey questions and data analysis. Our survey will assess the completeness of the
survey itself as an instrument for IoT medical. Another expected result is the importance and prioritization of factors
pertaining to IoT medical security.
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