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ABSTRACT

Use of web applications and electronic bulletin board systems has become increasingly popular and plays an
important role in our day to day life. Today, users want to read, post, and respond to just about everything they can
on the Internet. The problem is that many web applications and bulletin board platforms contain sensitive data that
hackers try to exploit and steal useful information. The applied research examines the security of the phpBB3 platform
by performing five security attacks (packet sniffing, forum spamming, session hijacking, SQL injection, and XSS
scripting). The results revealed successfully security breaches and vulnerabilities exists within the phpBB3 platform.
Based upon these result, this research provided recommends and countermeasures to reduce the vulnerabilities and
improve phpBB3 security.
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INTRODUCTION

A computer bulletin board system (BBS) is an asynchronous electronic transmission of information to participating
users. BBSs allow internet users to post information and respond (Tang, Kong, Song, & You, 2007). The use of BBSs
is not a new topic as they have been around longer than the Internet (Long, Greenberg, Ismeurt, & McGrath, 2001;
Makulowich, 1993; Alemi et al., 1996). Over the years, BBS have notably expanded the transfer of information
among people and organizations (Huang & Leung, 2012). As a result, BBSs have been known to have many benefits
such as teambuilding, knowledge interdependency, information dissemination, decision making, self-help, and
collaboration (Bullen & Bennett, 1991; Chen, Du, Liu, Zhang, & Zhang, 2019; Huang, 2010; Jin, Cheung, Lee, &
Chen, 2009; Malone & Rockart, 1993; Tillquist, 1996; Yates, 1989).

One of the most widely applied BBS software is phpBB3 (https://www.phpbb.com), which is free, open source
software that has been developed by PHP. The popularity of the message boards or internet forums has been facilitated
by the increased access to internet. Therefore, people join bulletin boards and engage in a discussion related to a
particular (Huang & Leung, 2012). The bulletin board style interface is preferred because of its ease of use and the
seamless connection that people have on the platform. The BBSs contain sensitive information that needs to be
protected from unauthorized use or access by third parties. Some hackers may be attracted by the rich data and could
attempt to exploit and steal the useful information. It is, thus, important to implement fixes that can help in preventing
attacks and subsequent loss of information.

Currently, existing literature within the BBS are focuses on their use from a personal or organizational perspective
(Huang, & Leung, 2012; Alemi et. al., 1996; Zhang & Zhang, 2019). There is a lack of research focusing on phpBB3
vulnerabilities and possible countermeasures. In a recent summary of the 2019 big and ugly breaches, Robinson
(2019) stated that in the video game, Town of Salem, there were approximately seven million hacked accounts in
which the hacker gained access to the users MD5 (phpBB3) username and password, and forum activity. He argues
that the current status of cybersecurity is alarming and immediate attention is needed. To fill this research gap, this
applied research paper focuses on highlighting the popularity of the phpBB3 among other BBSs. Specifically, this
research performed the following attacks: packet sniffing, forum spamming, session hijacking, SQL injection, and
XSS scripting. Vulnerabilities are identified and explained, as well as, recommended countermeasures to eliminate
the vulnerabilities and to improve phpBB3 security are proposed.
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This research has practical implications for the information technology professionals working with BBSs. The
remaining structure of this paper is as follows: brief review of the literature, methodology, results, recommendations,
and conclusion.

LITERATURE REVIEW

A number of studies that have been conducted on phpBB3 software indicate that its security can be easily
compromised by the hackers who are targeting the rich information contained in the platforms (Robinson, 2019). The
security of the software can be comprised at different levels that include compromising the user passwords and
installing malwares to track the passwords stored on the databases. According to Zhang (2014), the security of phpBB3
software can easily be compromised due to the continued use of an earlier version of the software that has weak
algorithms. The earlier version continues to be used as it helps in solving the compatibility issues that are associated
with the modern software platform. Hackers are, thus, able to take advantage of the weaker versions to access the
platforms and gain access to important user information.

PHP is the most utilized framework for offering web applications. It has grown to become a critical part of our culture
as people utilize it in, basically, all forms of their life functions. Marashdih, Zaaba, and Suwais (2018), note that the
framework is utilized by users in managing bank accounts, interacting with friends, educational services and for filling
taxes. When hackers compromise the systems they gain access to important information that can be used to harm the
users (Letsoalo & Ojo, 2017). For example, they can use banking information to manipulate the financial system and
obtain funds from the users’ accounts. The ease of compromising security of web applications is facilitated by the vast
amount of servers that are used to run them throughout the world (Fong, Lee, Lin, & Yue, 2010). Therefore, they
become a target for most hackers that are looking to gain access to user information.

The most common vulnerability on PHP web application is cross site scripting (XXS). According to Marashdih et. al.
(2018), cross site scripting is an injection type of attack that introduces spamming tools into the user’s device and,
consequently, steals sensitive information, sessions, user accounts, and cookies. The attack is executed through
introduction of malicious scripts into the source code (Prokhorenko, Choo, & Ashman, 2016). Cross site scripting also
occurs in web applications that utilize user data without encoding or validating. It allows a hacker to execute a script
in the browser of the user, thus, disfiguring the websites, taking command of user sessions, or direct the user to sites
that are suspicious (Zhang & Fan, 2014). Despite the enhanced process of reducing the vulnerabilities of web
applications, Gupta and Gupta (2018), note that approximately 65% of web application still contains vulnerabilities
to cross site scripting. They are the most popular threats to web applications.

The advancement of technologies and increased accessibility to internet has enhanced the use of web applications to
execute various functions in people’s daily lives. However, as people continue to use the functions enabled by web
applications, the threat of theft of information is enhanced (Sharma, Gupta, & Khanna, 2019). Cybersecurity has, thus
become one of the most major topics in the modern online world. The threat is more advanced as virtually anything
in the current world is connected to the internet network. Cyber-attacks can interfere with online business and
shopping, banking, and interactions. When people are conducting online transactions, they pass on sensitive
information that requires high levels of confidentiality and integrity (Kamal, 2016). However, the high amount of data
that is passed through the internet has made it complex to protect sensitive data. Informational technology experts,
thus, have a task of developing secure mechanisms that can handle large data and provide assurance of users’
confidentiality and integrity.

Andrea, Wojciech, and Max (2018) provides an overview into various publicly available network vulnerabilities
scanning tools, by identifying and classifying them and then showing their strengths, weaknesses, features and
capabilities. These are the tools that can be used to execute attacks, defend against attacks or learn where an attacker
may target. In this paper, they discussed the need for tools that allow us to perform white hat hacking and penetration
testing for security purposes. Skipfish is one of the tools used to perform penetration testing in this work.
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METHODOLOGY

The goal of this research paper is to conduct security testing on phpBB. For the scope of this research, the following
attacks were performed: packet sniffing, forum spamming, session hijacking, SQL injection, and XSS scripting. The
common tools used for this research were a Ubuntu server, Kali Linux operating system, switch, router, and default
installation of phpBB3. PhpBB3 was selected for this research because it is free and the most common free BBS
platform.

System Setup

For the system setup, Ubuntu version 18.04 Live was installed on a Lenovo tower and booted into an operating system
from a 64GB USB. After installing Ubuntu, we installed Apache2, phpMyAdmin, MySQL and a default installation
of phpBB3. Kali Linux is very resourceful and user-friendly, it is used to carry out effective penetration testing on
systems, networks and web applications.

A TP-Link Router and Cisco catalyst 2960-S switch was used for the network setup. Figure 1 provides an outline of
the network setup.
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Figure 1: Configuration of the Network
Network scan and connectivity

The first phase was to check connectivity between the Kali Linux machine, victim PC, and the localhost webpage
(phpBB3). The “ping” command, was used to ping the Victim PC and access the web page using IP
192.168.0.101/newphp/phpBB3 from victim PC. Figure 2 and 3 show this phase.

In the next phase of the project, multiple user accounts were created for users to login to the forum with a username
and password to participate in the discussion.
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Figure 3: Successful connection to the webpage using IP 192.168.0.101
Attacks
Arp spoof attack

In this phase, different types of attacks in the phpBB3 platform. The first type of attack performed was Arp Spoof
attack. For an Arp spoof attack, a malicious user sends unsolicited ARP replies to both the gateway and the target
LAN user. Arp spoof attack attempts to divert traffic from its originally intended host to an attacker instead.

For an Arp Spoof attack, the Kali Linux attack machine was configured for IP forwarding and the command “echo 1
> [proc/sys/net/ipv4/ip_forward” was used. After enabling IP forwarding, we attacked the target IP (Victim PC) and
default gateway of the network using arpspoof attack. Figure 4 displays the command used:

292



Issues in Information Systems
Volume 21, Issue 2, pp. 289-299, 2020

:2e:ef48:4a 0806 42: arp reply 192.168.0.1 is-at 4d:3T:e

:ch:98 88:53:2e:ef:48:4a 0806 42: arp reply 192.168.98.1 is-

:98 88:53:2e:¢f:48:4a 0806 42: arp reply 192.168.9.1 is-

:ch:98 88:53:2e:ef:48:4a 0806 42: arp reply 192.166.0.1 is-

Figure 4: Arp spoofing attack

In the above command, the first IP was set as the target machine IP and the second IP as a default gateway IP address.
This command kept sending ARP packets to the target IP and default gateway.

Forum Spam

Another attack performed was spamming the forum. Forum spamming repeatedly posted the messages in a discussion
post. A chat spammer was used because it is a free open source tool, to spam the forum. This tool flooded the
discussion forum with messages. Specifically, text was set to “this is a spam message”. Figure 5 illustrates the Chat
Spammer used.

Chat Spammer By Null Server — O >

Text : |this is @ spam message ™

interval : |3 Set Interval

Start Stop

Figure 5: Chat spammer tool

Session Hijacking

Session Hijacking is a method of taking over a web user session by stealing an active communication session from a
legitimate user. Web applications keep track of logged in users through the use of sessions. With phpBB3, users are
tracked using session identifier cookie (Sid) (Fong, Lee, Lin, & Yue, 2010). In this type of attack, if the attacker is on
the same network, a valid session ID can be spoofed to get into the system to extract data.

For this type of attack, Skipfish, an open source tool in Kali Linux, was used. Skipfish is an active web application
security reconnaissance tool that scans session 1Ds for applications that put session IDs in the URL. Figure 6 illustrates
the command used to scan the web application for session ID.

:~# skipfish -0 263 ’|T.T[|:.-".i'1'}J.lﬁE.G.lﬂ-i.i'ru?l-.'[:-h[.-.-"r;FI:{’-Eﬂ

Figure 6: Skipfish tool for session hijacking
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SQL Injection Attack

SQL injection attacks are a very common threat to websites that have their input validation poorly implemented;
hence, making its database prone to attacks. SQL injection is a code injection technique used to attack database
applications, in which an attacker inserts malicious SQL statement for execution to access data. A vulnerable website
can easily lead a company to be hacked and their data stolen by malicious people. Any sort of hacking on a company
can lead to massive losses of confidential data that can be used against the employees of the company or the company
itself.

During implementation of this attack the common tools we used were Kali Linux and SQLmap tool. Once kali Linux
was running, we opened the terminal and typed in SQLmap —h, which lists all the commands that can be used to
execute further.

As shown in Figure 7, the “SQLmap —u http://192.168.0.1/newphp/phpBB3/ucp.php?mode=login —dbs™ command
was used. This command enabled the SQLmap to check for a vulnerability in the web application’s database in
different areas.

f8.8.1081/newphp/phpBR3 fucp |_:-r';|?"|_||||-='l,:_||:|',|' dbs

t is the end user':
ogran

Figure 7: SQLmap tool used to inject the database.
Cross-site Scripting

Cross-site scripting attacks are malicious client-side code injection attack. For this attack, malicious java script was
injected in the comment section of the web page. The main purpose of this attack was to steal a user’s identity data —
cookies, session ID and other information. As shown in figure 8, JavaScript was injected into the reply section of the
forum. The malicious script used was “<script>alert(‘XSS’)</script>".

B || I L 13 * || I3 A & |[Mormal ¥ |

[Save draft] [Preview| [Submit|

Figure 8: Malicious script injected in the reply section of the discussion post
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RESULTS
This sections presents results that were obtained by the implementation of the five different types of attacks in the
phpBB3 platform.
Arp Spoof Attack Results

Our results show Arp spoof attack was successful. Figure 9 shows the success Arp spoof attach. Specifically, we
were able to obtain the username and password in the attacker machine using Ettercap when the victim logged into
the phpBB3 discussion forum.

Applications = Places v & Ettercap +

sttercap 082 00
Start Targets Hosts View Mitm Filters Logging Plugins Info
Host List ¥
P Address MAC Address  Description
192168.01 S0:C78F3%18:38
192.168.0.101 44376390038
192.168.0103 HA3TEGITCRSS
192.68.0.104 S44E06L0C36

192168.0105 S853IEER4RAA

Delete Hest AddtoTarget 1 ‘| Add to Target2

GROUP2:192.168.0.105 853 IR LF:48:4A _

HTTP: 192.168.0.101:30 - { USER: orange PASS: Chicken Dinner INFO: hifp:1/192.168.0.101 frewphpiphpBB3/ucp.phpmode=login I
JCONTENT: username=ora owoTe- § =
J42Fucp,php%3F mode3DleginBereation_time=15705457768F0rm _token=57208b324215445094706396065210c89941Bddefisid-503¢4f7811fa4ad32cdebfPe3caad2Bredirect=Index phpblogin=Login

Figure 9: Successful Arp Spoof Attack that captures login credentials
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Forum Spam Attack Results

Figure 10 shows the forum spam was successful and the discussion post was flooded with “this is a spam message”
and “let’s have some fun” texts. These messages were flooded within minutes once the start button was pressed.

Re: Attacks I orange %o
[ by orange » Tue Oct 01, 2015 10:39 am Dosts: 24 %
thisisa spam message ::nln:c:tT%OC: 01, 2019 10:38 am
this is a spam message e
this is a spam message
this is a spam message
this is a spam message

4q
Re: Attacks 2|1 g oranae %
| by orange » Tug Oct 01, 2015 10:59 am Posts: 24 %
tisis 2 s mesage ::nin::::tﬂéo.:: 01, 2013 10:58 am

. ontact:

this is a spam message
this is a spam message
this is a spam message
this is a spam message

q
Re: Attacks I orange 0%
ki by orange » Tue Oct 01, 2015 11:00 am Posts: 24 %
T ::nin:;ﬂéo.:: 01, 2013 10:58 am
lets have some fun =
lets have some fun
|ets have some fun
lets have some fun
|ets have some fun

Figure 10: The forum after the spam attack

Session Hijacking Results

As illustrated in Figure 11, we were able to capture the session ID and gain unauthorized access to the web server.
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Figure 11: Session hijacking results
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SQL Injection Attack Results

Figure 12 shows the result of the SQL injection attack. It is important to note that we were unable to perform this
attack as all the parameters that were tested did not appear to be injectable.

] [hARHIHG GET paraneter ‘node’ does not seen to be injectable
pste s do not appear to be injectable. Try to increase values for ' /'
2 it a go with the switch '--te if the target page hd‘ a lowp

k'nd of pro t&Tlil mechanism 1nval ard

Figure 12: SQL injection attack results
Cross-site Scripting Attack Results

Figure 13 shows the attack was not successful as it did not successfully activate the malicious script that was inserted
in the reply section. The result depicted plain text that was printed out with no effects.

Re: Atacks oy g e

1 7 K
by orange > T Oct 28, 019 930 am b 5
Joird: T Oct 01, 2019 10:58 am

ol 15t o

Figure 13: Cross-Site scripting attack results

RECOMMENDATIONS & PROPOSED COUNTERMEASURES

One of the common ways of ensuring security of data and accounts is through password encryption, which involves
application of a password processing function (Deepa & Thilagam, 2016). It secures the password information, thus,
protecting it from hackers’ activities. Users can also protect their data and accounts from threats of attack by enabling
a two-step authentication process. Apart from the password provided when logging into an account, a verification
code is sent to a user’s mobile phone or email (Sharma, Gupta, & Khanna, 2019). They have to input the verification
code for them to access the account. Web application users should also ensure that they use Hyper Text Transfer
Protocol Secure (HTTPS) connection when they are logging in into any web server or while engaging in online
shopping and online banking (Baitha & Vinod, 2018). Web application fora can further be protected through improved
security protection of the database. It includes continuous update of patches in time and installation of intrusion
detection system. Use of these security measures can help keep data shared in web applications secure.

CONCLUSION

Web applications enabled by phpBB3 software are widely used in various functions. As is indicated in the above
demonstrations, users and technology experts can exploit the security vulnerabilities found on the phpBB3 platform
and come up with possible fixes that could prevent the attack from happening in the future. The vulnerabilities posed
to web applications mainly arise from cross site scripting capability that allows attackers to inject codes on the web

297



Issues in Information Systems
Volume 21, Issue 2, pp. 289-299, 2020

browser of a victim and get access to his/her sensitive resources such as passwords, credit card information, and
cookies among others. Such security threats can be limited through use of password encryption, two-step,
authentication passwords, use of HTTPS connection, and improving security connection of the database.

It is important to note that this research is not without limitations. First, the research is limited phpBB3 platform.
The research is also limited to free security tools selected. Future research should address these limitations and expand
BBS security testing on different platforms. Additionally, future research should focus on examining additional
security tests. In conclusion, this research provides an important foundation for additional research on BBS security
testing.
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