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Abstract 
 

  
This study investigated users’ IoT privacy and security concerns. The study looked at several variables, 

including job level, daily use of IoT, daily time spent using IoT, age, and gender. Data were collected from 

employees in various organizations using an instrument with two constructs. The findings showed that 

older workers in higher job levels and more frequent IoT users had significantly deeper IoT privacy 

concerns. Additionally, higher job levels and frequency of IoT use significantly influenced employees' 

security concerns. The implications of the findings are discussed, and recommendations for further 

research are given. 

 

Keywords: Internet of Things, IoT privacy concerns, IoT security concerns, job level, daily use of IoT, 

daily time spent using IoT 

 

 

Introduction 

 

The Internet of Things (IoT) is a rapidly growing technology that has changed how we interact with our 

everyday environment.  It has enabled us to collect and share data, control devices, and even manage our 

home environment with a button (Bastos et al., 2018).  It has been described as one of the most unique 

disruptive technologies in the 21st century (Nord et al., 2019).  IoT technology consists of various 

interconnected devices, sensors, and systems that permit the control and monitoring of our surroundings, 

providing an extremely versatile tool that allows interaction with our environment in unprecedented ways.  

Frost & Sullivan (2023) predicts active IoT-connected devices will reach 41.76 billion in 2023, up 18% 

from 2022. The acceleration of automation processes is driving this growth, companies' continued digital 

transformation journey, the recovery of value chains after the economic impacts of the pandemic, and the 

rollout of 5G connectivity networks (Frost & Sullivan, 2023).  Many scholars agree that privacy and security 

are essential for the successful deployment of IoT devices (e.g., Ransbotham et al., 2016; Sicari et al., 2016; 

Fernandes et al., 2017; Koo & Kim, 2017; Heer et al., 2011).  The U.S. Department of Homeland Security 

(DHS) published a report in 2014 (DHS, 2014) that identified several vulnerabilities in the IoT ecosystem. 

Attackers could exploit these vulnerabilities to access IoT devices and networks, potentially leading to data 

breaches, service disruptions, or physical damage.  

 

The vast amounts of data collected and transmitted by IoT devices may be utilized to exploit privacy and 

security weaknesses (Obaidat et al., 2020; Algarni et al., 2021).  With the advancement of IoT technology, 

privacy and security concerns must be addressed to ensure data are kept safe from malicious actors (Bastos 

et al., 2018).  Concerns about IoT privacy and security may impact users’ willingness to use IoT technology 

(Koohang et al., 2022).  This study aims to examine IoT privacy and security concerns among employees 
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within various organizations paying attention to several variables, i.e., job level, daily use of IoT, daily time 

spent using IoT, age, and gender.  In line with the purpose of the study, we ask the following research 

question: 

RQ1: Are there significant mean differences between the independent variables (job level, daily use of IoT, 

daily time spent using IoT, age, and gender) and the dependent variable of IoT privacy concerns?  

RQ2: Are there significant mean differences between the independent variables (job level, daily use of IoT, 

daily time spent using IoT, age, and gender) and the dependent variable of IoT security concerns?  

 

Review of the Literature 

 

Burrus (2014) believed IoT is the most significant technology trend of our time. It is disrupting and 

transforming industries across the globe, and it is poised to create even more opportunities in the years to 

come. There are many definitions for IoT.  For example, Ben-Daya, Hassini, and Bahroun (2019, p. 4721) 

described it as "… a network of physical objects that are digitally connected to sense, monitor, and interact 

within a company and between the company and its supply chain enabling agility, visibility, tracking, and 

information sharing to facilitate timely planning, control, and coordination of the supply chain processes."  

Huang et al. (2016, p. 5) defined it as “a worldwide network of physical objects using the Internet as a 

communication media.”  Koohang et al. (2022) explained that the IoT is a network of connected devices 

that collect and share data. These devices can be anything from smartphones and laptops to wearables and 

industrial machines. When connected, these devices can create a robust network that can be used to improve 

efficiency, productivity, and safety. 

 

IoT privacy and security concerns 

 

One of the foremost challenges of IoT systems revolves around the potential for privacy breaches (Paul, 

2019).  The massive volume of data collected and transmitted by IoT devices can be inadvertently leaked 

without users’ awareness (Alshohoumi et al., 2019; Obaidat et al., 2020). Most IoT users have seen their 

activity used for unintended consequences, such as in retail, where buying behavior is sold to advertisers 

(Cichy et al., 2021).   Privacy concerns extend beyond personally initiated activity to encompass crowd-

sensing and data-aggregating technologies that monetize users’ behavior and information (Baldini et al., 

2018).   The emergence of artificial intelligence and advanced technologies that gather public data, 

including device locations during the COVID-19 pandemic, has heightened public awareness regarding 

privacy issues surrounding IoT. In a large-scale survey in Britain, the perceived value of IoT was 

significantly influenced by privacy concerns (El-Haddadeh et al., 2019).  Of course, user activity cannot be 

completely anonymous because networks need to authenticate access (Wang et al., 2020), elevating privacy 

concerns as a perennial issue.   

 

The IoT industry continues to grapple with identifying untrusted devices, a security vulnerability (Algarni 

et al., 2021; Alghofaili & Rassam, 2022).  Common security concerns when using IoT include weak 

authentication, vulnerable software, and inadequate encryption (Bharati & Podder, 2022). IoT needs better 

authentication setups, such as default usernames and passwords, which hackers can easily guess or exploit.  

The FBI has issued warnings regarding the prevalence of outdated or unpatched firmware in many IoT 

devices, which can contain known vulnerabilities that cybercriminals can exploit (Teller Vision, 2017). IoT 

devices often transmit data over unencrypted channels, which attackers can intercept and read.  Designing 

highly secure IoT systems is a massive challenge for devices and users with less-than-optimal cyber hygiene 

combined with the growing sophistication of hackers (Ghaleb & Azzedin, 2021).   
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Given the literature on difficulties addressing privacy and security risks, users’ IoT privacy and security 

concerns seem reasonable.  The literature has limited information about whether these concerns are uniform 

across the population, and our little evidence is mixed.  Some evidence indicates that IoT risk concerns are 

similar across age groups, from 30-year-olds up to 79-year-olds (Fristedt et al., 2021).  In a study of 2,033 

individuals in the UK, risk beliefs were generally neutral to high risk, with the higher risk ratings more 

common in older users (Cannizzaro et al., 2020).  Lim (2010) found that age-related technology views 

correlated to the user’s generation (when first learning about digital products).  No studies have addressed 

how job level and employee use of IoT impact IoT privacy or security concerns.  One study found that 

better-educated participants, perhaps more likely to be in upper-level jobs, had higher IoT risk perceptions 

(Zhu, 2019).  Pew Research (2018) found that men were more concerned about device security than women.     

 

In addition to individual variables, organizational culture can impact user experience with IoT devices.  In 

a recent study, organizational culture affected user compliance with security policies (Nord et al., 2022).  

Managers and co-workers influence each other (Bulgurcu et al., 2010), so levels of IoT concern may adjust 

based on colleagues’ views, with those exposed to more IoT activity focusing more on conversations around 

IoT concerns.  If the employee’s role makes them feel responsible for securing information, they may have 

deeper concerns and higher risk perceptions than others (Shadbad & Biros, 2021).  Employees with a 

broader span of authority may have more access to IoT security policies, potentially increasing awareness 

and concerns (Koohang et al., 2022).  Given this limited research, it is unclear how job level, frequency of 

IoT use, age, and gender will impact IoT concerns. 

 

 

Methodology 

 

Instrument 
 

We chose two constructs from a study conducted by Sargent et al. (2023).   The constructs are IoT privacy 

concerns and IoT security concerns.   The IoT privacy concerns “defined as users’ concerns about IoT 

service providers collecting personal information, using stored personal information for their 

advantage/profit, selling stored personal information in their databases to other companies, sharing stored 

personal information with other companies without users’ authorization, and the stored personal 

information is unprotected from unauthorized access.”  The IoT security concerns are “defined as users’ 

concerns about IoT botnets, IoT-based data breaches, IoT direct exploitation via various devices, IoT device 

hijacking, rogue IoT devices, lack of regular patches and updates, and IoT insecure interfaces.” (Sargent et 

al., 2023).  The constructs with their associated items are as follows:  

 

IoT Privacy Concerns 

1. I am concerned that IoT service providers are collecting personal information about me.  

2. I am concerned that IoT service providers would use my stored personal information for their 

advantage/profit.  

3. I am concerned that IoT service providers would sell my stored personal information in their 

databases to other companies.  

4. I am concerned that IoT service providers would share my stored personal information in their 

databases with other companies without my authorization.  

5. I am concerned that IoT service providers’ databases containing my personal information are 

unprotected from unauthorized access.  
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IoT Security Concerns 

1. I am concerned about the IoT botnet (i.e., a network of devices connected to the IoT, typically 

routers, that have been infected by malware) attempting to gain unauthorized access to user 

accounts on my IoT devices. 

2. I am concerned about IoT-based data breaches, i.e., exploiting Internet-connected cameras and/or 

users' cloud services, allowing attackers access to potentially sensitive data or other valuable 

information. 

3. I am concerned about direct exploitation via printers and other IoT devices I use that are a 

common access point for attackers to gain access to sensitive and confidential information. 

4. I am concerned about the IoT devices “hijacking” that the attacker demands a ransom fee for the 

decryption key unlocking the files. 

5. I am concerned about the rogue IoT devices (i.e., counterfeit malicious IoT devices) installed in 

secured networks without authorization. 

6. I am concerned about the lack of regular patches and updates to my IoT devices. 

7. I am concerned that my IoT devices have insecure interfaces. 

 

The instrument used a seven-point Likert scale, i.e., 7 = Completely Agree, 6 = Mostly Agree, 5 = Somewhat 

Agree, 4 = Neither Agree nor Disagree, 3 = Somewhat Disagree, 2 = Mostly Disagree, and 1 = Completely 

Disagree. 

 

Subjects & Procedure 

 

Upon approval from the Institutional Research Board (IRB), the instrument was administered electronically 

by a professional Internet survey company to approximately 200 employees in the USA.   At the time of 

this study, we received 141 completed surveys.   We conducted an outlier test to eliminate the outliers in 

the dataset.  This resulted in 138 final completed surveys for this study.   

 

The participants were Male (N=68) and female (N=70) with various age groups, i.e., 18-29 years old 

(N=23), 30-44 years old (N=23), 45-60 years old (N=49), and above 60 years old (N=38).  The participants 

were employed as C-level executives (N=18), senior management (N=14), middle management (N=39), 

intermediate (N=40), and entry-level (N=27).  The participants were 18 years and older, and they were 

assured confidentiality and anonymity.   

 

Data Analysis 

 

Two separate univariate Analysis of Variances (ANOVA) procedures via IBM SPSS statistics version 28 

were conducted to answer the research questions.  For each procedure, there were multiple independent 

variables and one dependent variable.  According to Mertler and Vannatta (2016), several requirements for 

the dataset must be met before running the univariate ANOVA, i.e., dependent variables must be continuous, 

each independent variable must have two or more levels, outliers must be eliminated, and a test of 

homogeneity of variances using Levene's test (a non-significant value suggests homogeneity of variance) 

must be conducted to determine the equality of variances of the dataset.  A non-significant value from 

Levene's test indicates homogeneity of variance.   The F value is calculated for each independent variable 

to see whether the significance of the groups on the dependent variable.  For any significant results for 

groups of more than two levels, post hoc analysis is conducted.  Finally, descriptive analyses show the 

means and standard deviation of the dependent variable with each independent variable.  
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Results 
IoT Privacy Concerns 

RQ1: Are there significant mean differences between the independent variables (job level, daily use of IoT, 

daily time spent using IoT, age, and gender) and the dependent variable of IoT privacy concerns?  

Table 1 shows the results of the univariate ANOVA for the independent variables (job level, daily use of 

IoT, daily time spent using IoT, age, and gender) and the dependent variable of IoT privacy concerns.  

Within the dataset, the dependent variable (IoT privacy concerns) was continuous; all the independent 

variables (job level, daily use of IoT, daily time spent using IoT, age, and gender) had two or more levels.   

There was no relationship between the observations in each group or between the groups, and the outliers 

(N=3) were identified and eliminated.  Finally, data were tested for homogeneity of variances using 

Levene's test, which determines the equality of variances of the data.  The result of Levene's Test of Equality 

of Error was non-significant (p = .122), suggesting homogeneity of variance.  As shown in Table 1, there 

were significant mean differences between the independent variables of job level, daily use of IoT, age, and 

the dependent variable (IoT privacy concerns). Table 2 shows the descriptives.   

 

Job level: C-level executives had significantly greater IoT privacy concerns, and entry-level employees had 

the least IoT privacy concerns.  The results of Post hoc analysis for job level reveal that the C-level executive 

group was statistically significant with the middle management group (p=.033) and the entry-level group 

(p=.001).   

 

Daily Use: Users with extremely likely daily use of IoT had significantly greater IoT privacy concerns, and 

those with slightly likely daily use of IoT had the least privacy concerns.  Post hoc analysis shows that the 

extremely likely daily use of the IoT group was statistically significant, with slightly likely daily use of the 

IoT group (p=.032).   

 

Age: Older subjects had significantly higher IoT privacy concerns, and younger subjects had the least IoT 

privacy concerns.  Post hoc analysis for age reveals that the 18-29 age group is statistically significant with 

the above 60 age group (p=.050).   

 

Table 1: Univariate ANOVA - Tests of Between-Subjects Effects 

Source 

Type III 

Sum of 

Squares 

df 
Mean 

Square 
F Sig. 

Corrected Model 52.352 14 3.739 3.255 <.001 

Intercept 1956.287 1 1956.287 1702.606 <.001 

Job Level 11.716 4 2.929 2.549 .043 

Daily Use of IoT 17.296 3 5.765 5.018 .003 

Daily Time Spent Using IoT 4.057 3 1.352 1.177 .321 

Age 11.614 3 3.871 3.369 .021 

Gender 2.965 1 2.965 2.581 .111 

Error 141.326 123 1.149   

Total 4734.480 138    

Corrected Total 193.679 137    

Note: Dependent Variable:   IoT Privacy Concerns 
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Table 2: Descriptives 

IoT Privacy Concerns * Job Level 

Job Level Mean N Std. Deviation 

Executive / C-Level 6.6222 18 .60542 

Senior Management 5.6571 14 1.58925 

Middle management 5.6154 39 1.18622 

Intermediate 5.8600 40 1.00174 

Entry Level 5.1778 27 1.21191 

Total 5.7362 138 1.18900 

IoT Privacy Concerns * Daily Use of IoT 

Likely Daily Use of IoT Mean N Std. Deviation 

Extremely likely 5.9860 43 .96550 

Very likely 5.7611 36 1.07949 

Moderately likely 5.8182 33 1.11620 

Slightly likely 5.1846 26 1.58788 

Total 5.7362 138 1.18900 

IoT Privacy Concerns * Daily Time Spent Using IoT 

Daily Time Spent Using 

IoT 

Mean N Std. Deviation 

1–2 hours 5.7182 44 1.13492 

3–4 hours 5.8136 59 1.15003 

5–7 hours 5.7565 23 1.08033 

Over 7 hours 5.3833 12 1.75905 

Total 5.7362 138 1.18900 

IoT Privacy Concerns * Age 

Age Mean N Std. Deviation 

18-29 5.4087 23 1.16694 

30-44 5.6071 28 1.09745 

45-60 5.6000 49 1.13652 

Above 60 6.2053 38 1.24117 

Total 5.7362 138 1.18900 

IoT Privacy Concerns * Gender 

Gender Mean N Std. Deviation 

Male 5.5971 68 1.24229 

Female 5.8714 70 1.12728 

Total 5.7362 138 1.18900 

 

IoT Security Concerns 

RQ2: Are there significant mean differences between the independent variables (job level, daily use of IoT, 

daily time spent using IoT, age, and gender) and the dependent variable of IoT security concerns?  

Table 3 shows the results of the univariate ANOVA for the independent variables (job level, daily use of 

IoT, daily time spent using IoT, age, and gender) and the dependent variable of IoT privacy concerns.  

Within the dataset, the dependent variable (IoT privacy concerns) was continuous; all the independent 

variables (job level, daily use of IoT, daily time spent using IoT, age, and gender) had two or more levels.   

There was no relationship between the observations in each group or between the groups, and the outliers 
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(N=3) were identified and eliminated.  Finally, data were tested for homogeneity of variances using 

Levene's test, which determines the equality of variances of the data.  The result of Levene's Test of Equality 

of Error was non-significant (p = .394), suggesting homogeneity of variance.  Table 3 shows significant 

mean differences between the independent variables of job level and daily use of IoT and the dependent 

variable (IoT security concerns).  Table 4 includes the descriptives. 

 

Job level: C-level executives had significantly greater IoT privacy concerns, and entry-level employees had 

the least IoT privacy concerns.  Post hoc analysis for job level and IoT security concerns reveals that the C-

level executive group was statistically significant with the entry-level group (p=.003).   

 

Daily Use: Users with extremely likely daily use of IoT had slightly higher IoT privacy concerns, and users 

with slightly likely daily use of IoT had the least IoT privacy concerns.  However, Post hoc analysis showed 

that no groups were statistically significant compared to other groups. 

 

Table 3: Univariate ANOVA - Tests of Between Subjects Effects 

Source 

Type III 

Sum of 

Squares 

df 
Mean 

Square 
F Sig. 

Corrected Model 39.599 14 2.829 2.517 .003 

Intercept 1752.278 1 1752.278 1559.382 <.001 

Job Level 10.962 4 2.740 2.439 .050 

Daily Use of IoT 13.877 3 4.626 4.117 .008 

Daily Time Spent Using IoT 3.066 3 1.022 .910 .439 

Age 7.525 3 2.508 2.232 .088 

Gender 1.629 1 1.629 1.450 .231 

Error 138.215 123 1.124   

Total 4218.265 138    

Corrected Total 177.814 137    

Note: Dependent variable: IoT security concerns 

 

Table 4: Descriptives 

IoT Security Concerns * Job Level 

IoT Security Concerns   

Job Level Mean N Std. Deviation 

 Executive / C-Level 6.2619 18 .80253 

Senior Management 5.1224 14 1.65545 

Middle management 5.4762 39 1.10770 

Intermediate 5.3821 40 .89208 

Entry Level 4.9418 27 1.13061 

Total 5.4110 138 1.13926 

IoT Security Concerns * Daily Use of IoT 

Likely Daily Use of IoT Mean N Std. Deviation 

Extremely likely 5.6777 43 .92166 

Very likely 5.2778 36 1.16506 

Moderately likely 5.5455 33 .95595 

Slightly likely 4.9835 26 1.50120 

Total 5.4110 138 1.13926 
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Table 4: Descriptives (Cont.) 

IoT Security Concerns * Daily Time Spent Using IoT 

Daily Time Spent Using IoT Mean N Std. Deviation 

1–2 hours 5.4740 44 1.10733 

3–4 hours 5.4431 59 1.12100 

5–7 hours 5.3354 23 1.01163 

Over 7 hours 5.1667 12 1.61260 

Total 5.4110 138 1.13926 

IoT Security Concerns * Age 

Age Mean N Std. Deviation 

18-29 5.2609 23 1.02261 

30-44 5.2704 28 1.14572 

45-60 5.2770 49 1.04059 

Above 60 5.7782 38 1.27676 

Total 5.4110 138 1.13926 

IoT Security Concerns * Gender 

Gender Mean N Std. Deviation 

Male 5.3298 68 1.19300 

Female 5.4898 70 1.08731 

Total 5.4110 138 1.13926 

 

 

Discussion 

 
Theoretical implications 

Our work contributes significantly to the literature by establishing how job level, age, and daily use of IoT 

significantly influence IoT privacy and security concerns.  The evidence shows that higher job levels and 

daily IoT use significantly influence security concerns.  This supports prior work showing that leaders (high 

job levels), and the culture they create around technology, impact IoT trust (Nord et al., 2019).  Our findings 

also indicate that those using IoT frequently have heightened security concerns, perhaps because they are 

more exposed to security policies and threats or colleagues that discuss these issues (Bulgurcu et al., 2010).  

This supports the literature that IoT awareness leads to security concerns (Koohang et al., 2022). 

 

This study reports that privacy concerns were more likely for older users, those at higher job levels, and 

more frequent IoT users. This is the first work to report that job level leads to IoT privacy and IoT security 

concerns.  The findings are consistent with studies examining job roles and trust in IoT (Hong & Xu, 2021; 

Shadbad & Biros, 2021). This new independent variable, job level, and how it impacts IoT privacy and 

security concerns opens rich opportunities for organizations to learn how job level informs privacy and 

security concerns.  For instance, a recent study connected job roles with higher security policy compliance 

(Nord et al., 2022). Future work focused on job level and related higher privacy and security concerns could 

lead to understanding whether elevated concerns reflect greater awareness about IoT risks, doubt about the 

IoT strategy defending effectively against those risks, or both.  The finding that older users have more 

privacy concerns contradicts work that shows IoT concerns are similar across age groups (Fristedt et al., 

2021) and supports work that indicates that older users are less confident and have more significant concerns 

than younger users (Hua et al., 2020; Jang & Yu, 2017; Zhu, 2019).   
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Practical implications 

 

Successful deployment of IoT requires addressing security and privacy concerns (Ransbotham et al., 2016; 

Sicari et al., 2016; Fernandes et al., 2017; Koo & Kim, 2017; Heer et al., 2011).  The evidence in this project 

indicates that we need to address the higher security and privacy concerns for older users, those in higher-

level jobs, and more frequent IoT users.  Organizations can educate employees on essential tasks that 

improve privacy, especially for older and frequent IoT users, such as activating privacy settings, 

strengthening passwords, and adding multi-factor authentication (Tawalbeh et al., 2020).  In addition, 

employers can share best practices for measuring device trust scores and identifying malicious nodes (Bi et 

al., 2023; Dhelim et al., 2023), demonstrating how they defend against privacy threats and directly address 

user privacy concerns.   

 

For security concerns, a high-quality IoT security policy and trust management system, with leadership that 

cultivates robust security compliance, is an essential first step (Nord et al., 2022).  Cybercriminals know 

how to exploit the weakest link in the security system, the employees (Chen et al., 2021), so IoT security 

training may help reduce user concerns and organizational security risks.  Research indicates that the more 

you know about IoT risks, the more IoT concerns you have.  Unfortunately, IoT security is a complex 

technical area prone to failures (Alghofaili & Rassam, 2022), so concerns are likely well-founded, 

especially for heavy users and those with a broader span of responsibility.  Uniform security standards for 

devices, such as those proposed by IoT Security Foundation (2021), may help improve IoT security.  A 

comprehensive IoT strategy would include privacy and security mitigation practices, such as next-

generation firewalls and penetration testing may strengthen security (Sargent, 2023).  

 

Research might investigate whether skillful leaders use higher awareness and concerns to boost the 

importance of compliance with security policies.  Further, future studies could track education efforts to 

investigate if better-informed users have fewer IoT privacy and security concerns. While we did not collect 

data on industry-specific devices, this is a possible extension of our work.  The medical Internet of Things 

(M-IoT) has gained a lot of attention in recent years and is a rapidly growing field with the potential to 

revolutionize healthcare.  M-IoT has been described as “a group of devices connected to the Internet to 

perform the processes and services that support healthcare” (Sun et al., 2019, p. 1).  Given the importance 

of M-IoT, future research might focus on whether employees using M-IoT devices to collect and transmit 

sensitive patient health data in real-time have heightened concerns about privacy and security.   

 

 

Conclusion 
 

This study investigated whether demographics (gender and age), job level, frequency of IoT use, and hours 

per day on IoT tasks of employees were related to IoT privacy and security concerns.   Results indicated 

that older workers in higher job levels and more frequent IoT users have significantly deeper IoT privacy 

concerns.  Further, higher job levels and frequency of IoT use significantly influenced employees’ security 

concerns.   

 

This work highlights that not all employees have the same privacy and security concerns.  Knowing that 

user demographics, jobs, and frequency of IoT use influence IoT privacy and IoT security concerns helps 

organizations know to spend more time educating older, more frequent, and those in high-level jobs about 

IoT privacy and IoT security issues.  Given the sparse evidence in the literature about how IoT users differ 

in their level of concern about privacy and security, more research is needed to understand these differences 

so organizations can address these critical concerns.    
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