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Abstract

Groups’ technology security failure is a major concern for remote group teams. Remote workgroup
research is necessary to explore group security success. Safeguarding remote workgroups from cyber-
attack has become one of the top managerial priorities in many organizations. The moderation effects
between cyber-attack risk and group security effectiveness are still largely unexplored. To fill this gap,
this study attempts to investigate the moderation of group security risk and e-workgroup security
effectiveness, examining a sample of 132 respondents using structural equation modeling. The results
highlight the moderator of team empowerment on the relationship between cyber-attack risk and
workgroup security effectiveness.
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Introduction

Previous studies on IS security have highlighted several important topics such as IT security management
and IS security evaluation. The widespread malicious cyber-attacks affecting IT enabled remote
workgroups performance have prompted some research in remote group security (Dinev and Hu 2007).
One of the key findings from the previous research is that the perceived risk of cyber-attack is negatively
correlated to the IT-related workgroup security effectiveness (Hadlington and Lee 2017). Information
security effectiveness is defined as the security achievement of IT enabled e-groupwork, and the intended
information security usefulness (Liang et al. 2021; Zhang et al. 2011).

IT mindfulness is defined as awareness of system changes, knowledge of alternative viewpoints, and
openness to new resolutions (Thatcher et al. 2018). When group members have strong IT mindfulness, they
are active to recognize different perspectives and understand the current state of information security.
Additionally, A more IT mindful group member might explore new suggestions that help reduce
information security risk, try creative ways to prevent various security violations, and create a viable
approach to managing and improving group information security effectiveness (Johnston et al. 2019).

Team empowerment represents the extent to which a team believes that it can be effective in anything it
sets out to accomplish, and share significant solutions (Maruping and Magni, 2015). Higher team
empowerment may enhance group security effectiveness when the cyber-attack risk is high. This is because,
unlike individuals, at a group level, high team empowerment can realize the benefits of the group work, can
better predict, and carry on the use of technologies that are implemented for a group of people, because
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groups with high team empowerment are cooperatively responsible for team outcomes (Kritzinger and
Smith 2008; Rhee et al. 2012).

Specifically, in this paper, we treat team empowerment and IT mindfulness as two moderators (Figure 1),
which could rationalize the weak workgroup security effectiveness when the cyber-attack threat is high. In
the next section, we review the extant literature on group security and develop a research framework for
the moderation effects on workgroup security effectiveness.

Hi1
Cyber-Attack Risk Perceived Remote Group Security
Effectiveness

H, Hs

Team Empowerment IT Mindfulness

Figure 1: Proposed Research Model

Theoretical Background and Hypothesis

As it is more common for lots of companies to allow work from home, it is essential to explore how remote
group workers can achieve groupwork security effectiveness. Anderson and Moore (2006) argue that the
positive impact of group security effectiveness is to adopt protective technologies such as anti-virus
software and firewalls. Team empowerment helps remote group members develop and share their
important task experiences. According to previous studies, group members with higher level of mindfulness
in IT-enabled workgroup quickly perceive differences, discover multiple resolutions, help correct flawed
use of technologies, and improve group performance (Fichman 2004; Carlo et al. 2012; Bishop et al. 2004;
Langer 1989).

Cyber-Attack Risk

Despite the latest technological improvements in organizational security, group security using remote
systems is still an ongoing managerial challenge (Jensen et al. 2021; Siponen and Baskerville 2018). There
are different types of cyber-attacks such as identity theft, social engineering, and breach of computer
security (Yoo et al. 2020; Metalidou et al 2014). Cyber-attacks often result in unauthorized access to
protected data. Therefore, the information system for the remote workgroup will be in danger if there is
security threat in the remote working system (Hwang et al 2021; D’ Arcy and Devaraj 2012; Chen et al.
2021). Assuch, cyber-attacks have become main impediments to remote workgroup security effectiveness.
Anderson et al. (2010) explains cyber-attack is one of the issues that create a vulnerability in groupwork
security. In other word, the cyber-attack is the possible main threat for 1T-enabled remote group and the
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whole group might experience the negative consequences associated with the threat (Sen et al. 2020;
Anderson & Agarwal 2010; Zohar and Luria 2005).

IT Mindfulness

The risk assessment, security policy configuration and maintenance, regulatory compliance, and security
incidence response all require mindful staff to manage these processes (Whitman and Mattord, 2021). A
team of staff mindful in IT can minimize possible negative influence from a security breach or unexpected
event. Thatcher et al. (2018) define “IT mindfulness as a dynamic IT-specific trait, evident when working
with IT, whereby the user focuses on the present, pays attention to detail, exhibits a willingness to consider
other uses, and expresses genuine interest in investigating IT features and failures”. Specifically, a more IT
mindful user will be faster to keep system updated or adopt new technology; a more IT mindful user will
identify possible alternative ways to improve group performance; a more IT mindful user will have more
capabilities to differentiate technologies, assess multiple technologies, and be open minded to new solutions
(Line and Moe 2015; Langer 1989; Dennis et al. 2008). Moreover, for group members with IT mindfulness,
the inclination to boost group security effectiveness might be important because they are, more open,
flexible, and active. In contrast, less IT mindful people ignore alternatives, favor a fixed pattern of working
procedures, and are less concerned about new solutions (Dane, E. 2011; Langer et al. 1989; Sternberg 2000).
When team members overall are more updated about emergence of new threats, changes in security
technologies, regulatory compliance, corporate security policies, and more open to learn new technologies,
they can better manage their group work security.

Team Empowerment

The management of work group security involves detection of possible new threats, timely updates of
security setting of technologies used, and monitoring integration of new technologies into the work process.
Team members should also be aware of new security technologies and security patches and be trained to
follow new security compliances from state and federal regulations. In the case of a security incidence or
disaster, the members should be able to respond as the first responder, follow the due processes in security
control, and minimize the negative impacts from the security incidence or disaster (Whitman and Mattord,
2021). Capable and qualified team members should be empowered with the necessary privileges to respond
to the incidence or disaster.

Team empowerment has been identified as an important foundation to the group members’ ability and
willingness to integrate technology creatively and correctly into their teamwork (Maruping and Magni,
2015). Team empowerment consists of four dimensions: potency, meaningfulness, autonomy, and impact.
Team empowerment potency means team can carry out a task effectively; if a team has high team potency,
the team can accomplish a task more successfully; team meaningfulness suggests team members’ ability to
build up and share their knowledge of significant tasks (Kirkman and Rosen 1999).

In other words, team members with meaningful team empowerment from IT enabled remote groups are
skilled of associating with the various technology assessments to improve the team’s achievement (Kirkman
et al. 2004; Ahuja and Thatcher 2005). Moreover, team empowerment with high autonomy means that the
team is good at self-management by figuring out technology solutions. Consequently, it was found team
members in remote workgroup with high interaction would be more willing to explore the group influences
(Klaus and Changchit 2019; Taylor and Todd 1995).
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Remote Group Security Effectiveness

In a remote work setting, team members should be familiar with the security controls and safe practice to
work collaboratively and effectively. Remote group security effectiveness refers to the extent to which a
given group level effectively accomplishes its information security effectiveness goals (Line and Moe 2015).
There should be no uninvited access, no interference or interruption, no unintended modification of data,
and no unauthorized access. There are a few information access models proposed and implemented to
govern the rules of information sharing, read and write privileges. Necessary encryption system should be
implemented for data in transit and stored (Whitman and Mattord 2021).

The perceived group security effectiveness is defined as work goals and evaluation, where the individuals’
shared beliefs and efforts in pursuit of security achievement (Yoo et al. 2020). As evidenced in the previous
research, IT enabled remote teamwork security effectiveness is likely to be influenced by IT enabled group
empowerment (Thomas and Velthouse 1990).

IT enabled e-workgroup information security effectiveness involves technology-oriented information
security goals and performance; thus, it requires a shift of focus from individual security awareness to group
security usefulness (Ahuja and Thatcher 2005; Dinev and Hu 2007; Oliveira and Martins 2010). Each group
pursues its security goals by completing task using remote collaborative technologies safely without data
breach (Anderson and Moore 2006; Venkatesh et al. 2011). Therefore, it is significant to understand the
factors, which can affect the effectiveness of information security management at a workgroup level using
remote collaboration technologies (Kang et al. 2012).

In summary, at group level, IT-enabled remote workgroup with high team empowerment can be ambitious,
confident, communicable, and powerful in completing tasks that make better group level decision (Kirkman
and Rosen 1999). At individual level, individual group member with more IT mindfulness might be more
innovative, perceptible, and openminded for any new anti-cyberattack IT adoptions or new information
security trainings that are more likely to enhance group security effectiveness (Hu and Liden 2011; Yu et
al. 2021; Kraemer et al. 2009). Extending from the previous research, we propose the following hypotheses:

Hi: Cyber-attack risks negatively influence perceived remote group security effectiveness.

H,: Team empowerment positively moderates the relationship between cyber-attack risks and perceived
remote group security effectiveness.

Hs: IT mindfulness positively moderates the relationship between cyber-attack risk and perceived remote
group security effectiveness.

Data Analysis and Results

Our sample was collected from work-from-home IT group workers and students with group online projects.
In the past year, lots of employees still worked at home. We used the google form to create online
guestionnaire to collect sample data. Data collection was performed between September 2021 and April
2022. The google-doc based online questionnaire was posted on the D2L course webpages at the end of the
semester; we also sent the questionnaire link to our WeChat contacts who worked from home, asking them
to share the link with their group members. The 151 responses collected were about respondents’ actual
remote group experience. 19 responses are not complete and had to be removed, so we used 132
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guestionnaire responses at the end. The average age of the respondents were 33.5 years old. In addition,
72 respondents (54.5%) were male, and 60 respondents (45.5%) were female (Table 1).

Table 1: Demographic and User Characteristics of Respondents.

Absolute Percentage
Gender F 60 45.5%
M 72 54.5%
Age <25 53 40.2%
25-45 51 38.6%
>45 28 21.2%
Remote Group 1 Semester 36 27.3%
Experience 2 Semesters 18 13.6%
>1 year 78 59.1%
Profession College Student 54 40.9%
IT Engineer 78 59.1%

Measurement Constructs

Measurement constructs were taken from the previous literature and adapted to this research context. All
the constructs were assessed with seven-point Likert scales with anchor points of 1 = “totally agree” and 7
= “totally disagree.” As shown in Appendix A, the lowest value of Cronbach’s alpha is 0.725 for the remote
group security effectiveness and all greater than 0.70 (Nunnally and Bernstin 1994). To test convergent
validity and reliability, we tested average variance extracted (AVE) and composite reliability (CR).

As shown in Table 2, all these scores are acceptable. Discriminant validity is evaluated by comparing the
square root of average variance extracted for each construct with the correlations. The value of AVE is
greater than or equal to 0.5 and the value of CR exceed 0.8, which is considered a satisfactory convergent
validity for a construct (Bagozzi 1981).

Table 2: Descriptive Statistics, Correlations, and Average Variance Extracted

IT Mindfulness

Team Empowerment
Cyber-Attack Risk 0.933
Workgroup Security Effectiveness | 4. 0.272 0.851

Note: Correlations between constructs (square root of AVE on diagonal).

Structural Model

We first test the Hi, which predicts that cyber-attack risk will decrease workgroup information security
effectiveness. Then, the team empowerment and IT mindfulness are added to the model respectively to
examine the moderation effects for H, and Hs. We summarize the results of structural model testing in
figure 2. From the p-values of the coefficients and the coefficient of determination (R?) (figure 2), the
coefficient of cyber-attack exposure is significant (B=-0.328; p <0.001) when the moderating variables are
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not added. Cyber-attack risks negatively influence perceived remote group security effectiveness. When
the two moderators are added in the model, the path coefficients are significant plus the impacts from
cyberattack exposure on perceived group security effectiveness is reduced. The moderating effect of team
empowerment is significant (B =0.252, p < 0.001 for team empowerment). The coefficient (-0.156 with
p<0.001) of cyber-attack exposure is negatively smaller (Baron & Kenny, 1986). H1 and H2 are supported.
The result indicates that team empowerment moderates the causal relationships between the cyber-attack
risk and remote group security effectiveness. But the p values for IT mindfulness in the path both are a lot
bigger than 0.05. So IT mindfulness is not a significant moderator between cyber-attack risk and remote
group security effectiveness. Hs is not supported in this study.

Discussion

The research results are generally consistent with our assumptions regarding the moderating effects of team
empowerment to support the group work security when negative cyber-attack risk effect was high. This
result suggests a lot for the management of actual security control. First, there should be capable enough
and qualified team members. Second, thorough security training in both security technologies, security
regulation, and security policies is necessary. Third, team members should have enough privileges and
authority to respond to any security incidence.

When Zoom video conference system was first available, there were lots of problems when users used
Zoom to work together remotely. Zoom Inc. was able to enhance their security features and helped their
clients better train their employees such as using passwords to login or using waiting room or encryption
of voice data to protect communication data. The evolutionary path of security improvement in using Zoom
indicates to us that both team empowerment and IT mindfulness are important for security effectiveness
(Zoom Inc, 2023).

Team
Empowerment

Perceived Group
Security Effectiveness
R%=0.27

Cyber-Attack
Risk

-0.156* (-0.328""*without moderators)

*: P<0.05; **: P<0.01; ***: P<0.001; ns: not significant

Figure 2: The Results of the Structural Model Testing
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However, IT mindfulness does not show a significant moderating effect between cyber-attack risk and
perceived workgroup security effectiveness, which is quite unexpected. As we know, security education
and awareness are foundational to effective security management (Whitman and Mattord, 2021). Team
members with enough security awareness should be quite IT-mindful. IT mindfulness should be part of the
results of going through security training and education. We expected IT mindfulness to be positively
related to the perceived group security effectiveness. But our data does not support it. Future research may
be to replace IT mindfulness with security awareness and use security awareness as a moderator

Conclusions

Although these findings are promising and useful, like all research, our study has its limitations. First, we
are not sure that our results can be generalized to all types of remote groups. Our sample consists of only
online students and IT professionals (work-from-home WeChat contacts). Our sample size is not as big as
we wish. This research is an exploratory study.

We might further study to check whether the current research has sampling bias. In further study, we are
also interested in understanding what motivates group users to protect themselves from some of the most
widespread cyber-attacks and what technology characteristics can increase the effectiveness of group
security initiatives. Moreover, there is a need to further examine several group-level factors that may
interact with various individual-level factors to affect remote workgroup performances, and future research
should therefore explore a balanced approach between the individual and group level factors and creating
a consistent set of questions to assess group security effectiveness. As discussed above, future research may
use security awareness as a moderator.
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Appendix A
Scale Item Sources  Loading
| find it easy to create new and effective ways of using 0.842
technology. 0.833
I make many novel contributions to my work-related tasks
IT through using technology. 0.844
. . . Thatcher
Mindfulness | | am very creative when using technology. ot al 0.831
Cronbach’s | | am often open to learning new ways of using technology. 201é 0.822
Alpha=0.815 | | have an open mind about new ways of using technology. 0.841
I like to figure out different ways of using technology. 0.855
I like to investigate different ways of using technology. 0.832
I ‘get involved” when using technology
Team
Empowerme | Our team has confidence. 0.902
nt Our team cares about what it does. Kirkman | 0.831
Cronbach’s | Our team feels that its tasks are worthwhile. etal. 0.822
Alpha=0.803 | Our team can select different ways to do the team’s work. 2004 0.928
Our team determines as a team how things are done in the team. 0.855
Cyber-Attack | Using remote technology may expose myself to online frauds. 0.816
Risk Using remote technology site may expose myself to identity theft. 0.864
Cronbach’s | Use of remote technology site may expose myself to cyber Chenet | 0.928
Alpha=0.846 | criminals. al. 2021 | 0.811
Using remote technology site may expose myself to malicious
attacks.
ngg:}lsd Our t§am’s protection of _physical facilities and compliance with 0.727
Information security management policy . .
Security Our team’s dej[ectlon a_nd report of possible breaches against the 0.704
Effectiveness remote group qurmatlon system._ N Yoo et al.
Cronbach’s Our t_eam’s security awareness _of 1nd1V1_dual member and the 2020 0.713
Alpha=0.725 security culture for the remote information system.
' Our team’s compliance with password management policy the 0.651

remote information system.
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