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Abstract

Due to the rapid growth of the Internet and digital economy, the amount of data being stored and analyzed
continues to rise exponentially. As a result, big data has emerged as a paradigm for improving and enabling
research and decision-support applications. However, as this trend continues, organizations face
challenges in storing, transporting, processing, sharing, and visualizing Big Data. The use of cloud
computing has become an essential component of Big Data advancements by addressing the challenges
associated with shared computing resources such as computing, storage, networking, and analytics
software. This study conducts a systematic literature review of research studies published in the last five
years on big data analytics in the cloud computing environment. First, this article highlights the
relationship between the two technologies — big data and cloud computing — by looking at the latest
developments in this area. Next, it examines the different implementations in the cloud that are available
for storing, processing, and accessing big data. Finally, it identifies the advantages and challenges of using
cloud computing to address Big Data in the digital age.

Keywords: cloud computing, cloud security, big data analytics, data storage, data processing, cloud
architectures.

Introduction

Data dominates the world we live in today. Due to the tremendous technological advancements over the
past few years, various sources produce a large amount of data daily. Since the introduction of mobile
devices, inexpensive and numerous sensor devices on the Internet of Things (10T), social media networks,
etc., the amount of information collected have increased significantly (Berisha et al., 2022). It is estimated
that about 44 zettabytes of data are generated daily, and approximately 1.7 megabytes of data are generated
per person every second (Statista, 2021). Statista Research Department forecasts that worldwide data will
increase exponentially between 2020 and 2025, shifting from 44 to 163 zettabytes (Statista, 2021). The size,
variety, and speed at which this data is generated and collected make traditional tools unable to handle it.

The concept of big data pertains to the storage, processing, and analysis of large amounts of data.
Alternatively, cloud computing focuses on providing the infrastructure to enable such processes efficiently
and cost-effectively (Muniswamaiah et al., 2019). Due to the potential competitive advantages that can be
gained from leveraging these two technologies, there is great interest in taking advantage of them. In recent
years, cloud computing and big data analytics have emerged as among the most critical technologies that
disrupted the mainstream of the IT industry (Hashem et al., 2015). These technologies will provide a
powerful solution for businesses that will deliver powerful results and benefits (Jagani et al., 2021).
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Even though cloud computing environments seem to provide an ideal solution for storing and processing
big data workloads, working with big data in a cloud environment is challenging (Berisha et al., 2022).
As part of this research paper, we examine the two frontiers of Big Data and cloud computing. We analyze
the benefits and challenges of utilizing cloud computing to tackle Big Data analytics in the digital age. This
research is organized as follows. First, a literature review is presented, followed by a proposed methodology
that includes a description of the procedure and data analysis. Second, the findings and the analysis of the
result are summarized by themes. Third, the limitations of this research are given; Finally, conclusions and
future work are discussed.

The main objective of this paper is to provide a review of the opportunities and challenges associated with
big data analytics in cloud computing, which entails the efficient processing of large amounts of data. We
also discuss how the consolidation of these two dominant technologies can enhance the process of big data
analytics enabling businesses to improve decision-making processes. Finally, based on the literature survey
results, we provide some best practices for successfully designing and deploying cloud-based big data
analytics architectures.

This research aims to survey the literature on cloud-based big data analytics to understand the current state
of the art in this area. In addition, we aim to identify the benefits and challenges of deploying big data
analytics through cloud computing. The research will answer the following questions:

RQ1: What are the benefits of big data analytics on cloud computing?

RQ2: What challenges involve implementing and deploying big data analytics through cloud computing?
Literature review

Relationship between cloud computing and big data

The study of the relationship between cloud computing and big data has received considerable attention
since digitalization's acceleration and rapid adoption (Ji et al., 2012; Dzulhikam et al., 2022). There is an
integrated relationship between cloud computing and big data. This relationship is determined by the
product, storage, and data processing as common factors. Big data represents the product, and the cloud
represents the container in which the product is stored. The concept of big data relates to cloud computing's
capabilities. However, cloud computing is more interested in how big data is gathered and the source from
which it is collected. (Zanoon et al., 2017). Therefore, using cloud computing and big data together is
mutually beneficial. Big data demands must be accommodated by something other than traditional storage.

Cloud computing provides the environment to store, handle and share data across multiple distributed
storage sites (Pedro et al., 2016). The ability to store and process large amounts of data requires scalability,
fault tolerance, and availability. By utilizing hardware virtualization, cloud computing can provide all these
benefits (Dzulhikam et al., 2022). As a result, big data and cloud computing complement each other since
the cloud offers greater accessibility, scalability, and fault tolerance for large data sets (Patel et al., 2021).

Big Data analytics represents the efficient processing of large amounts of data, whereas cloud computing
refers to the virtualization of hardware resources.

Based on a future development trend, cloud computing will provide the lower layer of computing resources
that allow fast and efficient processing of big data at the upper layer. As a result, big data will focus
primarily on enhancing data analysis capabilities and improving the efficiency of interactive queries in real
time (Tang, 2017).
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Challenges of big data in the cloud

As noted above, there is a strong correlation between cloud computing and big data technologies. While
these two technologies have been partnered, both still present specific challenges (Pedro et al., 2016).
Although big data has the potential to solve many current problems related to massive amounts of data, it
is a constantly evolving field that still deals with several issues. Due to the rapid growth of data, maintaining
a balance between cost and efficiency is a growing concern (He et al., 2017); data governance is also a topic
raised as a result of big data and the need to define retention and aging policies for data (Pearce, 2022). The
use of cloud-based data has also sparked concerns regarding privacy and security (EI-Seoud et al., 2017).
Using outsourced databases in the cloud creates significant security concerns because query processing
procedures may easily allow unauthorized access to sensitive data sets (Cuzzocrea, 2014).

Furthermore, big data usually involves structured and unstructured data from different sources and formats.
Consequently, processing, transforming, and cleaning this heterogeneous data present a significant
challenge for big data analytics solutions (Sandhu, 2022). Additionally, the visualization of such large
dynamic data requires massive parallelization, representing a challenge for visualizing and summarizing
data (Muniswamaiah et al.,2019). Moreover, disaster recovery, data uploading to the cloud, and Exaflop
computing are also challenges being investigated at present (Pedro et al., 2016).

Benefits of big data in the cloud

There are many benefits associated with integrating cloud computing with big data. Multiple servers are
required to process big data due to the size of the data and the high velocity and variability needed to process
it. These servers operate in parallel to meet the high demands of big data. A cloud computing service
provides multiple servers and automatically manages resource allocation. Thus, building big data on these
cloud multi-servers and using their resource allocation capabilities is a great fit, resulting in more efficient
big data analysis (Islam et al., 2019).

A cloud computing solution provides an on-demand pool of resources, making it possible to implement Big
Data technology with a minimal financial commitment (Rashed, 2018). Moving to cloud computing may
reduce the cost of managing and maintaining IT systems (Balachandran et al., 2017). To accommodate the
massive amounts of data generated by big data, clusters of servers and volumes are necessary. By utilizing
a cloud computing system instead of adding new servers and increasing storage for big data, greater
flexibility and scalability can be achieved while eliminating the need to invest in additional big data servers
and computers (El-Seoud et al., 2017).

Furthermore, cloud computing enables faster provisioning of big data servers since provisioning in the
cloud is simple and cost-effective (Balachandran et al., 2017). Providing a scalable, convenient, on-demand,
and shared computing environment with minimal management effort are some benefits of using cloud
computing in conjunction with big data (Amitkumar et al., 2017). Further, using a cloud system as storage
for big data would improve performance and reliability and unlock advanced analytics, as cloud systems
are primarily based on remote multi-server architecture, which allows massive amounts of data to be
handled simultaneously (El-Seoud et al., 2017).

Further, compared to traditional methods of storing and processing data, cloud computing offers fast, easy,
and almost unlimited resources, allowing organizations to overcome the volume challenges associated with
big data (Rashed,2018). Additionally, it facilitates multi-tenancy and improves the robustness and
automation of the environment (Goyal et al., 2019). A further advantage of integrating the two is the
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enhanced control, monitoring, and reporting of big data resources (Meng et al., 2013). Further, this
integration makes it possible to reduce complexity and increase productivity (EI-Seoud et al., 2017). As a
result of these advantages, cloud-based approaches have become increasingly popular for deploying big
data analytic solutions.

Cloud-based data analytics implementations
Data analytics service models

A comprehensive data analytics service, scalable storage capabilities, and reliable programming tools are
essential to identifying valuable information from vast digital datasets. Several fields, including medical,
retail, sales, the internet of things, biosciences, and high energy physics, can benefit from advanced data
mining techniques and associated tools, which allow them to extract information from large, complex data
sets (Talia, 2013). Such information can then be used as a basis for informed business decisions. In addition,
a combination of cloud-based computing systems and big data analytics techniques can provide new
insights into the problem within a short period through the application of cloud-based computing systems
(Sandhu, 2022).

The cloud is becoming an increasingly popular place for developers and researchers to implement big data
analytics solutions, using the software as a service (SaaS), Platform as a service (PaaS), and infrastructure
as a service (laaS) model to achieve this (Talia, 2013). As opposed to the on-premises model, the SaaS
model provides end users with a comprehensive suite of big data analytics applications that can be accessed
remotely on any device, so end users can benefit from the cloud's scalability in storage and processing
power to analyze large or complex datasets (Chauhan & Kumar, 2013).

As part of the Platform as a service (PaaS) model, developers of data analytics programs can create scalable
analytics services and applications by leveraging developers' programming suites and environments
(Purcell, 2014). In addition, infrastructure as a model (1aaS) enables researchers to build a virtualized set
of hardware and software resources that can be deployed to run analysis frameworks or applications to
analyze data as a result of using virtualized hardware and software resources (Arostegi, 2018; Zanoon et
al., 2017).

Orchestrating big data analysis workflows in the cloud

The concept of workflow refers to the systematic breakdown of tasks that must be completed to solve a
problem. Streamlining and improving the performance of underlying processes tailored to achieve a desired
outcome is ideal for this concept in scientific and business applications (Khan et al., 2017).

As big data analytical problems become increasingly complex, scientific workflows are increasingly used
to perform tasks within specific domains. For example, accessing, processing, and visualizing data are all
part of data analytics. Consequently, workflow tasks must consider these system components effectively
and efficiently. (Barika et al, 2019).

Integrating scientific workflows with cloud-based big data analytics is possible with Scientific Workflow
Management Systems. Several advantages are associated with this approach, including better scalability,
greater flexibility, and easier deployment. Many frameworks, architectures, and scheduling algorithms have
been proposed to take advantage of these benefits applications (Khan et al., 2017; Li et al., 2015; Zhao et
al., 2014; Talia, 2013; Vockler et al., 2011; Lin et al., 2009). Many systems have been designed and
implemented over the years; however, it is essential to note that security issues still need to be addressed.
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Future research should also focus on optimizing scheduling algorithms and multi-site cloud execution
(Khan et al., 2017).

Methodology

This study conducted a systematic literature review to study the current state-of-the-art cloud-based big
data analytics. The following four steps are followed (Chen et al., 2022; Kitchenham, 2004; Pereira &
Serrano, 2020; Webster & Watson, 2002): 1)- Research outline: Identifying the objectives and defining
criteria of the study, 2)- Data collection: applying search criteria and conducting filtration, 4)- Data analysis,
3)- Reporting: reporting the findings, drawing conclusions, providing recommendations and best practices
for big data analytics implementations in the cloud.

Research outline

This research explored the benefits and challenges associated with deploying big data analytics through
cloud computing. Two distinct keywords are used to explore multiple databases: cloud computing and big
data analytics.

Data collection

Data collection was conducted to collect research papers and concept papers on big data analytics in cloud
computing. In the discovery phase, as shown in the figure below, several databases were selected to search
for articles related to the topic, such as ACM Digital Library, IEEE Explore, and Google Scholar.

The literature review covered articles published between the years 2012 and October 2022. The following
keywords were used to identify these articles: "cloud computing” AND ("big data" OR "big data analytics").
The selection of the articles to be included in this literature followed the workflow below to determine the
most relevant research papers that are related to the research subjects.

During the filtration and evaluation phase, an exclusion criterion has been applied that includes the
following:

a)- The studies cannot be accessed in full text.

b)- non-English studies.

C)- studies other than Peer-reviewed articles and conference proceedings.
d)- Studies that are not relevant to the research question.

Once evaluated, the abstract of the research papers is then examined to determine qualified studies for this
research. In the preview and selection phase, full-text articles are briefly accessed and previewed to ensure
usability for the current study. These articles are then thoroughly reviewed during the data analysis phase
following the preview, question, read, summarize (PQRS) system.
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(PQRS)

Years: 2012 - 2022

Figure 1: Workflow of systematic literature review of cloud-based big data analytics

Data analysis

As part of the filtration process, the keyword "cloud computing™ in the research title is used for an initial
search, followed by the keyword "big data” or "big data analytics" for a systematic search. After each
iteration, an initial review of the article is conducted to determine whether it is worthy of further reading or
inclusion.

A simple methodology proposed by (Cohen, 1990) is followed to conduct a systematic and critical review
of the article's contents. This simple method is referred to as the preview, question, read, summarize (PQRS)
system that allows researchers to stay organized and focused and facilitates easy identification and retrieval
of information, particularly if many publications are being reviewed at once.

During the preview phase, 32 articles deemed relevant to the review have been accumulated. During the
guestion stage, questions are asked about each publication. An indexing and summary system assisted the
process (Burns & Grove, 2007), which includes the article's title, author, purpose, methodology used in a
research study, findings and outcomes, and relevance to research questions (Timmins, 2005).

The source and complete reference are also included in this system for proper record-keeping and
organization. During the reading phase, selected articles are read, and research questions are carefully
examined. Finally, in the summary stage, a summary of each article and key thoughts, comments, strengths,
and weaknesses of the publication are written (Cronin & Coughlan, 2008). These provided the basis for
reporting the review and findings. The findings are summarized into tables describing the benefits and
challenges of big data analytics in cloud computing.

Results
The results of this study indicated that Cloud computing and Big Data play an increasingly significant role

in a digital society. When combined, these two technologies can affect meaningful change in how
organizational objectives are achieved. To answer RQ1, substantial benefits of big data in the cloud were

296



Issues in Information Systems
Volume 24, Issue 1, pp. 291-304, 2023

identified by critically analyzing the identified research papers. Table 1 includes the advantages of cloud-
based big data analytics:

Scalability: Managing big data requires clusters of servers and volumes. The cloud serves as an
infrastructure for all these systems, allowing greater flexibility and scalability while removing the need for
significant investments in big data servers and machines. In addition, cloud computing makes provisioning
servers in the cloud significantly easier and faster. As a result, the cloud environment used can be scaled
depending on the big data processing.

Agility: Big data projects have different characteristics. Because of this, data analytics projects have
varying infrastructure requirements. Cloud technology allows users to use as many resources as they need
to accomplish a particular task and then release those resources when the job has been completed.

Cost reduction: Business data centers are costly in terms of capital expenditures. Besides hardware,
businesses must also purchase facilities and power and maintain equipment over the long term. However,
those costs are absorbed by the cloud into a flexible rental model based on pay-per-use, allowing resources
and services to be accessed as needed.

Reduced complexity: Several components and integrations are required to implement a big data solution.
Cloud computing can allow Big Data analysis teams to automate several of these components, reducing the
process's complexity and enhancing the team's productivity.

Resilience: A big data project's value is derived from its data. As a result, the main advantage of cloud

resilience is that it provides reliable data storage. Cloud services are designed to replicate data to ensure the
high availability of data across all resources.

Table 1: Advantages of cloud-based big data analytics

Advantages Reference

Li, 2022; P N, 2022; Jagani et al., 2021; Alam et al., 2020; Mukhdoomi et al., 2020; Talia,
. 2019; Yeotikar, 2019; Rashed, 2018; bt Yusof Ali et al., 2018; Rashed et al., 2018; Dasoriya et.
Scalability | ¢ 2018; Sohail et al., 2017; EI-Seoud et al., 2017; Nachiappan et al., 2017; Neves et.al, 2016;
Yang et al., 2016; Hashem et al., 2015; Litchfield et al., 2014; Talia, 2013; Ji et al., 2012
Jagani et al., 2021; Khan et. al ,2021; Alam et al., 2020; Islam et al., 2019; Rashed et al., 2018;
Agility Sohail et al., 2017; Khan et al., 2017; El-Seoud et al., 2017; Yang et al., 2016; Hashem et al.,
2015; Litchfield et al., 2014
Cost Jagani et al., 2021; Mukhdoomi et al., 2020; Islam et al., 2019; Yeotikar, 2019; Rashed et al.,
2018; Zala et.al, 2018; bt Yusof Ali et al., 2018; Sohail et al., 2017; Khan et al., 2017; El-Seoud

reduction etal., 2017; Mathur et .al, 2017; Nachiappan et al., 2017; Hashem et al., 2015

Reduced Jagani et al., 2021; Mukhdoomi et al., 2020; Islam et al., 2019; Yeotikar, 2019; Zala et.al, 2018;
complexity Rashed et al., 2018; Sohail et al., 2017; Nachiappan et al., 2017; Khan et al., 2017; El-Seoud et
al., 2017; Yang et al., 2016; Hashem et al., 2015

Mukhdoomi et al., 2020; Islam et al., 2019; Yeotikar, 2019; Dasoriya et al., 2018;
Resilience Tsagkaropoulos et al., 2018; Rashed et al., 2018; Mathur et al., 2017; EI-Seoud et al., 2017;
Khan et al., 2017; Neves et al., 2016; Venkatesh et al., 2015; Litchfield et al., 2014

As an emerging technology, cloud computing and big data analytics are constantly developing and face
challenges and obstacles. To answer RQ2, key challenges of big data in the cloud were identified by
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critically analyzing the identified research papers. Table 2 includes the challenges of cloud-based big data
analytics:

Security and privacy: out of 32 research articles, 28 discussed data security and privacy issues related to
deploying big data analytics in the cloud. There can be a wide variety of data types involved with big data
projects, from proprietary data to personally identifiable information (PIl) subject to data protection
regulations and other industry, governmental, or social regulations. Additionally, data security becomes
particularly critical in the cloud computing environment as the data is in different places all around the
globe. Concerns about cloud technology are primarily related to the security of data and the protection of
privacy. Even though many techniques in cloud computing have been explored in academic circles and
industry, data security and privacy protection are becoming increasingly crucial for developing cloud
computing technologies in government agencies, industries, and businesses in the future.

Network dependence: An organization's ability to utilize the cloud highly depends on the ability to connect
across the local area network, the internet, and the cloud provider's network. The network path can be
outage-prone, increasing latency and rendering the cloud inaccessible. Even though an outage might not
affect a big data project in the same manner as a mission-critical workload, it is still essential to consider
the impact of outages when using the cloud for big data applications.

Heterogeneity: Variety, one of the significant aspects of big data characterization, is the result of the
growth of virtually unlimited different sources of data. This growth leads to the heterogeneous nature of
big data. Data from multiple sources generally have different types and representation forms and are
significantly interconnected; they have incompatible formats and are inconsistently represented (Sohail et
al., 2017). In a cloud environment, users can store data in a structured, semi-structured, or unstructured
format. Structured data formats are appropriate for today's database systems, whereas semi-structured data
formats are appropriate only to some extent. Unstructured data are inappropriate (Che et al., 2013) because
they have a complex structure that is difficult to represent in rows and columns. The challenge is handling
multiple data sources and types (Hashem et al., 2015).

Visualization: The purpose of data visualization is to arrange large amounts of complex data clearly and
understandably by making it visual to the end user. It is easy to represent structured data graphically.
However, creating real-time visualizations of unstructured data can be challenging (Sandhu, 2022).
Moreover, massive parallelization is required to visualize and summarize large volumes of dynamic data,
which represents a challenge for data visualization and summarization in the cloud (Muniswamaiah et al.,
2019).

Data governance: An organization is responsible for creating and enforcing the rules of law and
transparency related to data and holding people and information systems accountable to achieve their
business objectives. However, several policies, principles, and frameworks can create a significant number
of challenges when it comes to striking a delicate balance between risk and value as data size increases and
in the context of delivering better and faster data management technology.

298



Issues in Information Systems
Volume 24, Issue 1, pp. 291-304, 2023

Table 2: Challenges of cloud-based big data analytics
Challenges Reference

Security and Sandhu, 2022; Khan et al., 2021; Su et al., 2021; Jagani et al., 2021; Alam et al., 2020;

. Mukhdoomi et al., 2020; Yeotikar, 2019; Islam et al., 2019; Tsagkaropoulos et al., 2018;
privacy Rashed et al., 2018; bt Yusof et al., 2018; Maohong et al., 2018; Dasoriya et al., 2018;
Kibona et al., 2018; Zala et al., 2018; Chaoui et al., 2017; Mathur et al., 2017; Khan et al.,
2017; Sohail et al., 2017; EI-Seoud et al., 2017; Khan et al., 2017; Neves et al., 2016;
Hashem et al., 2015; Venkatesh et al., 2015; Litchfield et al., 2014; Talia, 2013
Sandhu, 2022; Jagani et al., 2021; Khan et al., 2021; Su et al., 2021; Yeotikar, 2019;
Tsagkaropoulos et al., 2018; bt Yusof et al., 2018; Nachiappan et al., 2017; Khan et al.,
dependence 2017; Sohail et al., 2017; Mathur et al., 2017; Hashem et al., 2015; Litchfield et al., 2014
Heterogeneity Sandhu, 2022; Jagani et al., 2021; Islam et al., 2019; Rashed et al., 2018; Mathur et al.,

2017; Sohail et al., 2017; EI-Seoud et al., 2017; Neves et al, 2016; Venkatesh et al., 2015;
Hashem et al., 2015; Litchfield et al., 2014; Che et al., 2013
Sandhu et al., 2022; Jagani et al., 2021; Islam et al., 2019; bt Yusof et al., 2018; Rashed et
al., 2018; Khan et al., 2017
Data Su et al., 2021; Yeotikar, 2019; Rashed et al., 2018; Sohail et al., 2017; El-Seoud et al.,
2017; Mathur et al., 2017; Neves et al., 2016; Venkatesh et al., 2015; Hashem et al., 2015

Network

Visualization

governance

Conclusion

Using data analytics has long been a way for businesses to maximize profits and guide strategic decision-
making. However, cloud computing and big data technologies are becoming critical technologies that will
soon shape the business world. In addressing the most significant challenges associated with big data, cloud
computing is poised to offer a cost-effective, high-quality method of transforming big data into valuable
information and to enable companies to increase profitability (Mathur et .al, 2017). Undoubtedly, cloud
computing has become an essential service that many modern organizations rely on today, not only in the
technology industry — it has spread to every sector. By using big data technologies and cloud computing,
businesses can make proactive, knowledge-driven decisions that will allow them to anticipate future trends
and behavioral trends, enabling them to make informed decisions at the right time. In addition, companies
can now store their data remotely and gain access to their data and services at any time and location.

Furthermore, cloud-based data analytics allows companies to leverage an easily deployable, time- and cost-
effective infrastructure. In an environment where data are abundant, simplification is essential for progress
to be made and to extract value from large amounts of data.

This study aimed to review other literature on cloud-based data analytics implementations and identify
challenges and advantages related to integrating cloud computing and big data. The systematic literature
review results showed that cloud-based data analytics offer significant advantages in protecting business
competitiveness, such as cost savings, scalability, agility, reduced complexity, and resilience.

Although there are many advantages to using cloud computing for deploying big data analytics (Jagani et
al., 2021; Alam et al., 2020; Mukhdoomi et al., 2020; Talia, 2019; Yeotikar, 2019 ) there are also some
challenges and disadvantages, particularly regarding privacy and security, data governance, dependency on
the network for resource availability, data heterogeneity, and visualization (Sandhu, 2022; Khan et al.,
2021; Su et al., 2021; Jagani et al., 2021; Alam et al., 2020; Mukhdoomi et al., 2020; Yeotikar, 2019; Islam
et al., 2019; Tsagkaropoulos et al., 2018; Rashed et al., 2018). The success of any big data analytics
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initiative based on cloud computing depends heavily on the organization's understanding of what is
involved in the project before it is initiated. Although cloud analytics offers several advantages, it is
essential that proper planning is undertaken to ensure that all analytics process phases are considered
(Balachandran, 2017).

Cloud computing and big data analytics implementation research are gaining momentum. However, despite
the amount of literature available in this field, the study's primary objective is not building new theories
that address big data challenges, such as security, privacy, and data governance, but rather the practical
implementation of cloud-based analytics solutions (Berisha et al. , 2022; Alam et al., 2020; Barika et al.,
2019; Goyal et al., 2019; Arostegi et al., 2018; Dasoriya et al., 2018; He et al., 2017; Khan et al., 2017;
Tang etal., 2017; Yang et al., 2016; Chauhan et al., 2013; Talia, 2013; Ji et al., 2012).

However, it is anticipated that new studies regarding the security and privacy issues associated with big
data and cloud computing implementations will appear more frequently due to the increased interest in
research integrating big data with cloud computing research and its applications and the emphasis on
cybersecurity awareness. Therefore, researchers and cloud developers should continue paying attention to
these issues. Furthermore, many companies have taken part in developing big data analytics applications in
the cloud, which will contribute to a higher level of privacy and security concerns.
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