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ABSTRACT
While organizations have initiated knowledge management initiatives to systematically and methodically capture
both explicit and tacit (or silent) knowledge, these initiatives have experienced mixed results. Inherent
organizational idiosyncrasies have bounded the transferability and reusability of the knowledge base.
Characteristics such as relevance, timeliness, but most important, cultural context, bind both the generalizable and
transferable value of knowledge. For the knowledge to have value and utility, the cultural context must be taken into
consideration. The problematic generalization and applicability of the Hofstede Hypothesis is redefined as a matter
of statistical aggregation averages. The collectivity that establishes the essence of culture has many faces that
situationally define the culture context (i.e. profession, organization, religion, and ethnicity). Application of the
model to demographic, professional, organizational, and other identities may be more useful, telling and
generalizable than contemporary national profiles. The framework is readily adaptable to identifiable more
homogeneous sub-cultures, and hence a potential source of data that can validate the universality of the Hofstede
Hypothesis to document multi-dimensional cultural profiles within the context of a national cultural environment.
Thus, this paper addresses the cultural ground for non-compliance by Saudi citizens. In doing so, the paper explores
the relation of culture to information security policies and practices. The paper argues that compliance and noncompliance is a consequence of a semantical construction of reality [13].
Keywords: Saudi Culture, Organizational Culture, Information Security, Policy
INTRODUCTION
Knowledge and knowledge management is contextualized and situational. While organizations have initiated
knowledge management initiatives to systematically and methodically capture both explicit and tacit (or silent)
knowledge, these initiatives have experienced mixed results. Inherent organizational idiosyncrasies have bounded
the transferability and reusability of the knowledge base. Characteristics such as relevance, timeliness, but most
important, cultural context, bind both the generalizable and transferable value of knowledge. For the knowledge to
have value and utility, the cultural context must be taken into consideration.
Knowledge is defined as a “mix of framed experience, values, contextual information, and expert insight that
provides a framework for evaluating and incorporating new experiences and formation… In organizations, it often
becomes embedded not only in documents or repositories but also in organizational routines, processes, practices
and Norms” [7]. Given that each organization, department, problem and problem is culturally bound, the knowledge
associated with each situation can be argued to be appropriate only in similar cultural settings. It goes without saying
that policies of information security are needed to define and maintain practices of information security. In today’s
world, organizations and governmental agencies have implemented and maintain information security practices
based on policies formed in the context of the organizations and governmental agencies. This context for this paper
is culture. Policies are explicit statements of values and objectives based on values by which specific practices are
defined [23]. Policies are an aspect of the construction of an information security model depicting the possible
actions and their consequences which are dependent in part upon psychological and social factors or conditions [4].
Policies and attending models form the ground by which organizations and governmental agencies ensure
individuals’ compliance to information security practices [6].
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In Saudi Arabia, while organizations and governmental agencies are aware of the significance of information
security policies [1], there appears to be a disconnect when the focus is on individuals’ compliance with the policies
or practices. There appears to be a lack of concern and carelessness toward information security. This disregard for
the consequences of non-compliance with information security policies appears to be based in cultural meanings and
values of the Saudi society.
Thus, this paper addresses the cultural ground for non-compliance by Saudi citizens. In doing so, the paper explores
the relation of culture to information security policies and practices. The paper argues that compliance and noncompliance is a consequence of a semantical construction of reality [13].
This paper reviews the literature about the various factors affecting information security policies and compliance. It
will focus on the relation of culture, a society’s system of meanings, as a constructive factor not only for policy
development and the creation of practices but for understanding compliance problems. Moreover, it develops a
perspective on the relation of Saudi culture, beliefs and values, to personal compliance or non-compliance with
information security policies and practices. Finally, the paper concludes with a cultural model for understanding
how a society’s meaning-system creates difficulties for agencies responsible for the enforcement of compliance with
information security policies and practices.
Hofstede Hypothesis Re-examined
The work of Geert Hofstede has been discussed and debated over the past 30 years. Hofstede’s notion of national
culture is essentially based on five conceptions. He hypothesizes that culture displays a geographic or territorial
uniqueness, is nationally shared from a statistical average vantage point, is inherently mentally subjective, is
determinate as the influence, displays identifiable characteristics and predictable consequences, and is enduring [20].
Hofstede’s dimensions of power distance, individualism, masculinity, uncertainty avoidance, and long term
orientation (and most recently nurturing) together provide the basis of a profile that is reflective of a centered
average of national cultural characteristics. Discussion, however, has emerged from numerous studies applying his
data gathering questionnaire to the same national cultural entities as established by Hofstede in his initial worldwide
study of IBM employees. Given the resulting cultural profiles are varied from the original Hofstede profiles; the
resulting profiles are interesting through the pragmatism of providing an analytical tool to help explain cultural
difference within a national context. The question becomes, what defines the national culture in what context?
With the advent of readily accessible mass media, the internet, and varied social identity it can be argued that any
individual may at eh same time harbor the profile of multiple identities within the context of national identity. One
can ear many cultural hats. Beyond national identity there is ethnic identity, professional identity, organizational
identity, social/sport/hobby identity, as well as religious identity [16]. Each of which manifests cultural attributes,
values, language and practice that may contradict the cultural attributes of one or more of the other cultural identities
an individual may assume. Individuals manifest the cultural attributes and characteristics of the culture they selfidentify with at any given point in time. Hence, in Hofstedian terms, each of the cultural dimensions would reflect
the cultural identity assumed by an individual all within the realm of a particular national context.
The Hofstede perspective: “Culture is always a collective phenomenon … Culture consists of the unwritten rules of
the social game. It [culture] is the collective programming of the mind that distinguished the members of one group
or category of people from others” [13]; see [11] for an early view; see also [15]. There are a couple of questionable
aspects of the perspective defined above. This perspective is the source of what can be called the Hofstede
Hypothesis. What are the questionable aspects? The first is the word and idea of “programming”; the second is the
word and idea of “mind”; there is a possible additional aspect to be noted which is the term and idea “unwritten rules
of the social game”. What vocabulary or taxonomic domain is the source here? And, what ontological space affords
an environment for these ideas?
Furthermore, does “programming” reference the ontological space of computer science or information science? So,
programming is computing; thinking is computational. The model appropriate may be the information processing of
mind. This may allow for a construal of the idea as a cognitive psychological affair. That is, reality is made, or
computed, in terms of mental models [9] tacitly configuring situations, actions, consequences, and meanings.
Or, can “programming” as an idea be construed simply as a set of social habits, or practices? Practices as social
schemes silently are in play bounding a group’s members’ activities. Analogous, perhaps, to a “program” of a social
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event which orders or organizes the social event as a situation of meaning; a sense-making document organizing
people’s experiences; a program of frames.
Does “mind” reference the ontological domain of cognitive psychology, wherein mind is construed as a set of
operative mental models, cognitive schemas, or scripts? Or, should this idea be construed as a set of social practices
or social habits [24]? Or, can “mind” be thought of as a set of “language games” representative of a “way of life”
according to Wittgenstein?
Another aspect (the third) of a programmed mind is that some of the programming consists of “unwritten rules” of
social behavior; the learning of what is or is not appropriate ways of acting in situations. What is learned, of course,
are programed modules of social action. The use of “programming” denotes something else. The actions spawned by
a program are not conditional or hypothetical they are deterministic. The “mental program”, script, or mental model
is a procedural instrument of action dependent on a recognized situation. And another model programs the mind to
recognize the appropriate features of the situational environment.
Hofstede does not want to appear as deterministic as his words make him appear. A person’s “mental programs” on
the surface of action are flexible and adaptive as they construct “practices” which are variable socially. The deep
structures of mental programs rest on collectively inculcated “values” which are deterministic of behaviors, i.e.,
practices [17]; [14].
So, a culture determines the value scheme, which frames all personal behavior. A person’s “intellectual” and
“emotional” machinery consists of the hard-core frames of values, which enforce identifiable perspectives evidenced
in performances and language.
All this gives rise to the Hofstede Hypothesis. This is a perspective that no one can escape the bonds of the
collectivity [12], the group and language, one was born into and raised in, and that one cannot escape the bonds of
the society a particular group has lived-in; that “practices” may change, but “values” are permanent (but they are
programmed as a source of the practices) [21]. As Hofstede et al. [13] write: “Not only organizations are culture
bound; theories about organizations are equally culture bound”.
Institutional frames such as professions and religion reflect a context and mindset that may be programmed to
different cultural perspectives than prescribed by a national cultural average.
The Hofstede Foundational Data in Perspective
The conclusion that formed the basis of Hofstede’s cultural profiles were based on Hofstede’s 2 IBM studies with a
combined data sample of 117,000 questionnaires. While the 2 studies involved 66 countries, only 40 of the
countries yielded scores. As a result, less than one third of the 117,000 IBM employee responses were used in the
study. Additionally, 6 out of the initial 66 countries yielded more than 1,000 survey results from the combined 2
studies. Less than 200 respondents were reported in 15 countries. The only surveys returned in Hong Kong, Taiwan
and Singapore were 88, 71, and 58 respectively [20].
The actual questionnaires themselves were not designed to assess and identify attributes of a national culture but
were designed by IBM as a tool to understand and analyze possible factors with respect to declining morale within
the corporation. The questionnaires were not administered independently and without process. The completion of
the questionnaires was not monitored for objectivity, integrity, and confidentiality. For instance, some
questionnaires were not completed individually but rather in groups. Because of possible consequences and lack of
confidentiality, the respondents answered subjectively, politically, and strategically. Finally, all workers were not
represented; only marketing and sales staff—not blue collar workers [20]. In the initial studies—was the population
survey representative of a national “average” profile or a skewed organizational and/or professional culture average?
While Hofstede acknowledges the data limitations and constraints, it appears that the national cultural profile
implications, in essence, took on a life of their own. While the data may not be universally accurate, the study was
both historic and important in that it was one of the first studies that provided a global corporate snapshot that was
the basis for frame of analysis using generalizable observations. That is not to say that with refinement, cooperation,
and design, Hofstede’s questionnaire can be used in the focused context of respective professional, organizational,
religious sub-cultures within the confines of a national label.
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Flattening Factors
While the Hofstede Hypothesis provided insight to understanding and harnessing cultural differences, its analytical
impact has been and still is significant. Using his mode of analysis and questionnaire provides for a consistent
cultural assessment tool. The resulting analytical frames (Hofstede’s five—now six—dimensions), while regarded
by some only as an interesting basis of discussion, can be used in the confines of more homogeneous cultures subcultures such as those discussed earlier to assess the overall validity of the Hofstede Hypothesis. Nevertheless, the
model and the associated cultural profiles based on aggregate averages can be effectively used to analyze the
possible impacts of phenomena like the internet, social media, the EU, the financial crisis of 2008 , and globalization
on national cultural profile. Previous research has suggested that globalization, the internet, and social media have
“flattened” the world as is evidenced by Hofstede cultural model compared values before and after the change
variable had been mainstreamed [8]. More recent research has demonstrated that after the financial crisis of 2008,
cultural profiles moved/returned closer to the values established by Hofstede [16]. The Hofstede Hypothesis and
associated model and questionnaire can and should be applied to a segmented population based on a variety of
demographic characteristics such as age, profession, ethnic identity, economic class, and education. The
demographic segmentation can help answer questions such as the impact of social media on cultural identity and
characteristics on 18 year olds versus 60 year olds. Is the profile the same? Does it change as one gets older to preestablished historical norms?
Saudi Security Implications
When the authors of the book Cultures and Organizations regarding how Saudis do business stated “for the Saudis,
it’s done with a person whom one has learned to know and trust.” [13]. They were on the point. However, this trust
is a value not only in business settings, Saudis do it in every aspect of their lives. For them, knowing someone make
life easier. A look at the history of Saudi culture will revel a lot of how people in this culture think and operate. “As
a political entity, the Kingdom of Saudi Arabia is a collection of families and diverse ethnic and religious groups
which were united through conquest by 'Abd al-'Aziz ibn Sa'ud during the first quarter of the century.” [10]. From
there, Saudi Arabia was formed. The founder king Abdul-Aziz made sure that the leaders of the tribes swore an
allegiance to him in exchange of power and money. Tribes in Saudi Arabia operate like their own small kingdoms.
There is a leader of the tribe (who in Arabic is called Ameer) at the top of the pyramid, followed by advisors
(usually the elders of the tribe and religious leaders of the tribe), and then comes the treasury and public relations
and so on. Likewise, the families are like tribes in most ways but with a different terminology. For example, the
leader of the family is called after a military rank, which is Brigadier-General (or Ameed in Arabic) of the family.
His advisors are more educated the experienced (old); however, he is not the most powerful person in the family, but
he is the most respected. “Tribal Leaders focus their efforts on building the tribe—or, more precisely, upgrading the
tribal culture” [19]. The most important value the leaders of tribes and families in Saudi Arabia share is looking after
their own people. “Tribes are one of the most influential factors in Arab life especially in the Arabian Peninsula.
Reflecting their Bedouin heritage, a person’s tribe offers protection from other hostile tribes or foreigners.” [2].
Though, it’s not only against hostile situations, they will come to help whomever is in need either a service or
money.
In every form or shape, for the Saudi individual family or tribe comes first. “Family is a highly valued part of the
Muslim society, and its significance can be perceived from high to non-educated people in all types of living;
Bedouin, rural, and urban.” [3]. This is what everyone in Saudi Arabia is taught since the beginning of his or her
lives. There is a well known and widely quoted old proverb that Saudis live by and it says “Me and my brother
against my cousin, and [but] me and my cousin against a stranger”. This saying shows what can tribe’s members are
close and ready to help in time of need. “The programming starts within the family; it continues within the
neighborhood, at school, in youth groups, at the workplace, and in the living community” [13]. However, in Saudi
Arabia the person never leaves the family mentality behind and moves on, this mentality stay with in him or her
through out all stages of their life. What this mentality does is creates the “connections” they need wherever they
work either a government job or in the private sector. These “connections” have a nickname in the Saudi culture;
the Saudis call it “vitamin C” (its vitamin WOW in Arabic due to the translation of “connections” in the Arabic
jargon is Wasta). Having “vitamin C” gives the person power and ease of life. Meaning, the individual with a
“connection” in a government agency can have his issues and needs done to him or her faster then the common
person. For example, since all major universities in Saudi Arabia are public schools, knowing someone there or
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having “vitamin C” in one of these universities can secure a chair for the person even if they don’t deserve it due to
low-test scores or another reason; therefore, taking it from the people who worked hard and deserve it more.
Another example, having a member of the family in the Department of Motor Vehicles (DMV) in Saudi Arabia
means that the individual doesn’t need to set foot in the department, everything will be done and made for him while
he is in the comfort of his own home. There are many examples like these; however, the Saudi government became
aware of this situation and how it effects the common man as well as the system, and when we say harming meaning
people get privileges they don’t deserve. They implemented a system that fixes this problem. It takes a lot of
measures to insure equality between people. The system allowed everybody to register online to take an appointment
for any government related needs. The upside here that no one from the inside can over ride the system and squeeze
someone in, it must be done online. Moreover, the system will not give the individual an appointment to do anything
else if this individual doesn’t have their biometrics registered in government databases. Once they have their
fingerprint registered, a person can finish all his government related issues online, and if they need to be present to
collect or finish some paper work, the system will not allow going forward without a fingerprint identification. By
implementing this system, “vitamin C” use is getting less needed since there is no point of it anymore.
Even though implementing a new system that minimizes “vitamin C” from being used that much, there are some
ways around the system for a special group of people (let’s call them the elite group). The elite group contains tribes
and families related by marriage to a line to the throne member of the royal family, very high officials in the
government like ministers and ambassadors, and very high ranked officers with high positions in the military sector.
The elite group members get to have someone with a special permission to override the system to finish their needs.
What this creates is that the common man starts to befriend these people to gain power over his peers in the tribe or
family just from knowing a powerful person, and the closer this person the more power they get. For example, a
minister can have a friend advisor with no knowledge in what the ministry do, but because he befriended the
minister he has a job and he is the go to person in the family or tribe for help in any government issue. If we are
viewing the Saudi culture as a social network that represent tribes and families as nodes in the network, the elite
families and tribes will be the main nods that every other nod in the network connects to. However, the
implementation of the e-government system reduced the size of the elite group compared to what it was before
implementing the new system.
Being a family oriented culture, the sharing of information between an individual and a family member just because
they are from the same family or tribe can be harmful to any organization. Employees are being careless in this case;
they are just acting by nature. They are doing what the culture taught them their whole lives. If family is the most
important thing in their lives, they will stay loyal to their families and tribe more than join their new tribe, which is
the organization. “The key to this process is personal commitment, the employees' sense of identity with the
enterprise and its mission.” [22]. The biggest threat on information security these days is having the most important
information in the incompetent hands. “Employees are often found to be careless and are often unaware of security
directives, failing to comply with organizational information security policies and procedures. This may be caused
by organizations possessing weak information security culture” [18]. This is due to the identity and loyalty to the
tribe that is imbedded within the individual. Moreover, this loyalty can be really harmful and on a bigger scale when
information is provided to the wrong people. Furthermore, the individuals that get this information can tweak it to
their liking to make sure they get the most damage out of it. Terrorists, opposition politicians, and agitators all use
information for the needs of their mission. For example, in Saudi Arabia an opposition activist doesn’t need to be in
the kingdom to get information, they only need people with cultural “connections” in sensitive parts in the
government to believe in their movement and recruit them for information and use this information to make more
people to believe in them and their message.
With the security aspect in mind, families and tribe will disassociate itself from a family member if this individual
brought disgrace to the tribe’s name. The most common way this can happen to a family member is by joining a
terrorist group. The family or tribe will immediately will disassociate itself from this individual to not harm the
family name and its position in the kingdom. One of the most famous disassociations that happened in Saudi Arabia
is the Bin Laden family. The Bin Laden family is one of the wealthiest families in the kingdom with very strong
connections with the royal family. However, when Osama formed a terrorist group named Al-Qaeda, the family
disassociates from him and stopped any communications with him. “The ascetic Osama bin Laden could hardly be
said to acclaim a ruler of the Kingdom for making his family, who has disassociated themselves from him,
extravagantly rich.” [25]. Nonetheless, people still thought that the family maintained type of connection with their

206

Issues in Information Systems
Volume 16, Issue IV, pp. 202-208, 2015
family member in a way or another knowing his whereabouts and information about his plans. “Nevertheless,
although probably not part of the 9/11 plot, the family, their friends, employees, and staff may have had information
that could have helped authorities identify and pursue those who did.” [5].
CONCLUSIONS AND FUTURE WORK
Having a family oriented culture is not a bad thing by any means; however, the security threats that are coming out
of sharing information that shouldn’t be shared is what making this culture a bad environment to move information
in. The most effective approach to a problem like that is trying to educate the public to the dangers of irresponsible
sharing of information. Furthermore, train employees the importance of information security and have the right
policies and procedures in place and guarantee compliance. Moreover, a closer look into the Saudi culture is needed
to capture the relation between security and the culture, and how the impact from the Saudi culture harms
information security.
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